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Abstract The damage caused by botnet, which consists of multiple PCs infected with malware is increasing
year by year. Even if the infected PCs could be found and recovered, it is not a fundamental measure,
because the attackers can infect other PCs again easily. Therefore, the authors have developed a method to
detect the C & C server using the mathematical quantification theory class Il for track the source to botnet as
second stage of the multistage tracking system developed by the authors. This paper describes the obtained
optimal parameter values to detect the C & C server using the method revised from the method proposed
previously, and the data registered in 2014 year part of DNS-BH which shows domain list of malware. The
experiment to identify the C & C server using the parameter values confirmed the effectiveness of the
revised method.
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