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Abstract In common digital forensic operations using network security appliances against APT, based on the alerts
published by the appliances, operators try to find out processes that conducted suspicious communications and consequently
caused the alerts. However, the conventional tools used in the operation only provide information such as status of processes
and destinations of the communications, that are insufficient to obtain conclusive evidence for practical cases. Since these tools
do not preserve and provide communications procedure of each process, which is crucial to correlate network activities and
alerts reported by network appliances, forensic operations take longer time and the results must have a certain ambiguity. In
order to address this problem, we propose a forensic method which enables to correlate processes and alerts by preserving
communication procedures of internal processes of hosts. Particularly, this paper focuses on DNS query, which is an important
step of a communication procedure, and presents considerations of how to specify malicious processes based on the preserved
information.
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01:59:03.053,10,3512,ws2_32 gethostbyname,NAME,
rvbwt***twjeitv.com,166. **.62.91
01:59:05.362,11,3512,ws2_32 send,SEND,172.*%*.143.16
0:49167,166. **.62.91:443,6,""
01:59:05.362,12,3512,ws2_32 send,SEND,172.*%*.143.16
0:49167,166. **.62.91:443,1,""
02:04:12.859,27,3512,ws2_32 gethostbyname,NAME,
erwbt***thetcwerc.com,195. **.26.232
02:04:14.294,28,3512,ws2 32 send,SEND,172.*%* 143.16

X 9 fF2fE#H (svchost.exe PID:3512)

K s~K 9 kv, YK ZzOLDOD T nt R
(PID:3424) 2 6 @REZITH T, MK 1 15
CreateProcess API|Z £ U WaterMark.exe(PID: 3468)~7 &
EANEB I, S HEIHYE TR DL REERIC
CreateProcess APl |2 & ¥ #8) & 4172 svchost.exe(PID:
3512)D B MHAIZHEF L TWVWD I ENNnD.

M 9 OlfEFheE NAEZHKR T 5L, DNS @ER
SEND (2L 2l 2B+ 5228 TE, *vy bU—
JEEHREMIC XY DNS RMEHL IP 7 FL A, R— |
FEEHFIZLoTT 7= FBABAELRE, RaffH LA
JEICRET DI LN TE, o7 ek 2A0REMERIC
FOVERERoT~AL Y =T, FilcicEHINZ T r
EARER SN 7 7 ANV EE, RHICHEET L L
WA THDLEFZxD. IHIZ, DNS IZHFEET D &
“google.com” % 1E 5| ¥ 4, “rtery***tutnrsbberve.com”,
“erwbt***thetcwerc.com”, “rvbwt***twjeitv.com” & U
STZEB & ZME LTV, T OHE 443 A — MTxfL
T =X DEEREIT > TS, DNSEDOHFR G R4
ENTWD YD, *y N7 — 7 BEHRE 2 DNS 15 # 12
T7 79— bFERITLEEG, IREZRET L5215,

£, FAMN=2ZERREN T 7 AV KE 7 1
BRICTT 77— b aHTEHEE, 20 bRaEFHRE
RENARETHY, ME oA A Lo~ L
7 OFEE, SHICIEYEARAET vt XOWEFH
WM E Y DNSRHEEHRIP 7T KL X, F— FEF%
ERy N BEHRBIZ T — NNy 732528 b
AAe & 78D, 723, Host OS {72 & TNT Guest OS Il T
Ny y by 7F X 2TV, 7ok X0EEFHRIIZ
BUPREFERPELVWI EZHMAICTHRIBELTWNS.

4.3.2. B & 2

MK 2 TH 25 WS.Reputation.1[9] (Symantec fL4 )
2N AFLEEEOREMR LR CHH S 7o miE
Thsd. BEY—NMIZTRELEY 7 EXDEREFR
EHEHROEREZK 11, B 12177, £/, BReEH®
ERFHLET e 20 MEBEEREZR 1012577,

& 2_PID:1100
iexplore.exe (PID:4088)
| iexplore.exe (PID:1976)

10 7o & % o 48 B B 4%

—172 —




18:11:02.175,1,1100,-,PID,1100,C:¥malware¥i% 1K 2.exe

18:11:02.206,2,1100,ws2_32 gethostbyname,NAME,WIN
-LG5MP2BAC3K,172.%*.143.160

11 RE2FHR (BRE 2.exe PID:1100)

18:11:02.331,1,1976,-,PID,1976,C:¥Program
Files¥Internet Explorer¥iexplore.exe
18:11:02.346,1,1976,-,PPID,4088,C:¥Program
Files¥Internet Explorer¥iexplore.exe
18:11:02.487,8,1976,ws2_32 GetAddrInfoW,NAME,
winter-****g net

18:11:03.376,10,1976,ws2_32 GetAddrInfoW,NAME,
winter-****g net,127.0.0.1

18:11:03.376,12,1976,ws2_32 send,SEND,127.0.0.1:6312
9,127.0.0.1:63129,1,""

18:11:03.376,13,1976,ws2_32 recv,RECV,127.0.0.1:6312
9,127.0.0.1:63129,1,""

13:22:05.743,1,3724,-,PID,3724,C:¥mal3.exe.exe
13:22:06.009,2,3724,ws2 32 GetAddrInfoW,NAME,cl.se
te***new.info
13:22:06.009,4,3724,ws2 32 GetAddrInfoW,NAME,r1.ho
me***tmy.info
13:22:06.102,8,3724,ws2 32 GetAddrInfoW,NAME,cl.se
te***new.info,54.191.*%*.216
13:22:06.258,12,3724,ws2_32 send,SEND,172.*%*.143.16
0:49165,54.191.%¥*.216:80,540,"GET
/?step_id=1&installer_id=1455

ware_id=13018377209654108220&prod"
13:22:06.305,13,3724,ws2_32 send,SEND,172.%*.143.16
0:49166,54.191.¥*.197:80,192,"POST
/?report_version=5& HTTP/1.1"
13:22:06.305,14,3724,ws2_32 send,SEND,172.%*.143.16
0:49166,54.191.¥*.197:80,1171,"data=QkP--- wr"

12 %2 1E 8, (iexplore.exe PID:1976)

YA (PID:1100) (XY & [F BEIZ iexplore.exe
(PID:4088) ru & i+t & (PID:1976) %1k
BT b, 0%, YEBREBIIFICRYy NU—I T 7k
ATV ER DD,

WIZK 12 LV, fEk sz 77 v & X (PID:1976)
1% GetAddrinfoW API % fl] H L T winter-****g net |Z %}
LCAHIMIEITY, V=N 77 RLATHDB
127.0.0.1l REEINTWDH I EBTND. S HIT, H
%7\t A% 127.0.0.1 I2%F L, ws2_32.dll @ send & &
WrecvAPI ZFIH L T 63129 K — hicxf L CTF —H D
EEZEZIIEERL, 2o%AEEILT 5. 4.3.1 #
CREKE, ALY et 2R0BEFEREEXIFEREAMAT
5Z2ET, Xy hU—=TRBETITHE R NN — X EH R
mDT 7 — MEREBEEGETEDZ LN GND.

4.3.3. Bk 3

AR 3 CTd 5 Trojan.Win32.AntiFW.b [10] (Kaspersky
H4) EETLEBEOTe v AOMBE/FAEZR 13 12
RT. Fh, BEY—NLIZTHRAELLETrEXROHEE
TSRO —E2K 14, K 151277 .

14 R2FEHR (B 3 PID:3724)

13:24:40.648,1,3976,-,PID,3976,

C:¥Users¥. ¥¥Temp¥{4..B}¥Addons¥putfu.exe
13:24:40.648,1,3976,-,PPID,3724,C:¥malware¥d--- f7.exe
13:24:40.851,2,3976,kernel32 CreateProcess,PROCESS,C
¥Windows¥system32¥rundll32.exe,"C:¥Windows¥system
32¥rundll32.exe"
"c:¥progra~1¥pc_boo~1¥AssistantSvc.dll",service -install
13:24:41.990,3,3976,ws2_32 GetAddrInfoW,NAME,data
downloadscan.info

13:24:42.068,7,3976,ws2_32 GetAddrInfoW,NAME,data
downloadscan.info,162.210.*** 21
13:24:42.271,9,3976,ws2 32 send,SEND,172.*¥*.143.160:
49182,162.210.*%**.21:80,676,"GET /get/?data=45
YLiY3t9jfIbh"

13:24:42.708,10,3976,ws2_32 recv,RECV,172.%*.143.16
0:49182,162.210.***.21:80,117,"HTTP/1.1 200 OK"

ik 3(PID: 3724)

| C:¥Program..¥Internet Explorer¥iexplore.exe (PID: 2904)
[ C:¥Program..¥Internet Explorer¥iexplore.exe (PID: 708)

[ C:¥Windows¥explorer.exe (PID: 2804)

[ C:¥Windows¥system32¥cmd.exe (PID: 1688)

[ C:¥Users..¥Temp¥{4..48B}¥Addons¥usetup.exe (PID: 2320)
[ C:¥ProgramData¥..¥PC_Booster.exe(PID: 4068)

[ C:¥Users¥..¥¥Temp¥{4..B}¥Addons¥putfu.exe (PID: 3976)
[ C:¥Windows¥system32¥rundl132.exe (PID: 888)

13 7o & % o+ BB

15 21 # (putfu.exe PID: 3976)

BB R 1T 24T BRI installer O X 5 72 GUI AN E) &
n, ML IEH 2 CTinstall R 2T L CEREIT
5 7-. PID:3724, 2904, 708, 2320, 3976, 888 2\~
ZE7oEANBRELTWVWE., ok 2EBO@EEFHE
ERELTWS7E®, il 21X PID:3724 TR RSN E
GUI 2 EfE LB OREFH®M TH Y, PID:2320 1L 4 U
va—RENEZT7ANLVOEB 0 ZA0EIEFx
NDEEINTEBY, BEZUV ST THEETLIZ N
T, WA S IO T A2 ENTED. £, 4.3.1
fMLFEE, el rA0MWMEFRExERSF A
THILET, Fy b= REWCICHE A P _N—RER
WEOT 77— MEREEETEDZLENGND.

5. % 8
AEITIE, TovAO@ETFHEEEH®REZAALEER
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EF vt 2AOHFEHEL, BHEY - AL THELNTE
RN = RO NTERT .

50. RS/ ERNPOORES a2 E F &
RERY - NVICTHRELEZE®H®?»D, DNS L AR X

WHEBLEAET o 2A0OBEFEICHOVWTELRT S,

432 HiDHRE 2 OREFERL LY, DNS O L AR
AN =T Ry 7T RVATHD 127.0.0.1 DR T
X B8, i CEEFFIZ nslookup 2~ > F&EFAH L,
BHERAALOE EHERD 127001 THDHZ &%
HERLTWD. FRIZHE R A A > OAFRITROBEIC,
IDXEIRN—T Ry I T RLVARBESDHZ LITE

KL, UFZOo0ZERPSD EEbN TV

WEENM L0 BT DNS (2L —F Ny 7
TRUVAZRELTWS

~ N 2T EPRHMAT S AEL DNS 1T L T,
Ta N FEPRPEEIRREZ ST =T N
v T RLVAERELTWSD

HhEEd, REZTORAE/{ETAEOOHM R
BFHRTHDHEERD. Zhiv, 2Lzt x0
WEFEEEZAMAINE, ABRAA 2 EF &L
Bz —7 Ny 7 IP7 FL 2 (127.0.0.0/8) MNIRE X

NERDLWT o RAERFGICHET DI ENTED.
51,431 OFEFEHR LY “rtery***tutnrsbberve.com”

L “rvbwt***twjeitv.com” %, BH ORI DH FA AV
ZIESE LR, WU IP 7 FL A (195.%%26.232)
MBI NTWDZ ENSNDH. 2L, DGA (Domain
Generation Algorithm) #F|H L7z~ 7 =7 O T
bOFREINEGV. Zhbb, REFBRIVAESITH
ETHIENTEL., o T ot 2D@EE LT ST
THEFREERELTCVDLED, 20X REREOD
ML ASICHBETEZL2ZIEbARAFEORAY ¥
FTHD. £72, DNS OA MR OFRERITFEIZED Y
2571, TOMREHREL TEBLZILERHLEKRE S

L., BERAAL R EIHEBIZIPT FLARE
Eéﬂét&b b LWHEGBDMITOR BRIk S
7ZDNS 7 U L ZDL ARV ZADME, IP 7 RL 2%
BT HZELFETHLEETHS. LY, 2L
eZmt20BEFREEREZFAIT 5L T, &b
LW rtE20RMICICHTELEF 2D,

S22 BEFETRBRETERVWTI—XIZO2NT

BEFETET T ot R0BEFHEXE2HRLATE R
W — ZZDWNT, BEEfl2HCEETD.

A28 OMIE2ICHB T HMIEFEITREDO 7 7t 2 DH
RIBILR (K 10) 2B b 2250, ik 2 (PID 1100)
LRR 2 NI E) L 72 iexplore.exe (PID:1976)i%
BEICERFBEER S NS R, i, B2 2E0

N L7k R, MEVAT AN I v 7 3T570ktA2D
EESLS 7 et A2,V v aryTRELS, BloFE
W CREIZAEN L TW % iexplore.exe (PID:4088)IZxf L
TCF7atAEEBLEZEDTHDL. Z0X5RGEE
i, BRoFAcEFiiciEhanizret i 86
MIIZIBEY) ZENTER20EYD, EEBSh/E7r® AT
LT, b7y 7AMERTEEFREIEREHF
e HRERE. EL, 7y 70 EHRITLETO
MoMWEE PRREIIMRETE R,

6. £ & ®

ABTIE, 7rERX0BETFREEREELTH LT
TrEREHEEEMEOST, xRy PV BLUBF R
PAR—ZEEBHOT 77— MNMEBRSR ZHEHRE A
HZECEBPRMNE T LYy FEERE L.
Fl, EBEO~LV 2T EFHALTRIEL, ETFIE
OHEMME R LI, £45EIE, rtX0EE T
EO—DOTHAHDNS I/ VICEBL, BEFILOER
LT e 2OREFEREMHALIEARER T 0 2D
REHkEEZRE LI,

S%HOMEE L TE, EY L TEHEETE 2N
SNV 2T HREFICHTHBEDR E, 726 RICE
Botxa V7 ®MREEFIHAL THEART 7— &3
T38, REFEOERIANMEZRAET AL TH
5.
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