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Abstract Lots of cryptographic protocols are proposed day by day. However, almost all
protocols are not yet used in real world. Based on hypothesis that difficulty of understand-
ing mathematical background for achieving such advanced function is the primary factor, a
framework for facilitating to apply advanced functional cryptographic protocols to services is
proposed in this paper. The framework includes user-side requirements, service profiles, and
selection engine. The selection engine selects appropriate cryptographic protocols for a service
based on requirements and profiles. Furthermore, cryptographic protocol description language
for selection is also proposed. Thus, prototype system is implemented for evaluation of proposed

framework.
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