Computer Security Symposium 2014
22 - 24 October 2014

BHOT—O7 NN R CTRIFHICRIB T IRELRINT HFEDRE

FE AT ER KET FE B &k {5 H B SN &7
WHE KED M HEAS ik 58S &F Y HFE KNS PE BRI

T KDDI %R =%t 163-8003 HLAUERHTE X P15 2-3-2 KDDI E/V
{ko-murakami, ta-kamatani, wa-senga, ko-nakao}@kddi.com

T BEENKE  240-8501 AR TR L7 A XEBEES 79-1

{suzuki-shogo-mb, koide-takashi-mx/@ynu.jp, yoshioka@ynu.ac.jp

* AR T4vh 181-0013 HATH ZJE T TE% 3-34-8 —JENA TR 509 &
shimamura@clwit.co.jp
§ 1REBISTAZTMIE  184-8795 HAUEL/ NG T HIFAEHT 4-2-1
{d.makita, kasama, eto, daij@nict.go.jp

HoEL FLHRBUZAITLIITOERLGEAI—RIs ETRET DIRBELGAOTUID
BRICIE, MEDEODRAX VvV EHOFEICEY T —I Ry THRRAIESN AR BITRANMINE iﬁ'é‘%)
EPHHEBERESN TS, TD=®, ThORAF YU FBDENE VS BRABEHRIAFETIC

T, b —VEBEREICLLIBRHMER OHRKRITOBIFIENEETHS. T THRRBTIE, ?’Eﬁﬁ
DE—=I 2y MR E THONBRBT—400, FEHITETHR/ER—MNIRH T HRETRR
HORBEREL, RHROBRLNFA—FHHIC—EBULO T TRASNINENEHET S
T, KRBLGAX YU EBORLEEESVEETRNT 2FEEZRETD. REFEIF—IRVNTH
BIL=b5T74v 0B AL TITo=-FHERR A D, IL—FD /NI F7 PLinuxIZBERE T H5IIILIIT7D
R—MIH T BRF Y ZRHL, ChoARFHRICERRDE Y THRASK TSI EZMHEELT-.

Fz, LD DEFITREB LU FIZRAF v U ETIRANINRHIEMT SRR A TIHRE
DENHDEMNL, BRERDAIRMERZEICOVNTEET 5.

A Proposal of Method for Detecting Synchronized Increase of Attacks

on Multiple Darknet Sensors

Kosuke Murakami’ Takemasa Kamatani’ Wataru Senga’ Shogo Suzuki*

Takashi Koide!  Jumpei Shimamura”™ Daisuke Makita?® Takahiro Kasama?®

Masashi Eto® Katsunari Yoshioka®®  Daisuke Inoue® Koji Nakao'®

T KDDI Corporation

KDDI Bldg, 2-3-2 Nishishinjuku, Shinjuku-ku, Tokyo 163-8003 Japan

{ko-murakami, ta-kamatani, wa-senga, ko-nakao}@kddi.com

I Yokohama National University
79-1 Tokiwadai, Hodogaya-ku, Yokohama-shi, Kanagawa, 240-8501 Japan
{ suzuki-shogo-mb, koide-takashi-mx}@ynu.jp, yoshioka@ynu.ac.jp
* clwit Inc.
3—34—8-509 Shimorenjaku, Mitaka-shi, Tokyo, 181-0013, Japan

8 National Institute of Information and Communications Technology

4-2-1, Nukui-Kitamachi, Koganei-shi, Tokyo 184-8795, Japan

{d.makita, kasama, eto, daij@nict.go.jp



Abstract In the case of a large scale incidents over the Internet related to malwares targeted
to new vulnerabilities, events have been often reported that number of attacking source hosts
are getting rapidly increased. That is, by means of observing rapidly increased scan behaviors,
early warning and prompt response are getting recognized as important solutions. In this
paper, we propose a new detection method of a large scale scan behaviors. The method is
starting to detect increasing number of source attacking hosts in the specific port from each
sensor located in several countries/regions, and then detect a number of synchronized and
similar events behaviors so as to identify a large scale scan behaviors which will be impacting
to global regions. According to the results of a field trial that is applying the new method to
the traffic data captured in the darknet, it is successfully to detect a synchronized attack (scan)
targeted to the port used in the router's backdoor and malware which is infected in Linux
system. Furthermore, it was also recognized that timings of scan behaviors observed by the
several sensors in different countries vary about three days at maximum, and it is therefore

considered that the result of this detection by means of our new method will be utilized for

practical early warning.
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2628 SHODAN 34205 Rapid7
3128 34567
3790 SHODAN 44818 SHODAN
4911 SHODAN 49152 SHODAN
5000 58455
5900 59901 Rapid7
59953 Rapid7
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