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Abstract In Drive-by-Download (DbD) attacks, the attacker falsifies a web site. Users

who access the falsified site are forced to automatically download malicious contents
such as PDF files including malicious codes. For such malicious PDF files, analysis
focused on JavaScript included in files and PDF structure have been conducted. However,
to the best of authors’ knowledge, any analysis regarding the quantitative features of
PDF files, such as file size and the number of objects in a file, has not been made. In this
research, we analyze quantitative features of malicious PDF files using D3M dataset and
compare it with that of normal PDF files.
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