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Improving Coverage of Environment-dependent Code
Using Program Slicing to Extract Potential URLSs
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Abstract Drive-by Download attacks redirect the user to the exploit URL via redirection URLSs using JavaScript.
The user installs and downloads malware from the malware distribution URL by accessing the exploit URL that
exploits vulnerabilities of browser and/or plugin. In addition, an attacker changes redirect destinations depending
on the client-environment in order to conceal redirection or exploit URLs. Therefore, conventional URL inspection
methods based on a decoy system do not adequately work when they cannot access exploit URLs. In this paper, we
propose a technique to extract potential redirection URLs and exploit URLs by JavaScript analysis using abstract

syntax tree and program slicing.
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var jre_version = pd.getVersion('Java');

var path = "next redirection";

var src = "http://exploit.com/malicious/?jre=";

var jre = jre_version.split(",");

if (jre[l] == "6") {
var ifr = document.createElement ("iframe") ;
ifr.setAttribute("src", src + jre_version);
document.body.appendChild (ifr) ;

}

else {

11 location.href = "http://redirect.com/" + path;

}
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