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Abstract: Many information security incidents are caused by mistakes made by people involved. However,
organizations tend to focus excessively on technical countermeasure in their information security plans. In
this study we propose a countermeasure of human error that have been successful in the medical field for
protecting personal information breach. In addition, we examined the effectiveness of the countermeasure
when applied to information security incidents that occurred in real organizations.
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Fig. 1 Annual changes of number of information breach inci-

dent (breakdown by causes).
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Table 1 Modified m-SHEL model (modified from

Kono-model).
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Fig. 4 Event relations sorted by time (example).
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Fig. 11 An example image of emergency unlocking device.
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Fig. 12 Actual measured number of occurred incidents.
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