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Proposal of JP Vendor Status Notes Database (JVIN)

MASATO TERADA, "t SHINGO TAKADAt and NORIHISA DoOrttt

Unauthorized access containing Malware propagation is activated and causes a lot of dam-
age. In order to protect the unauthorized access and eliminate the vulnerability, it is necessary
to improve the security information sharing environments about the Japanese domestic soft-

ware and the equipments.

When the new vulnerability is exposed or security advisory is

released, the security administrators try to gather countermeasure information about that
vulnerability. In this work, we have taken up this issue. We have examined — how we can
provide a security information sharing service for the security administrators. We propose
JVN (JP Vendor Status Notes) as the security information sharing system. JVN includes two
service components, “Vendor Status Notes (VN)” and “Status Tracking Notes (TRnotes)”.
The former is the countermeasure information service of the vulnerability, and the latter is
the event information service of the incidents. This paper discusses the requirements of these

services and introduce our sharing framewor
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Fig.1 Construction and operation of JVN trial site.
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Fig.2 The appearance process of the Blaster/Nachi
worm.
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Fig.3 The vulnerability handling and incident response.
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Table 1 The items of Vendor Status Notes.
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Table 2 Status Tracking Notes.
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Table 4 Notification mail format from vendor to JVN.
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Fig.5 An example of TRnotes about CA-2003-19.
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Fig.8 Access counts of VN, TRnotes entries about Sasser

worm.
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Table 7 TRnotes entries about Netsky worm.
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Fig.9 Access counts of VN, TRnotes entries about
Netsky worm.
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Table 8 Malware which exploits the vulnerability.
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MS03-001 Nachi.F

MS03-007 Nachill Nachi.F

MS03-014 Mimail

MS03-026 Blaster, NachilJ Nachi.F, Raleka,
Cirebot

MS03-049 Nachi.BO Nachi.F

MS04-011 Sasser, Gaobot
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Table 9 Event involved in the network worm appearance.
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http://www.cert.org/advisories/

2) CIAC Bulletins.
http://www.ciac.org/cgi-bin/index/bulletins
3) 000000000 JPCERT/CC Vendor
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6) OSVDB. http://www.osvdb.org/

7) AVDL. http://www.avdl.org/

8) OVAL. http://oval.mitre.org/

9) JPCERT/CC: Internet Scan Data Acquisition
System (ISDAS).
http://www.jpcert.or.jp/isdas/

10) 0000000000000 00O0 @police —
goo0ooooooooo
http://www.cyberpolice.go.jp/detect/
observation.html

11) CA-2002-03: Multiple Vulnerabilities in Many
Implementations of the Simple Network Man-
agement Protocol (SNMP).
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12) CA-2002-17: Apache Web Server Chunk Han-
dling Vulnerability.

13) CA-2002-18: OpenSSH Vulnerabilities in
Challenge Response Handling.

14) CA-2002-19: Buffer Overflows in Multiple
DNS Resolver Libraries.

15) CA-2002-23: Multiple Vulnerabilities In
OpenSSL.

16) CVE. http://cve.mitre.org/

17) Distributed Intrusion Detection System.
http://www.dshield.org/

18) Microsoft TechNetO 00000000000
http://www.microsoft.com/japan/technet/
security/
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