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OS Debugging Method Using a Lightweight Virtual Machine Monitor

TADASHI TAKEUCHI!

Recently, demands for implementing original operating systems which can achieve high I/O
performance on PC/AT compatible hardware have been increasing. However, conventional
operating system debugging environments have not been able to satisfy the following demands
at the same time: 1) assuring the stability of the debugging environments 2) an easy cus-
tomization of the debugging environment for new operating systems and new I/O devices,
3) efficient execution (especially I/O execution) of the operating system under the debugging
environment. In this paper, we propose a novel operating system debugging method using the
lightweight virtual machine monitor. This method can be applied to any operating systems
on PC/AT compatible hardware, bacause the virtual machine monitor provides real hardware
interfaces. The monitor also provides lightweight memory region protection mechanism, which
enables the remote debugging function in the monitor to work stably even when the operating
system under this debugging environment works inproperly owing to its bugs. Besides, the
monitor provides partial emulation mechanism. Owing to this mechanism, the operating sys-
tem on the monitor can achieve efficient I/O execution on various I/O devices. We evaluated
this debugging method quantitavively, and confirmed that this method can provide about 5.4
times as high I/O performance as the existing hosted virtual machine monitor.
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Fig.1 Proposed debugging environment architecture.
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Fig.2 Virtual space organizations.
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