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A Method of Applying Artifact-metrics for
Enhancing Smart Card Security

TsuToMU MATSUMOTO! and MAKIKO AOYAGIt

Using Integrated Circuit chips (IC chips) to make documents and cards tamper-resistant is
very effective for deterring counterfeits. However smart cards i.e., plastic cards that install
IC chips have limitations on their tamper-resistance because of the emerging various types of
direct and indirect attacks. To greatly enhance the total security of smart cards it is promising
to adopt technology categorized as Artifact-metrics, or the use of intrinsic patterns randomly
created on the individual body of smart cards.
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Table 1 Classification of smart card system applying
artifact-metrics based on sensor type.
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Fig.1 A model of smart card system.
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Fig.2 A model of smart card system applying artifact-
metrics (System 1).

——— JEEMICH—F IR T LD

TR
=
Hl{HES
=

T4

AR

I
BREE M S
WAUN\Ry—=

03 OO0 Icooooooooooo
Fig.3 A model of noncontact smart card system.
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Fig.4 A model of noncontact smart card system applying
artifact-metrics (System 4).
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Table 2 Attacks against smart card systems and measures to each attack.
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