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Proposal for the Experimental Environment
for Network Worm Infection

MASATO TERADA, "t SHINGO TAKADAf* and NORIHISA Dottt .ttt

Code analysis and simulation of network worm infection are useful methods to evaluate
how it spreads and its effects. But a bug in infection algorithm or the way of implementing a
random number generator etc. affects the retrieval behavior of network worm infection. Then
it is important to evaluate the retrieval behavior of network worm infection in experimental
environment for complementing the code analysis. And there is no actual, measured data
on network worm infection for public use. Moreover; to prevent network worm infection, an
organization should not rely solely on the outside information and should have an information
gathering method of its own, such as experimental environment to evaluate network worm
infection, to plan countermeasures. This paper describes a prototype of experimental environ-
ment for network worm infection and actual data about network worm infection. The purpose
of experimental environment is to investigate retrieval behavior and infection mechanisms in
network worm behavior. For example, there are a mapping of retrieved IP addresses and a ra-
tio of IP addresses retrieved and port numbers used by network worms. Also we implemented
a prototype system to show the validity of our approach.
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Table 1 Ratio of IP addresses retrieved by Sasser.
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Fig.1 Verification environment of search characteristic in

Network Worm infection.
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Fig.3 Verification environment of infection characteristic
in Network Worm.
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Fig.5 The example of the Flow analysis function.
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