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The Unknown Viruses Detection Method
Using Bayes Learning Algorithm

Ryurti KOIKE,* NAOSHI NAKAYA,* YUKARI HAGIHARA,*
Yuuit Koul,t HIROKI TAKAKURAt and HITOAKI YOSHIDA*t

Unique patterns called signature are needed to detect the computer viruses by the pattern
matching method. However, it takes time to generate the signatures because it is necessary
for the signatures to be updated by human hands. Therefore, unknown computer viruses can
infect many computers in the world easily until generating signatures. In this paper, we pro-
pose the method which can detect future unknown viruses by learning known viruses features
in Graham Bayes. The features are “strings” which are printable sequences in binary files.
Once learning features, the proposal method detects 70% Netsky variants and Bagle variants.
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Table 1 Kinds of pack types in viruses.

Pack Type  Breakdown(%)
ASPack 12.0

FSG 6.7

PE Pack 4.0

PEX 5.3

PEtite 4.0

UPX 48.0

tElock 8.0

Others 4.0
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02 0000000000 strings
Table 2 strings extracted from binaries.
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Table 3 False detection rate between packed virus and nonvirus (%).

Nonvirus Input

Signature generated from

packed Virus FSG PEX PEtite UPX  tElock  Nonvirus2
FSG 60.5 0.0 0.0 0.0 0.0 0.0
PEX 2.5 35.5 1.0 2.3 2.5 0.0
PEtite 26.0 0.0 50.0 11.4 10.0 0.0
UPX 3.5 26.5 0.5 64.0 0.5 0.0
tElock 0.0 0.0 0.0 0.0 37.5 0.0
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Table 4 Features used for virus probability calculation.
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Table 5 Variety of Netsky detection rate (1=13).
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Table 6 Variety of Bagle detection rate (I=13).
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