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Evaluation of Check System for Improper Sending of
Personal Information in Encrypted Mail System

KENJI YASU,"* YASUHIKO AKAHANE,?2 MASAMI OZAKI,3
KoJ1 SEMOoTOH and RYOICHI SASAKI!

There have been cases, in recent years, where customer information or other personal in-
formation has been leaked, and protective measures for personal information have become
important. Corporations and other organizations have increasingly adopted software with e-
mail monitoring capability to prevent leakage of personal information to the outside through
e-mail. However, if the e-mail is encrypted, it is completely impossible to check whether
personal information is being improperly sent. The authors have designed and implemented
a system for solving such problems. Experiments to detect personal information were con-
ducted using the implemented system, and we were able to confirm the basic effectiveness of
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the system. This paper reports on those results.
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Fig.2 Flow at time of unjust sending discovery.
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Fig.3 Processing flow in mail server.
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Table 4 Rate of incorrect detection in each appraisal
method.
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Table 5 Personal information detection result.
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Table 6 Inspection result of mail.

T—24 | AT | ARG | AV | CHE
E | 41 44 6 DENY
RE | F | 97 120 42 DENY
B 6 | 204 | 143 0 DENY
H | 84 78 78 DENY
I 0 0 8 ALLOW
J 1 2 3 ALLOW
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K 0 0 6 ALLOW
L 2 3 3 ALLOW
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Table 7 Average processing time.
CHEREA | AR ESCN
0.09 0.16 0. 68
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