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Machine Learning Based IDS with Automatic Training Data Generation
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Although many intrusion detection systems based on learning algorithms have been pro-
posed to detect unknown attacks or variants of known attacks, most systems require sophis-
ticated training data for supervised learning. Because it is not easy to prepare the training
data, the anomaly detection systems are not widely used in the practical environment. On
the other hand, misuse detection systems that use signatures to detect attacks are deployed
widely. However, they are not able to detect unknown attacks or variants of known attacks.
So we have proposed a new anomaly detection system, which detects the variants of known
attacks without preparing the training data. In this system, we use outputs of signature-based
conventional IDS to generate the training data for anomaly detection. This system identifies
novel features of attacks, and generates generalized signatures from the output of IDS to
detect the variant attacks. We conducted experiments on the prototype system with three
types of traffic data, 1999 DARPA IDS Evaluation Data, attacks by vulnerability scanner and
actual traffic. The results show that our scheme can detect the variants of attacks efficiently,
which cannot be detected by the conventional IDS.
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fP...1...GET /default.ida?XXXXXXXXXXXXXXXXXXX
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alert tcp any any -> any 80 (msg:"WEB-IIS
ISAPI .ida attempt"; flow:to_server,
established; uricontent:".ida?"; nocase;
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Fig.1 Packet payload and signature of codered II warm.
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Fig.2 A flow of machine learning based IDS.
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Fig.4 Proposed system.
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Fig.5 Automatic learning data generation.
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Table 1 Parameters for learning algorithm.
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Table 2 System components of prototype.
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GET /welcome.htm HTTP/1.0\r\n

Connection: Keep-Alive\r\n

User-Agent: Mozilla/4.08 [en] (WinNT; I)\r\n
Host: www.eyrie.af.mil\r\n

Accept: image/gif, image/x-xbitmap, */*\r\n
Accept-Encoding: gzip\r\n

Accept-Language: en\r\n

Accept-Charset: iso-8859-1,*,utf-8\r\n

\r\n
Data (15 bytes)

(a) An Example of HTTP Request

D

‘08/12/04*20:24:08.881860 194.27.251.21 1931 172.16.114.50 80 ‘

Request-line Connection User-Agent Host Accept Accept-Encoding Accept-Language ...
[29 14 32 20 35 9 6 ... |

(b) An Example of Feature vector for HTTP Request
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Fig.6 HTTP request.
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Fig.7 Graphical user interface.
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Table 3 HTTP request included in DARPA data.
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Table 4 HTTP request generated by nessus.
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Table 6 Evaluation summary.
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oooo (ps) 0 0 0 2 0 0 0 2

(ii) Nessus oooo 1,494 0 0 0 793 0 0 | 701
oooo 0 0 0 | 2,727 | 2,687 0 0 40

(iii) LAN Gateway | 0000 51 42,435 98 0 33 42,531 2 18

TP: True Positive, TN: True Negative, FP: False Positive, FN:

05 0000 LANOODOOOOOOO HTTPOOOOOO
Table 5 HTTP request captured at a corporate LAN
gateway.
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Table 7 Splitting rules for Nimda and CodeRed II.
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Table 8 Snort signatures for Nimda and CodeRed II.
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11 ISAPI .ida attempt”; flow:to_server,established;

uricontent:”.ida?”; nocase; reference:arachnids,
552; classtype:web-application-attack; refer-
ence:bugtraq, 1065; reference:cve, CAN-2000-
0071; sid:1243; rev:8;)

alert tcp any any -> any 80 (msg:” WEB-IIS

cmd.exe access”; flow:to_server,established;

Nimda

content:”cmd.exe”; nocase; classtype:web-
application-attack; sid:1002; rev:5;)
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Table 9 A new signature for Nimda and CodeRed II

variant.
oo gooooooo
CodeRed alert tcp any any -> any 80 (msg:” CodeRed
I Variants”; flow:established;content:” Content-
type ”;)
Nimda alert tcp any any -> any 80 (msg:”Nimda

Variants”; flow : established; content :

? Connnection” ;)
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Table 10 Snort signatures for DARPA data.

Attack Signature

apache2 alert tcp any any -> any 80 (msg:”apache2”; flow:established; content:”|47 45 54 20 2f 20 48 54 54 50 2f
31 2e 31 0d Oa 55 73 65 72 2d 41 67 65 6e 74 3a 20 73 69 6f 75 78 0d Oa 55 73 65 72 2d 41 67 65 6e 74 3a
20 73 69 6f 75 78 0d 0a|”; )

apache2 alert tcp any any -> any 80 (msg:”apache2”; flow:established; content:”|55 53 45 52 20 6f 74 74 6f 62 Oa
50 41 53 53 20 49 72 53 5a 71 49 73 65 0a 53 54 41 54 0a 52 45 54 52 20 31 Oa 44 45 4c 45 20 31 0a 51 55
49 54 0a 0d Oa 55 73 65 72 2d 41 67 65 6e 74 3a 20 73 69 6f 75 78 0d Oa 55 73 65 72 2d 41 67 65 6e 74 3a
20 73 69 6f 75 78 0d Oa|”; )

back alert tcp any any -> any 80 (msg:”back”; flow:established; content:”GET ////”; )

back alert tcp any any -> any 80 (msg:”back”; flow:established; content:” GET /cgi-bin////”; )

crashiis alert tcp any any -> any 80 (msg:” crashiis”; flow:established; content:”../..”; )

mscan alert tcp 207.136.86.223 any -> any 80 (msg:”mscan”; flow:established; content:” GET /cgi-bin/phf”; )

mscan alert tcp 207.136.86.223 any -> any 80 (msg:”mscan”; flow:established; content:” GET /cgi-bin/test-cgi”; )

mscan alert tcp 207.136.86.223 any -> any 80 (msg:”mscan”; flow:established; content:” GET /cgi-bin/handler”;)

ntinfoscan alert tcp 206.48.44.18 any -> 172.16.112.100 80 (msg:"ntinfo”; flow:established; content:” HEAD /
HTTP/1.0”;)

ntinfoscan alert tcp 206.48.44.18 any -> 172.16.112.100 80 (msg:”ntinfo”; flow:established; content:” GET /*.idc
HTTP/1.0”;)

ntinfoscan  alert tcp 206.48.44.18 any -> 172.16.112.100 80 (msg:” ntinfo”; flow:established; content:” GET /cgi-bin/
HTTP/1.0”;)

ntinfoscan alert tcp 206.48.44.18 any -> 172.16.112.100 80 (msg:”ntinfo”; flow:established; content:” GET /scripts/
HTTP/1.0”;)

ntinfoscan alert tcp 206.48.44.18 any -> 172.16.112.100 80 (msg:”ntinfo”; flow:established; content:” GET /cgi-
bin/perl.exe?-v HTTP/1.0”;)

ntfinfoscan alert tcp 206.48.44.18 any -> 172.16.112.100 80 (msg:”ntinfo”; flow:established; content:” GET
/scripts/perl.exe?-v HT'TP/1.0”;)

ntfinfoscan alert tcp 206.48.44.18 any -> 172.16.112.100 80 (msg:”ntinfo”; flow:established; content:” GET /scripts
/tools /newdsn.exe HTTP/1.0”;)

ntfinfoscan alert tcp 206.48.44.18 any -> 172.16.112.100 80 (msg:”ntinfo”; flow:established; content: ”GET
/-vti_bin/fpcount.exe?” ”Page=default.htm”; content:”Image=3"; content:” Digits=15 HTTP/1.0”;)

ntfinfoscan alert tcp 206.48.44.18 any -> 172.16.112.100 80 (msg:”ntinfo”; flow:established; content:” GET
/scripts/*%0a.pl HTTP/1.07;)

ntfinfoscan alert tcp 206.48.44.18 any -> 172.16.112.100 80 (msg:”"ntinfo”; flow:established; content:” GET /sam-
ples/search/queryhit.htm HTTP/1.0”;)

phf alert tcp any any -> any 80 (msg:”phf’; flow:established; content:” phf?”; )

ps alert tcp 172.16.112.50 any -> 209.154.98.104 80 (msg:”ps”; flow:established; content:” tester.tar”; )

011 DARPAOODODDOODOOOOO
Table 11 Splitting rules for DARPA data.

Attack Splitting Rules

apache2 609.938<total<=1460.000, -co<method<=14.008

back 609.938<total<=1460.000, 14.008<method <=239.000

crashiis -co<total<=609.938, -co<data<=1.804, -co<User-Agent<=23.030,
-oo<Host<=7.013, -co<method<=14.008

mscan -oco<total<=609.938, 1.804<data<=1443.000

ntinfoscan, oo<total<=609.938, -co<data<=1.804, -oco<User-Agent<=23.030,

phf -oo<Host<=7.013, 14.008 <method <=239.000

ps -co<total<=609.938, -co<data<=1.804, 23.030< User-Agent<=47.000,
0.013<Connection<=10.000, -co < method < = 26.030

normal -co<total<=609.938, -co<data<=1.804, -co<User-Agent<=23.030,
7.013<Host<=34.000

normal -co<total<=609.938, -co<data<=1.804, 23.030<User-Agent<=47.000,
-oo<Connection<=0.013

normal -co<total<=609.938, -co<data<=1.804, 23.030<User-Agent<=47.000,

0.013<Connection<=10.000, 26.030 < method < = 239.000
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1. class=back
normal=0.141
ps=0.142
crashiis=0.142
phf=0.142
ntinfo=0.142
back=0.15
mscan=0.142
data

gooooooobooooooooooooboo

-inf<data<=1.827
2. class=back
normal=0.164
ps=0.165
crashiis=0.165
phf=0.165
ntinfo=0.165
back=0.175
<total>

-inf<total

=489.051 489.051<t0ta1<=1460.000 -inf<total

1.827<datak=1443.000
21. class=mscan
mscan=1

<total>

4. class=crashiis
normal=0.003
crashiis=0.332
phf=0.332
ntinfo=0.332
<Referer>

-inf<Referer<=0.291

o.291<meferer<=23o.ooo

13. class=ps
normal=0.494
ps=0.506
<Connection>

3. class=ps 20. class=back [ 22. class=mscan | [ 23.normal |
normal=0.198 normal=0.006 [ mscan=1 | [ normal=1 |
ps=0.201 L_back=0.994 |
crashiis=0.201
phf=0.201
ntinfo=0.2
<Host>
-inf<Hostx=8.005 8.005<Hosk<=34.000

-inf<Connection<=0.013

ntinfo=0.333
<User-Agent>

-inf<User-Aggnt<=24.035

24.035<User-Agent<=47.000

6. class=crashiis

[ 11. class=normal]|

crashiis=0.333 [normal=1 |
phf=0.333
ntinfo=0.333
<method>
-inf<meth¢d<=14.058 14.05 84method<=239.000
[ 7. class=crashiis | 8. class=phf
crashiis=1 phf=0.5
ntinfo=0.5
<Frame>

5. class=crashiis [ 12. class=normal| [ 14. class=normal| I5. class=ps

crashiis=0.333 [ normal=1 [ normal=1 | normal=0.0T3

phf=0.333 ps=0.985
Frame

-inf<Frame<=552

1957

(=147.658 147.658<t0t41<=1460.000

.013<Connection<=10.000

|.241 5521.241<Fram4<=436100.000

[ 16.class=ps | 17. class=ps
s=1 normal=0.028
ps=0.972
<User-Agent>

-inf<User-Agent<=42.003

42.003<User-Ajgent<=47.000

-inf<Frame«=223018.716

9. clss=phf [ 10. class=ntinfo |
phf=0.787 ntinfo=1
ntinfo=0.213

o8 000

Fig.8 Decision tree.

18. class=normal

223()18.?16<Frame<:436100.00()

19. ps
normal=0.001
ps=0.999
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