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In this paper, we propose a new authentication mechanism for the mobile environments,

called Self-Delegation.

In the mechanism, a user stores information that relates to strict

authentication in a tamper-resistant module that can be kept securely at home. Time-limited
authority is delegated to the mobile terminal by communicating with the tamper-resistant
module on a local basis. After the delegation, a remote service can authenticate the user
for a limited time. We propose two self-delegation schemes, and analyze the security of the
proposed scheme based on a security model that we define. Furthermore, we have implemented
the self-delegation and authentication protocols on a PDA and a Java card, both of which
have ISO14443 I/F, and show the feasibility of the implemented protocols.

1.

The 3G cellular system has infiltrated the
current market, and the next generation wire-
less system beyond 3G will be set to gain mar-
ket share. The Beyond 3G system integrates
various wireless accesses, including 3G, 4G, and
wireless LANs. It provides an all-IP wireless
solution to offer services, taking advantage of
each wireless communication mechanism in the
system. There is active research into integrat-
ing heterogeneous wireless networks into an all-
IP network using IP technologies. An architec-
tures discussed at the new generation mobile
communication project V) is a potential solution
for the Beyond3G system. For the next genera-
tion mobile services, personal authentication is
needed to provide value-added and fine-grained
services such as mobile commerce, mobile bank-
ing, etc.

In this paper, we propose a mechanism by
which strict authentication may be realized
even if the off-the-shelf mobile terminal has no
tamper-resistant module. A user stores infor-
mation that relates to strict authentication in
a tamper-resistant module, which can be stored
securely at home. Time-limited authority is
then delegated to a mobile terminal by com-
municating with the tamper-resistant module
on a local basis. After the delegation, a remote
service can authenticate the user for a limited
time.

The basic concept is called self-delegation.
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Goldreich proposed a self-delegation method
with controlled propagation based on a non-
interactive zero-knowledge proof in Ref.2).
Other approaches to the issue of limiting the
delegation of rights were suggested in Ref. 3).
These schemes, however, do not apply to mo-
bile environments, where one must consider
computational cost. We propose a practi-
cal approach for self-delegation in mobile en-
vironments. The proposed mechanism uses
both primary and secondary key information.
First, the primary key information is stored
in the tamper-resistant module. During the
self-delegation, secondary key information is
derived from the primary key information by
the tamper-resistant module and is securely in-
stalled in the mobile terminal. The user can
then be authenticated using the secondary key
in the mobile terminal.

The proposed scheme is a solution for an open
problem in general authentication schemes, how
to authenticate users who have lost or have had
their key information stolen. If the mobile ter-
minal is stolen, a service provider can authenti-
cate the user using the primary key information
stored in the tamper-resistant module. After
authentication, the user can request that the
service provider revoke the secondary key.

A Kerberos-based scheme such as the scheme
proposed by Fox, et al. 19 is a feasible solution
for indirect authentication in mobile environ-
ments. However, direct and real-time authen-
tication is required by sensitive services such
as e-commerce. The self-delegation proposed
here provides direct and strict authentication
securely. Self-delegation is widely applicable to
any services that authenticates a user, such as
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e-commerce, identification, and others.

The rest of the paper is organized as follows:
first, we present the concept of self-delegation in
Section 2; then we propose two self-delegation
schemes in Section 3. The security analysis of
the proposed schemes is discussed in Section 4.
Section 5 presents evaluation results. Appli-
cations using self-delegation are introduced in
Section 6. Finally, we conclude the paper in
Section 7.

2. Concept of Self-Delegation

In current mobile services, the mobile opera-
tor authenticates to a subscriber by using iden-
tification stored in a mobile terminal; the iden-
tification is assigned when the user subscribes.
In such case, the mobile operator does not iden-
tify the person, but rather the user’s mobile
terminal. For next generation mobile services,
however, personal identification is needed to
provide value-added and fine-grained services
such as mobile commerce, mobile banking, etc.
One solution is to store some personal identi-
fication mechanisms such as biometrics in the
mobile terminal to activate it. However, this
solution has the following drawbacks.

e Sensitive information or mechanisms for
personal identification cannot be securely
managed on a mobile terminal because a
mobile terminal may be easily stolen or
lost. To avoid this security risk, the mo-
bile terminal requires an additional secure
element such as an IC chip, which is not
cost effective.

e Biometrics mechanisms also require addi-
tional user action for authentication. For
example, the user has to place their finger
on the CCD sensor to allow their finger-
print to be scanned. If the mobile opera-
tor requires strict authentication, the user
must perform this action to access to each
service.

To solve such problems, we apply a mecha-
nism by which the user is strictly authenticated
even if the off-the-shelf mobile terminal has no
tamper-resistant module. The basic idea of self-
delegation is as follows; a user stores informa-
tion that relates to strict authentication in a
tamper-resistant module, which can be stored
securely at home. Time-limited authority is
delegated to the mobile terminal by communi-
cating with the tamper-resistant module on a
local basis. After delegation, the user can be
authenticated to remote services for a limited
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time via the mobile terminal.

Some schemes that are usable for a self-
delegation scheme have been proposed such as
Goldreich schemes and Chaum’s scheme. How-
ever, their applicability to mobile environments
is not discussed. Thus, optimizations and mod-
ifications of the schemes will be mandatory,
when the schemes are applied for mobile envi-
ronments. We designed self-delegation schemes
applicable to the mobile environments and eval-
uete them. The proposed schemes use a hier-
archy of two keys, and delegate a secondary
key that is verifiable using the primary key.
First, the primary key information is stored
in the tamper-resistant module. During self-
delegation, the secondary key information is
derived from the primary key information by
the tamper-resistant module, and is securely
installed in the mobile terminal. The tamper-
resistant module also stores a part of the sec-
ondary key information. The user can be au-
thenticated by using the secondary key in the
mobile terminal. The secondary key has limited
validity, and if expired, the information is of
no use for authentication. The service provider
checks the term of validity after authentication,
and if expired, they do not allow the service to
be used. The mobile terminal also checks the
term of validity, so that expired information is
automatically deleted. Even if an attacker ob-
tains a mobile terminal or delegated informa-
tion, they are only able to use it for a limited
time.

If the mobile terminal is stolen, a service
provider can also authenticate the user us-
ing the primary key information stored in the
tamper-resistant module. The user may then
send the information of the stolen secondary
key, which is also stored into the tamper-
resistant module, and request that the service
provider revokes the secondary key. After the
revocation, the service provider adds identifier
of the stolen key to a revocation list. A stolen
mobile terminal having the key cannot use the
service.

Self-delegation is widely applicable to ser-
vices that strictly authenticate a user, such as
e-commerce, identification, and other popular
services. Currently, a user tends to have many
IC cards that are issued by different service
providers. Using self-delegation, a user does
not need to carry all their IC cards but instead
only has to carry their mobile terminal, which
has delegated information from the cards.
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3. Self-Delegation between a Mobile
Terminal and Smart Cards

3.1 Preparation

We assume that the primary key is stored in a
tamper-resistant module called a Personal Iden-
tification Card (PIC)2?). A PIC has a pub-
lic/private key pair that identifies the holder.
First, a user registers with service providers.
Service providers provide secret information to
the user. The secret information is stored in a
PIC, and will be delegated to the user’s mobile
terminal. We describe a mobile terminal and a
PIC as follows;

e Mobile Terminal (MT)

The Mobile Terminal is used as an user ter-
minal in mobile environments, such as cel-
lular phone and PDA. Delegated informa-
tion can be stored in the mobile terminal.
Mobile terminals have an interface module
to communicate securely with PICs.

e Personal Identification Card (PIC)

A PIC has a processor and power supply.
A PIC can compute by itself. A PIC is
trusted by the holder, and communication
between a mobile terminal and a PIC is
protected using current technologies. A
PIC can be used for authentication and/or
identification of the holder, and stores in-
formation for authentication. A PIC has a
strict holder-identification mechanism, and
identifies the holder when the PIC is used.
A user usually does not carry the PIC, and
the PIC is stored in a secure location such
as the user’s home.

A user delegates authentication information
from primary key information to the mobile ter-
minal. Whenusing a service, the mobile termi-
nal is authenticated via the delegated informa-
tion, without the PIC, through a service au-
thentication protocol.

Registration with service providers is re-
quired to use services. In the registration phase,
a service provider first authenticates a user,
and then distributes primary information to the
user via a secure channel. The primary infor-
mation is a secret key or a public key certificate,
which is issued by the service provider. Many
currently available techniques apply to the ser-
vice registration.

3.2 Requirements

Below, we describe basic requirements for a
self-delegation and service authentication pro-
tocol, which can be applied to mobile terminals
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and personal identification card.
e Computational Cost
The mobile terminal and the personal iden-
tification module have low computational
power. Therefore, the computational cost
of the protocols should be small.

e Symmetric and Asymmetric

There are two main types of authentica-
tion: schemes using an asymmetric key al-
gorithm, and schemes using a symmetric
key algorithm. To have self-delegation ap-
ply to many various services, both schemes
should be considered. The symmetric-
key-based scheme is generally faster than
the public-key-based scheme, even though
the key management cost is not negligible.
However, it is only applicable for a single
service provider. If we assume an environ-
ment in which each service provider man-
ages user information, such as account in-
formation, then we will want a symmetric-
key-based scheme. The public-key-based
schemes are applicable for multi-domain
environments. Thus, the scheme can pro-
vide an environment in which one service
provider provides a user information man-
agement and accounting service to other
service providers.

e Local Delegation

This is the most basic requirement for the
self-delegation. Users should be able to
perform self-delegation themselves without
a trusted third party. Furthermore, self-
delegation should only use local communi-
cation, not network access.

Consider a simple delegation scheme in which
a service provider engages in a self-delegation.
The service provider authenticates the user
based on the primary information and issues the
secondary information for delegation. In this
example scheme, the service provider authenti-
cates only using the delegated information, be-
cause the service provider knows the informa-
tion, but the scheme requires access to global
networks for the delegation. On the other hand,
we construct our self-delegation scheme to have
the feature that self-delegation can be executed
only with only local communication between
the MT and the PIC.

A key point is the relation between primary
information and delegated information. The
service provider can verify the validity of pri-
mary information. Thus, if the service provider
can verify or compute the delegated information
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using the primary information, the authentica-
tion protocol based on the delegated informa-
tion can be constructed. Therefore, our design
policy is to make a secure relation between the
primary and the secondary key that is verifi-
able by the service provider. Furthermore, the
self-delegation should be a lightweight proto-
col and the computational cost should be suffi-
ciently small.

Next, we discuss security requirements con-
sidering the above discussion. Security require-
ments for our proposed self-delegation are as
follows;

e A delegated key is not independent of the
primary key. A service provider can verify
that the delegated key is computed from
the primary key.

e A primary key cannot be computed from
delegated keys.

e A delegated key is a time-limited key. An
adversary cannot alter the term of validity
of a delegated key.

e A delegated key is computationally secure
against forgery. An adversary cannot forge
a delegated key.

3.3 Design Strategy of Self-delegation

This subsection describes our main strategy
for designing self-delegation schemes. We de-
sign a simple self-delegation protocol for sym-
metric encryption using a fast one-way func-
tion such as a Message Authentication Code
(MAC) algorithm. Thus, the scheme requires
a small computation and the size of the dele-
gated information, including the delegated key,
is also small. In the scheme, the delegated key is
computed not only from a random number and
the primary key, but also related information
including the term of validity. An adversary
cannot alter the term of validity without the
primary key. A service provider can compute
the secondary key from the primary key and
the random number in the same manner that
the PIC does during self-delegation. Thus, the
scheme achieves a local delegation.

On the other hand, to apply public-key-based
authentication, we designed a ticket-based self-
delegation. Although a simple solution would
be to delegate a new public/private key pair
that is signed using a primary private key,
we designed the ticket-based scheme also con-
sidering the computational cost in authentica-
tion phase. The ticket reduces the computa-
tional cost of authentication protocols, because
the MT’s key for authentication is transformed
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from an asymmetric key to a symmetric key by
the self-delegation, and the symmetric key is
encapsulated into the ticket which is verifiable
using the primary pubic key. The total cost
of authentication on a mobile terminal that is
authenticated many times can be reduced dra-
matically, even though one public key encryp-
tion on a PIC is required in the self-delegation.
Furthermore, the cost of generating a new pub-
lic/private key pair on the PIC is eliminated.
This property reduces computational cost for
the PIC, especially in the case of RSA-based
public key algorithms.

The data to sign digitally includes the term
of validity. Thus, the term of validity is un-
forgeable. The random seed for the secondary
key is encrypted using the public key of the
service provider and is stored into the ticket.
Then, the service provider can computes the
secondary key from the seed and some public
information. Thus, this scheme also achieves a
local delegation.

We present details of the self-delegation in
the next subsection, and discuss the security of
the self-delegation in Section 4.

3.4 Self-Delegation and Authentica-

tion Protocols

The PIC transfers delegated information to
the MT. We designed two pairs of delegation
and authentication protocols. The delegation
is selected according to primary information
stored in the PIC. If primary information is a
secret key, a secondary secret key is delegated.
If primary information is a public/private key
pair, a new digitally signed ticket and a secret
key is delegated.

Notation. Let Ks,, Kpu,, Kpr,, Uid, Info,
be the primary secret key of x, the primary pub-
lic key of = including the public key’s certificate,
the primary private key, a user ID, and addi-
tional information such as validity, respectively.
Km, is a master secret key of x that only =
knows. K,.n indicates a delegated secondary
key, and Ticket indicates a delegated ticket.
|| means data concatenation, and message au-
thentication code of x by key k is described
M(k,x), and M(k,z). X — Y indicates data
communication from X to Y. E(k,z), and D(k,
x) mean public key encryption of x using a key
k, and decryption of x using a key k, respec-
tively. S(k,x) means a digital signature of « by
a private key k. R, R', R” are random num-
bers. U is a user, and SP indicates the service
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provider that issues the user’s primary key.

Self-delegation schemes are as follows:

Secret-key-based Self-Delegation
PIC : Kaquth = M(K sy, Uid||R||Info)
PIC — MT : Kquth,Uid, Info, R

Ticket-based Self-Delegation

PIC : Ticket =
Uid||Info||E(Kpusp, R)||S(Kpru,Uid
|1Infoll E(Kpuse, B))

PIC : Koqutn = M (R, Uid)

PIC — MT : Kauth, Ticket

The following authentication protocols use
the delegated secret key and ticket. In the
authentication protocols, we assume each en-
tity identifies the other using out-of-band data
such as a network address. We describe the au-
thentication protocols focusing on authentica-
tion mechanisms, without the unrelated data.

Secret-key-based Auth. Protocol
SP — MT : R
MT — SP :Uid,R,R",Info,
MK quin, Uid)|[RI[R|| R || In.fo)

SP: M(Kmgsp,Uid) = Ksy
SP: M(Ksu,Uid||R||Info) = Kautn

The SP verifies

M (K gutn, Uid||R||R||R"||Info) from MT.
SP — MT : M(Kauth, R")

The MT verifies M (K gyin, R") from SP.

Ticket-based Auth. Protocol

SP — MT : R

MT — SP:Uid,R",Info, Ticket, Kpuy, M(
Koutn, Uid||R'||R" || In fo||Ticket|| Kpuv)
The SP verifies KpuU and the signature
of the ticket.

SP: D(Kprsp, E(Kpusp,R)) =R

SP: M(R,Uid) = Kaqun
The SP verifies M (Kquth,
Uid||R'||R"||Info||Ticket||Kpuv)

SP — MT : M(Kaun, R")
The MT verifies M (K gytn, R") from SP.

4. Security Analysis

In this section, we analyze the security of our
proposed schemes. In self-delegation, users of
mobile services just have to carry their mo-
bile terminal, and the tamper-resistant mod-
ule can be stored in a secure location such as
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their homes, because, an authentication using
self-delegation only requires the secondary in-
formation. Thus, the security of the primary
information will be improved. The delegated
information can be used only for a limited time.
Thus, if an attacker steals the mobile termi-
nal, they can only use the services for the lim-
ited time. Furthermore, a revocation scheme of
delegated information is established. The user
can securely request that the revoke the service
provider revoke the delegated information, be-
cause the service provider can authenticate the
user based on the primary information.

We assume that the tamper-resistant mod-
ule has a strict identification mechanism for
the user. Even if the module is stolen by an
attacker, the attacker cannot use the module.
Thus, the consequence of an attacker obtain-
ing the tamper-resistant module, or the mod-
ule and the mobile terminal, are almost same
as the case where only the mobile terminal is
stolen.

Now, we discuss a cryptographic analysis of
the proposed schemes. We assume that an ad-
versary has correct secondary keys stored into a
mobile terminal such as unauthorized borrow-
ing. The adversary can uses a mobile service
within the term of validity of the stolen sec-
ondary key, and this is a security specification
of self-delegation. However, if an adversary can
generate a new, correct secondary key, a service
provider allows the adversary to use the ser-
vice beyond the limited term. Thus, we have to
analyze whether an adversary can make a new
secondary key in proposed scheme. To analyze
the security, we discuss the unforgeability of the
secondary key, i.e., whether an adversary can
make a new secondary key without the help of
the PIC. The condition of being indistinguish-
able from random strings indicates that the ad-
versary cannot check whether a forged key is
correct.

We also discuss the Forward Secrecy of the
proposed self-delegation. This model assumes
the adversary can obtain a primary key using
some special techniques without breaking the
tamper-resistance of the PIC. It is desirable to
satisfy this security notion where the secondary
key is used for a key exchange protocol. For ex-
ample, if a self-delegation scheme has Forward
Secrecy and a key exchange protocol is secure
under the assumption that the secondary key is
secure, then a session key is secure. Thus, the
security of previous communications is guaran-
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teed on the condition that the self-delegation
has Forward Secrecy, even if the primary key is
compromised.

An adversarial model of Forward Secrecy may
be an unrealistic model, because a primary key
is usually stored in the PIC and we assume that
the PIC is stored in a secure location. However,
we believe this analysis is useful for clarifying
the difference between secret-key-based scheme
and public-key-based scheme.

Furthermore, we analyze the security of au-
thentication protocols. In this discussion, we
consider the provable security of the authen-
tication protocols as proposed by Bellare and
Rogaway. An adversarial model of this secu-
rity notion implicitly includes several attacks
against authentication protocols such as forgery
attacks and replay attacks.

4.1 Security Analysis of Self-Delega-

tion

We discuss the security of the self-delegation
schemes in this subsection. First, we define se-
cure self-delegation as follows.

Definition 1. We assume an adversary who
can obtain any secondary information with-
out a K,,n but cannot access the smart card.
In a self-delegation scheme, if the adversary
cannot distinguish the K, from a random
string of the same length with feasible computa-
tion, then the scheme is a secure self-delegation
scheme.

We assume that the memory space of an ad-
versary used for correcting delegated informa-
tion is at most poly(k), where k is a security
parameter. In this adversary model, the adver-
sary is first given delegated information without
Kauth, and either K ;5 or a random string de-
pending on a coin flip b. Next, the adversary
corrects the delegated information and outputs
a guessed value of the coin flip ¥'. If the adver-
sary’s advantage Advgeiegation = 2Pr[b = b0']—1
is negligible, the self-delegation scheme is a se-
cure delegation scheme.

This definition implies that the adversary
cannot obtain a correct pair of K., and re-
lated information such as R and Ticket with-
out the smart card. In the secret-key-based
self-delegation, the adversary has to distinguish
a correct tuple (Uid, Info, R, Kqun) without
K sy. Where we assume M (x) is a secure pseu-
dorandom function, the advantage is negligi-
ble. Thus, the scheme is a secure self-delegation
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scheme. The security of the self-delegation re-
duces to pseudorandomness of function M ().

In the ticket-based self-delegation scheme, if
the signature scheme is secure, the scheme is
the same as the secret-key-based self-delegation
scheme. Thus, the adversary cannot distinguish
K, uin with feasible computation.

Next, we discuss the Forward Secrecy 97 of
self-delegation schemes. Forward Secrecy in the
self-delegation defines the security of secondary
key, when the primary key is compromised.
This security notion is stronger than the Defi-
nition 1, because we assume an adversary who
can obtain a primary information.

We define the forward secrecy of self-
delegation as follows:

Definition 2. An adversary who knows pri-
mary information but cannot access the inter-
nal memory of a PIC' exists, and if he/she can-
not distinguish K, from a random number
of the same length as K., with feasible com-
putation, then the self-delegation has Forward
Secrecy.

An adversary’s game is as follows: first, pri-
mary information and delegated information
without K., are given. In addition, either
a random string or K., are given depend-
ing on a coin flip b € {0,1}. An adversary
corrects delegated information: then the adver-
sary guess the coin flip and outputs the guessed
value b € {0,1}. If the advantage of the adver-
sary, Advps_deiegation = 2Pr[b =']—1, is neg-
ligible, then the delegation scheme has Forward
Secrecy.

Generally, shared-key-based key exchange
schemes cannot satisfy Forward Secrecy, be-
cause both entities have the same shared key
and any secret communication is impossible if
the condition of Forward Secrecy is assumed.
In self-delegation, a secondary key has to be
conveyed to the server secretly. Our secret-key-
based self-delegation also does not have the For-
ward Secrecy. Thus, the scheme can be used
only where the primary information is securely
protected.

On the other hand, the ticket-based self-
delegation has Forward Secrecy where an ad-
versary cannot access the decryption function
D(x) with SP as a oracle. In this situa-
tion, the adversary cannot obtain a correct pair
of < R,E(Kpugsp,R) > with feasible com-
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putation, when the delegation uses a large-
enough R and a secure encryption scheme F ().
Thus, the ticket-based self-delegation has for-
ward secrecy because the adversary cannot test
whether K .;n is computed from R, that is, the
adversary cannot checks the relation between
Koutn and E(Kpugp, R) with feasible compu-
tation.

The two delegation schemes satisfy the other
security requirements discussed in Section 3.3.
The delegated keys depend on the primary key.
The delegated key is computed using a one-
way function. If the one-way function is se-
cure, then the primary keys cannot be com-
puted from delegated keys. The delegated in-
formation includes a period of validity. Thus,
the delegated information expires at the end of
the period.

4.2 Security Analysis of Authentica-

tion Protocols

In this section, we discuss the security of au-
thentication protocols using delegated informa-
tion. We prove the security of the authenti-
cation protocols based on the Bellare-Rogaway
model ¥~19 . The communication model pro-
posed by Bellare and Rogaway is independent
of the specification of the protocols, and the
simulation of communication is constructed us-
ing oracles that define each entity and each ses-
sion. An adversary controls all communications
to interact with a set of oracles. The adver-
sary can call oracles without a target oracle,
and correct communication data of the proto-
col and all internal states of oracles. A secure
mutual authentication protocol is defined as fol-
lows, where we describe a oracle IT% that sim-
ulates entity X in session i.

Definition 3. If oracles H}h and H]U2 accept
in the same session (¢ = j), and the probability
that one oracle (or both) accepts without an or-
acle that engaged in a Matching Conversation,
then the protocol is a secure mutual authenti-
cation protocol.

Under the condition of Matching Conversa-
tion, the adversary only transfers communica-
tion between the oracles honestly without any
interception and alteration. Thus, the adver-
sary’s strategy is geither uessing the correct au-
thentication code, using an expired code, or us-
ing some other fresh authentication code that is
received from a non-partnering entity. We de-
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fine the probability of success without Match-
ing Conversation is Pr[Sucho'MatChi“gE(k)].
Pr[SuceNe-Matehing®® ] intyitively means the
probability that an attack is successful with-
out breaking a cryptographic function. If the
probability is negligible, then the probability of
breaking the authentication protocol is almost
same as the probability of breaking a primitive
cryptographic function. Bellare and Rogaway
proved that the security of their authentication
protocol is almost equal to the security of a
pseudorandom function. We prove the security
of our authentication protocols using the same
method.

First, we prove the security of the secret-key-
based authentication protocol.

Theorem 1. The secret-key-based authenti-
cation protocol is a secure mutual authentica-
tion protocol provided that M (*) is assumed to
be a pseudorandom function.

Proof. We first show the probability that the
adversary FE is successful in the modified au-
thentication protocol is negligibly small where
M () is replaced with a truly random function.

The probability that I, accepts without a
matching conversation is calculated from the
following three probabilities, where 11, and
IT% - is a partner.

o Pr[Succfeusesr] = Pr[R'* = R'|{R'} €
List] : List is the set of the communica-
tion log {+} obtained from other oracles
previously. This probability is that the ad-
versary obtains a communication logs that
includes the same as {R'} in the first flow.

o Pr[Succlersesr] = PriM*(K:,, =
M|M < {0,1}*]: This probability is that
the adversary can forge M (Kyyuin, *) with-
out Kuuin

o Pr[Succl™Kaun)=Pr[M*(K? ..., *||R%||*)
= M(Kauthv * |R‘|*)‘K¢zuth < {07 1}ka R <
{0,1}*]:  This probability means the
adversary can compute M?®(x,*) using
known/new pairs of Kgun and R. In the
initial condition of the protocol, MT knows
Kouen. However, SP does not know Kgyp-
This attack is that the adversary persuades
SP to accept a K,y that is different from
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Table 1 Computational costs.

PIC MT SP
Delegation of a secret key H - -
Delegation of a ticket (E+S)+H - -
Secret-key-based authentication - 2H 3H
Ticket-based authentication - 2H | 2V+D+3H

a Kyyin of MT.

The probability that IT%,, accepts without
a matching conversation is calculated from the
following two probabilities.

o Pr[Succlieusemr]
= Pr[R"® = R"|{Uid,R,R",Info, M ()}
€ List] : This probability is that the ad-
versary obtains a communication log that
includes the same as {Uid, R, R",Info,
M(*)} in the second flow.

o Pr[Succtorsemr] = Pr[M*(K:,, =
M|M <& {0,1}*]: This probability is that
the adversary can forge M (K yuth, *) with-
out Kguth-

Let Tg(k) denote the number of oracle
calls with polynomial bound by the adversary
E. Tg(k) depends on the size of List that
the adversary can store. The total proba-
bility Pr[SuccNo-Matehing®™® ] ig caleulated as
follows, where the all random strings and
M (%)arein{0, 1}*.

PT[SUCCNO—MatChingE(k)
<Tg(k)-27F+27F 427k 4 Tp(k)- 27k +27F =
(2Tg(k) +3)-27F

Thus, the probability that M (x) is replaced
with truly random functions is almost negligi-
ble.

Suppose that the probability the adversary
is successful in the real authentication protocol
which uses pseudorandom functions instead of
truly random functions is not negligible. Then,
we can construct a polynomial time test T that
distinguish truly random functions from pseu-
dorandom functions. The construction of 7" is
the same as Bellare’s proof. This result con-
tradicts the pseudorandomness of M (k). Thus,
the secret-key-based authentication protocol is
a secure mutual authentication protocol. 0

Next, we discuss the security of the ticket-

based authentication protocol.

Theorem 2. The ticket-based authentica-
tion protocol is a secure mutual authentication
protocol provided that the M (x) is assumed to
be a pseudorandom function.

If we assume an adversary who cannot ac-
cess the decryption function of the target ora-
cle Il p, and the PIC and the signature scheme
are secure, then the case of the ticket-based au-
thentication protocol is almost the same proof
as the secret-key-based authentication protocol,
because the adversary cannot obtain and re-
place Kgq¢n with feasible computation. Thus,
we omit the detailed proof for the ticket-based
protocol.

5. Evaluation

We evaluate proposed protocols in terms of
data size of communication between the PIC
and the MT, and the computational cost. In
the evaluation, we use HmacSHA-111:12) ag
a message authentication code algorithm, and
RSA '3) as a public-key encryption and signa-
ture algorithm.

We calculate the computational cost as shown
in Table 1. H, E, D, S, and V indicate the
cost of one hash calculation, one public key en-
cryption, one decryption, one signing digitally,
one verification of the sign, respectively. In
secret-key-based self-delegation, computational
costs of all entities are small. Ticket-based self-
delegation is required for the heavy computa-
tion of public-key signing. If the PIC has com-
puted a ticket previously, the computational
cost (E+S) of the delegation can be eliminated.
Thus, the two self-delegation schemes meet the
requirements and conditions on services and the
performance of the PIC. In the service authen-
tication, computational costs for the MT are
small.

Table 2 shows a comparison of our
scheme with existing self-delegation schemes.
Goldreich, et al. proposed two self-delegation
schemes. A generic scheme requires the compu-
tation of a non-interactive zero-knowledge proof
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Table 2 Comparison with existing self-delegation schemes.

Schemes Self-Delegation Authentication (MT)
Goldreich 2) NIZKP 17) 1ZKP 18)
Goldreich (DL Scheme) 2) two exponantations ZKP 19)
Chaum 3) at least E4+S at least E
Proposed (Secret-key-based) H 2H
Proposed (Ticket-based) (E+S)+H 2H

(NIZKP) in self-delegation phase, and the com-
putation of an interactive zero-knowledge proof
(IZKP) is required for the mobile terminal.
These computational costs seem to be much
heavier than proposed schemes (a detailed cal-
culation can be found in papers 17)’18)), and the
scheme is not applicable to the PIC and the MT
in terms of computational costs and data size.
The transaction time of NIZKP, IZKP, and
other zero knowledge proofs depends on a secu-
rity parameter such as a number of rounds. An-
other scheme, named the Discrete-Logarithm
(DL) scheme, is a more practical scheme based
on discrete logarithms. In self-delegation, the
PIC computes two exponentiations that require
the computational cost to be the same as that of
two signings. The cost is assumed to be about
twice as the cost of our proposed scheme based
on the ticket. However, the authentication
scheme uses a zero-knowledge proof (ZKP) that
is heavier than the proposed scheme, because
the cost of our proposed authentication scheme
is negligibly small. Chaum’s scheme has similar
computational costs to our proposed scheme,
even though the authentication is slightly heav-
ier. The transaction time for self-delegation and
authentication is assumed about 2,000 msec in
self-delegation, and 300 msec in authentication,
respectively from the comparison with our eval-
uation results. However, the secondary infor-
mation has to be protected against replay at-
tacks in his scheme, because his scheme sends
the secondary information to the SP. Thus, con-
structing of a secure channel is also required in
the authentication phase. It may not be im-
possible to apply Goldreich’s DL scheme and
Chaum’s scheme to the PIC and the mobile ter-
minal; however, our proposed schemes have a
lower computational cost.

We implemented the self-delegation and au-
thentication protocols on a PDA and a Java
card, both of which have ISO/TEC 14443 T/F 4.
A picture of the prototype system is shown in
Fig. 1, and the structure of the self-delegation
application is shown in Fig. 2. We also imple-
mented cryptographic library and ISO 14443

Fig.1 Picture of prototype system.

MT PIC

Self-Delegation Client Application ‘ ’

LY 1

‘ l 1SO 14443 API ‘ ‘I_SO}IA{MSH Crypto.
| Lib,
: :
!

Self-Delegation
Host Application

J2ME/CLDC MIDP1.0 Runtime Environment
i

1

i

| JavaCard2.1.1
‘ Apiflication Environment

i

i

T

|

i

i

i

l Crypto. Lib.
l Linux OS Kernel 2.4.18

T
|
I
i
|
i
! Self-Delegation

Fig. 2 Structure of self-delegation application.

Table 3 Evaluation of the Prototype System.

Tran.
Protocols Time (msec)
Delegation of a secret key 109
Delegation of a ticket 1,353
Secret-key-based authentication 44
Ticket-based authentication 211

communication functions for the application on
Java runtime environments. The Java runtime
environment of the MT is based on the MIDP
1.0% environment for cellular phones.

The evaluation results are shown in Table 3.
We use a PIC that has Java runtime environ-
ments and a 16-bits CPU, an MT that has a
400 MHz CPU and 64 Mbytes of memory, and
a server of SP that has a 2.0 GHz CPU and
1.0 GBytes of memory. The transaction time
for our self-delegation schemes is about 1 sec-
ond. The authentication protocols are finished
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within 300 msec.
We conclude that the proposed protocols are
applicable to mobile terminals and smart cards.

6. Application Examples

In this section, we describe examples of appli-
cations using self-delegation. One application
is credit-card-based mobile commerce. A user
performs the self-delegation from a couple of
credit cards to their mobile terminal, and then
the user carries the mobile terminal. The user
buys items using delegated information for real
or virtual commerce. The delegated informa-
tion from the credit card can be applied for tem-
porary use of a mobile terminal. When a user
goes overseas and uses a rental cellular phone,
they can easily pay the charge of the cellular
phone using delegated information.

Another application is for personal identifica-
tion. Assume that you have a public identifica-
tion card; one problem with a public identifica-
tion card is that the card may become lost. Del-
egating information for identification enables
users to store the card in their home securely.
Self-delegation is also applicable for temporary
personal identification services. When a cus-
tomer visits an office, temporary identification
cards with short-term validity are often issued.
Instead of issuing a card, temporal information
for identification can be delegated to the cus-
tomer’s cellular phone using self-delegation.

Another application is personalization of cel-
lular phones. Cellular phones are currently con-
sidered secure devices. Information for service
use is stored directly on the cellular phone,
and a special device is required to store the
information. If a user changes to new cellu-
lar phone, they have to visits a shop that has
a special system for personalization. Person-
alization of new terminals is problematic for
management of users and terminals. For ex-
ample, in 3GPP2'%) | the Over-The-Air Service
Provisioning scheme (OTA-SP) is currently be-
ing discussed. OTA-SP is an online personal-
ization scheme using wireless networks. Infor-
mation for authentication is downloaded from a
server to a new mobile terminal. However, a se-
cure channel between the server and the mobile
terminal has to be constructed.

The other solution is using a removable SIM
or UIM. SIM and UIM are tamper-proof de-
vices and can be attached to and removed from
the cellular phones. If the information is stored
on the SIM or UIM, a user can transfer the
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information by removing and attaching the de-
vice. However, this scheme is also problematic.
As mentioned in Section 2, if the cellular phone
is stolen or lost, the information is also lost or
open to exploitation.

The proposed scheme provides an offline per-
sonalization scheme, because all (primary) in-
formation is stored in the user’s PIC. If a user
purchases a new mobile terminal, the user only
need to delegates their own authority to the mo-
bile terminal on a local basis, using their own
PIC. The personalization process using the self-
delegation is also applicable to a PC and other
devices such as a Set Top Box (STB), which has
access to networks and several authenticated
services.

Our self-delegation is applicable not only
to the proposed authentication protocols but
also to current authentication protocols such as
SSL'® by modifying the protocols slightly.

7. Conclusion

In this paper, we proposed a self-delegation
which is an authentication mechanism for mo-
bile environments, especially assuming that the
user has a mobile terminal and a tamper-
resistant module such as a smart card. We pre-
sented two self-delegation schemes for symmet-
ric key and asymmetric key authentication. We
analyzed the security of the proposed schemes
based on the adversary model, which was de-
fined for self-delegation. In addition, the se-
curity of authentication protocols using dele-
gated information was proved using the Bellare-
Rogaway model. Furthermore, we implemented
the proposed schemes and discussed their feasi-
bility. We showed that the protocols are secure
and applicable to some example applications.
We believe the self-delegation improves the ser-
vices available for mobile terminals.
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