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A Simple Power Analysis on Gauss’s Algorithm
for Chinese Remainder Theorem

MASANOBU KOIKE"#t and TSUTOMU MATSUMOTO*

The Chinese Remainder Theorem (CRT) is used to optimize implementation of a lot of
public-key cryptosystems. In this paper we propose a simple power analysis (SPA) on Gauss’s
algorithm for CRT. Our attack reveals input values of Gauss’s algorithm in two-dimensional
case using several power consumption traces. We apply this method to RSA-CRT implemen-
tation using Montgomery multiplication based on Residue Number Systems (RNS). Then we
can deduce the partial information related to the secret prime p. Furthermore we show an
algorithm to reveal p with high probability by modifying the binary search algorithm.
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Input: ¢, p, g, dp,dg,p~ " mod g
Output: m = ¢? mod N

¢p =cmod p
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myp = ¢’ mod p

c¢q = cmod q

dq
mg = ¢q" mod ¢

m = my+p((mq—my)(p~" mod g) mod q)
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Fig.1 RSA-CRT algorithm.

Input: (z)aus, (y)aus(z,y < 2N)
Output: (w) aus(w = zyB~ ! (modN),w < 2N)
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(8)a—(z)a(y)a
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(w)a = (w)aus
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Fig.2 RNS Montgomery multiplication algorithm.
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Input: (z)a,
Output: (z)aus = ((z)a4, (¥)5)
Precomputation: (A; ") 4, (As)s, (—A)s
&= x[ai}AZI mod a;
oo =0,Yi0 =0
for (j=1ton){

0j = 0j—1 + trunc(¢;) /2"

kj = o) R

oj =05 —kj

Vii = Yig—1 + & As[bi] + ki (—A)bi]
}

y[bi] = yi,n mod b;
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Fig.3 Base extension algorithm proposed by Kawamura.

Input: ¢, N,d = Z;:Ol d,2" (d, € {0,1})
Output: m = ¢? mod N
Precomputation: B% = B? mod N
Compute ((-N)"Hg
Radix-RNS conversion: N, B%,c
¢ =MM(c, B%,N,B,A)
m' = MM(1, B%,N, B, A)
for (i =v — 1 down to 0) {

m' = MM(m',m', N, B, A)

if (d; =1)

m' = MM(m',c,N,B, A)

}
m=MM(m',1,N,B, A)
RNS-Radix conversion: m

12: If m> N then m +—m— N
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Fig.4 RNS modular exponentiation algorithm.
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Input: ¢, Q mod b;,,Q mod b;,
Output: p

1: U=2—1,L=2"

2:  while (U # L) {

33 ¢=({U+1L)/2

4:  compute K(c) by simulation

5:  deduce k(c) using SPA

6 if (K(c) # k(o) {

7 set U =rc

8  }else{

9: for (j=1tow){

10: compute ged(c + 7, N)

11: if (ged(c+4,N) =p) {

12: set U =V = p and go to step 2
13: } else {

14: compute K (c+ j) by simulation
15: deduce k(c + j) using SPA
16: if (K(c+j)# k(c+ 7))

17: set U = ¢ and go to step 2
18: }

19: }

20: set L=c

21: }

22: }

23: return U
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Fig.5 Algorithm for finding p by binary search.
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