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Vulnerability over Power Analysis of Randomized Base
Selection Method of Residue Number Systems

MASANOBU KOIKE! it and TSUTOMU MATSUMOTO'

In this paper we show a side-channel attack on RSA based on Residue Number Systems
(RNS) with the Leak Resistant Arithmetic (LRA) countermeasure. The LRA, a random se-
lection method of RNS bases, is proposed to resist some side-channel attacks. It has been
believed that the LRA randomizes input data as well as classical message blinding method
and that it provides a protection against power analysis. We propose a simple power analysis
on RSA with the LRA countermeasure under some conditions. It reveals the secret expo-
nent by a few power traces. On the other hand, it is prevented by classical message blinding
method. Hence we show a counterexample of the expectation above. We conclude that the
LRA cannot replace classical message blinding method and that we should use the LRA in
combination with classical countermeasures.
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Input: ¢,N,d = Zf;; d;2" (d; € {0,1})
Output: m = ¢? mod N
1: m=1

2:  for (i =¢—1 downto 0) {

3: m = m? mod N

4: if (d; = 1) then m = mc mod N
5.}

01 0DO0000o0oboOo0ooooao

Fig.1 Modular exponentiation using binary method.
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Function: w = MM (xz,y, N, B, B2)

Input: (x)5,0B,; (¥)B,UB,
Output: (w)gs,us, (w = xyB; !

(mod N))

Base B; operation

Base B> operation

(8B, — (@), (Y) B,
), — ()8, ((=N)"")5,
<t>51 =

(8)Bsy — ()8, (Y) B>
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Fig.2 RNS Montgomery multiplication algorithm.
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Function: (M',C",~") = RBDE(M,C,e¢,)
Input: M = c¢*Bi,, mod N,
C =cB1,y mod N, c,v
Output: M’ = ¢*B; . mod N,
C' =c¢B; .y mod N,v/
Precomputation: B mod N

1: If new ' is randomly selected {

20 M"=MM(M,Bmod N,N,Bsy.,Bi )
33 M =MM(M",1,N,Bi.,B2y)

4: ' =MM(c,Bmod N,N, By ./, B1 )

5: }else {

6: M =MC' =C,v =

7}

03 RBDEOOOOOO
Fig.3 RBDE algorithm.

Input: ¢, N,d = Zf;; d;2" (d; € {0,1})
Output: m = ¢ mod N
Precomputation: B mod N
Radix-RNS conversion: N, ¢
Select random permutation -,
¢t = MM(c, Bmod N, N, Bz ,,Bi,,)
mg = MM(1,Bmod N,N, Bz ,,B1.,)
for (i =£¢—1 down to 0) {
(mi, ¢i,vi) = RBDE(mit1, Cit1, C, Yit1)
m; = MM (mg,mi, N, B, B2,y;)
if (di=1){
(mi, ¢i,vi) = RBDE(mg, ci,c,vi)
m; = MM (ms,ci, N,B1 y,,B2,+;)
}

== =
L
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m= MM(m07 17N7 Bl»'YO?BQWD)

: RNS-Radix conversion: (m)s, . uss .,
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= W
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Fig.4 Modular exponentiation algorithm using LRA.
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