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A Concept of Location Anonymization

KENICHT NAKANISHI,# KAZUNORI TAKASHIO!H
and HIDEYUKI TOKUDA(ft 1

Advances in location-sensing technologies enable ubiquitous applications to provide useful
services based on our locations. While we enjoy these services, we are concerned about the
violation of our privacy. The concerns are becoming more serious with the shift of service
usage to more ubiquitous style where lots of unknown services might perceive our locations to
implicitly provide beneficial services. This paper proposes a privacy preservation framework
that reduces the damage of privacy-invasion, caused if malicious services try to share our
footsteps. The framework discloses our location after location anonymization, the process
to roughen the location granularity to keep a certain degree of anonymity. We can set the
degree based on our demand: the higher the degree, the harder services misuse our footsteps.
Consequently, this framework enables us to utilize ubiquitous location-aware services even
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though these services might be unknown, untrustworthy, or malicious ones.
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Fig.1 Concept of the framework.
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01 Area anonymize(Area area, int locset){
02 do{
03 if( area.anonymitySet() < locset )
04 area = area.getParent();
05 else
06 return area;
07 }while( area.hasParent() );
08 return null;
09 }
02 0ooooooo

Fig.2 Location anonymization.
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Fig.3 Framework.
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1 <?xml version="1.0" encoding="UTF-8" 7>
2 <request type="location_info">

3 <location type="absolute">

<device id="gps42b6dal8c93e5f7" />
<datum>wgs84</datum>
<unit>dms</unit>
<lat>35,20,12.24</lat>
<lon>138,59,49.59</lon>

9 <note><alt>30</alt></note>

10 </location>

11 </request>

® N oo
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Fig.4 Absolute location model.
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1 <?xml version="1.0" encoding="UTF-8" 7>
2 <event>

3 <pseudonym>levowelvnm</pseudonym>
4 <location type="gps">

5 <datum>wgs84</datum>

6 <unit>dms</unit>

7 <origin>

8 <lat>35,20,10.24</1lat>

9 <lon>138,59,48.64</lon>

10 </origin>

11 <terminal>

12 <lat>35,20,12.79</lat>

13 <lon>138,59,51.19</lon>

14 </terminal>

15 <note><alt>30</alt></note>

16 </location>

17 </event>

05 O00000O0O
Fig.5 Disclosed location information.
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Table 1 Service types.
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02 00O0ogdo
Table 2 Service characteristics.

Service Type Tracking
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1 <?xml version="1.0" encoding="UTF-8" 7>

2 <policy>

3 <services type="tracking">

4 <service address="tracker.zii.jp" port="2403">
5 <locset>5</locset>

6 <period type="time">

7 <day>weekday</day>

8 <start>13:00</start>

9 <finish>17:00</finish>

10 </period>

11 <expiration>2005-03-31</expiration>

12 </service>

13 <service address="ls.keio.ac.jp" port="2403">
14 <locset>10</locset>

15 <period type="ondemand" />

16 <expiration>2004-10-12</expiration>

17 </service>

18 </services>

19 <services type="monitoring">

20 <locset>10</locset>

21 <period>10</period>

22 <advertisement>ken@realken.com</advertisement>
23 <service address="monitor.zii.jp" port="2403">
24 <pseudonym type="perdurable" />

25 <locset>1</locset>

26 <period />

27 <advertisement>ken@socueus.com</advertisement>
28 <expiration>2004-10-12</expiration>

29 </service>
30 </services>
31 </policy>

06 D0O0OODODOODOOOOO
Fig.6 Privacy preference.
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Fig.7 Simulated anonymity sets.
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Fig.8 Disclosed location information - i.
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5.2 QoS: Quality of Service
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Fig.9 Disclosed location information - ii.
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5.3 QoP: Quality of Privacy
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