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Technical Note

Usage Control Model and Architecture for Data

Confidentiality in a Database Service Provider

Amril Syalim,† Toshihiro Tabata†† and Kouichi Sakurai†††

A database service provider (DSP) is a provider of an Internet service for maintaining
data so that users can access their data any time and anywhere via the Internet. The DSP
model involves several challenges, including the issue of data confidentiality. In this paper we
propose a Usage Control (UCON) model and architecture that can be enforced to support
data confidentiality in the DSP model. Usage Control (UCON) is a unified model of access
control that has been recently introduced as next generation access control. The basic idea
of our UCON model for DSPs is separation of the control domain in a DSP into two parts:
a database provider domain and a database user domain. In the database provider domain,
the access control system controls access by users to database services. In the database user
domain, the access control system controls access by other users to a user’s database. Through
this separation, we can define an access control policy for each domain independently.

1. Introduction

The Internet has changed the ways in which
people communicate and interact with each
other. Nowadays, many people use the Internet
for sending email, reading news, finding jobs,
and various other daily activities. It can also
change the ways in which people and organiza-
tions manage their data. With rapid advances
in networking and Internet technologies, it is
possible to store data with an Internet provider
to increase its availability.

A database service provider (DSP) is a
provider of an Internet service for maintaining
data so that users can access their data any-
where and any time via the Internet. DSP
model offers at least two advantages to users.
The first is that storing data with a DSP will
increase the availability of the data 1), because
the DSP is an online provider and users can
access their data anywhere and any time via
the Internet. The second advantage is that this
model reduces the cost of the service, because
the overall costs of the DSP can be amortized
across a large number of users 3).

The DSP model also introduces several chal-
lenges. Besides issues concerning implemen-
tation technologies, there is also an issue as
regards data confidentiality. Most users view
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their data as a valuable asset, so there is a need
for sufficient security measures to guard the
confidentiality of user data. In the DSP model,
the provider should guarantee that user’s sen-
sitive data can only be accessed by authorized
users. At the highest level of security, even the
DSP itself should be guaranteed not to have
access to the user’s data.

In this paper, we propose an access control
model and architecture that can be enforced to
support data confidentiality in a DSP by de-
veloping a Usage Control (UCON) model and
architecture for the DSP. The Usage Control
(UCON) model is a unified model of access
control that has recently been developed as a
next-generation access control 7). It extends
the access matrix model, which has been used
as an access control model for many years, by
including support for trust management and
digital rights management, which are required
in modern applications. Trust management
is supported by allowing authorization for a
stranger’s access based on credentials. Digital
rights management is supported by including
mutability of attributes, ongoing access control,
and obligation-based access decisions. UCON
also extends the access matrix model in its ar-
chitecture. In the access matrix model, only a
server-side reference monitor is required. The
UCON architecture utilizes in addition to this,
client-side reference monitor or both server-side
and client-side reference monitors.

The basic idea of our UCON model for DSP
is separation of the control domain in DSP
into two parts: a database provider domain
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and a database user domain. In the database
provider domain, the access control system con-
trols access by users to database services. In the
database user domain, the access control sys-
tem controls access by other users to a user’s
database. Through this separation we can de-
fine the access control policy for each domain
independently.

The organization of this paper is as fol-
lows: Section 2 discusses the database service
provider model. Section 3 discusses the core
UCON ABC model and its architectures. Sec-
tion 4 discusses the UCON model for data con-
fidentiality in DSPs. Section 5 discusses the
architecture of UCON for data confidentiality
in DSPs. Section 6 concludes the paper.

2. Database Service Provider Model

The database service provider (DSP) model
is an implementation of a new business model
where people and organizations want to store
their data on the Internet to increase its avail-
ability. The DSP model is shown in Fig. 1.

As illustrated in Fig. 1, in the DSP model,
users store their data on a DSP server and can
access their data via the Internet. Since in the
DSP model the users’ data resides on the DSP
server, the service provider needs to provide suf-
ficient security measures to protect the confi-
dentiality of this data.

In this paper, we present an access control
model and architecture that can be enforced
in a DSP to support data confidentiality of
the DSP’s users. The idea of our access con-
trol model is shown in Fig. 2. We separate
domain control in a DSP into two domains:
the database provider domain and the database
user domain. In the database provider domain,
the access control system controls access by
users to database services. In the database
user domain, the access control system con-
trols access by other users to a user’s database.
Through this separation we can guarantee the
confidentiality of users’ data because even the
DSP itself does not have control over the users’
databases. We give details of the model in Sec-
tion 4 and Section 5.

3. Usage Control

Usage Control (UCON) is a unified model of
traditional and modern access controls. The
core model of UCON is the ABC Model, which
consists of eight components: subjects, objects,
subject attributes, object attributes, rights, au-

Fig. 1 Database service provider model.

Fig. 2 Domain separation in DSP.

thorization, obligations, and conditions 5) (see
Fig. 3).

Subjects and objects are active and protected
entities in the system. Rights are privileges of a
subject with respect to an object. The concept
of subjects, objects and rights in UCON is bor-
rowed from that of subjects, objects, and rights
in the traditional access matrix model. Subject
attributes and object attributes are properties
that can be used during a decision process. In
the Usage Control ABC model, subject and ob-
ject attributes can be mutable as a consequence
of access. This property is called mutability
of attributes. An immutable attributes can be
changed only by administrative action.

Authorizations, obligations, and conditions
are three usage decision factors in the UCON
model. Authorizations are decision factors
based on subject and object attributes. They
are usually required prior to access, but in ad-
dition it is possible to require ongoing autho-
rizations during access. Authorizations may
require updates for subject and/or object at-
tributes. These updates can be made either
before, during, or after access. Ongoing autho-
rization (during access) is another property of
UCON, called continuity of decision, that can
also be applied to obligations based usage deci-
sion factors.

Obligations are requirements that a subject
must perform before (pre-) or during access
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Fig. 3 Usage Control ABC Model.

Table 1 The 16 basic UCON models.

0(im- 1(pre- 2(ongoing- 3(post-

mutable) update) update) update)

preA Y Y N Y

onA Y Y Y Y

preB Y Y N Y

onB Y Y Y Y

preC Y N N N

onC Y N N N

preA: pre- Authorizations onB: ongoing Obligations

onA: ongoing Authorizations preC: pre- Conditions

preB: pre- Obligations onC: ongoing Conditions

(ongoing). Subject and/or object attributes
can be used to decide what kind of obligations
are required for access approval. The exercise
of obligations may update mutable attributes.
These updates can affect current or future us-
age decisions. Conditions are environmental
or system-oriented decision factors. Conditions
are not under the direct control of individual
subjects. Evaluation of conditions cannot up-
date any subject or object attributes.

On the basis of these three decision factors,
continuity and mutability properties, there are
16 possible basic models of UCON 7). Access
control models in the real world can utilize more
than one of these basic models, which are shown
in Table 1.

The architecture of UCON, based on the
structure of reference monitors, extends the ac-
cess matrix model by utilizing not only a server-
side reference monitor (SRM), but also a client-
side reference monitor (CRM) or both server-
side and client-side reference monitors 6). An
SRM controls a subject’s access to and usage of
objects by means of a reference monitor exists
in the server-side system. A subject can be ei-
ther within the same organization/network area
or outside the area (see Fig. 4). A control do-

Fig. 4 Control domain with SRM.

Fig. 5 Control domain with CRM.

main is an area of coverage where the rights and
usage of rights to objects are under the control
of the reference monitor.

In a CRM environment, no reference moni-
tor exists in the server-side system. Instead, a
reference monitor exists in the client system to
control usage of objects. In this environment
objects can be stored either centrally or locally.
Since there is a CRM, the usage of objects saved
on the client side is under the control of the
CRM rather than the server (see Fig. 5) 6).

4. Usage Control Model for Data Con-
fidentiality in a Database Service
Provider

In this section, we discuss the UCON model
for a DSP. The basic idea of the UCON model
is to separate the control domain in a DSP
into two parts: a database provider (DP) do-
main and a database user (DU) domain (see
Fig. 6). In the database provider domain, ac-
cess control system controls access from users
to database services. In the database user do-
main, the access control system controls access
by other users to a user’s database. Through
this separation, we can define an access control
policy for each domain independently.

4.1 UCON Model for the Database
Provider Domain

The access control system in the database
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Fig. 6 Domain separation in DSP.

provider domain controls access by users in
DSP to database services. Users in DSP are
registered to use database services provided by
the DSP in order to store their data. The access
control system in this domain is administered
by the DSP administrator. The DSP adminis-
trator can freely define an access control policy
for this domain without compromising the con-
fidentiality of user data.

As an example, we show two policies that
can be defined by DSP administrator. In Ex-
ample 4.1, the administrator defines a DAC
(discretionary access control) policy for the
DSP using UCONpreA0(the UCON model with
pre-authorization decision and immutable at-
tributes – see Table 1). In Example 4.2, the
administrator defines a policy for the DSP
whereby a user has to pay for the use of
database services on the basis of the length
of access time (in minutes), using UCONpreA3

(the UCON model with pre-authorization deci-
sion and post-update attributes).

Example 4.1. DAC policy in the database
provider domain using UCONpreA0 :

S is a set of users
O is a set of database services
R is a set of rights
ATT (S) is a set of attributes of S
ATT (O) is set of attributes of O
allowed is a usage decision function that allows
a user to access a database service o with right
r

N is a set of identity names
id : S → N , one-to-one mapping
ACL : O → 2N×R

ATT (S) = id
ATT (O) = ACL

allowed(s, o, r) ⇒ (id(s), r) ∈ ACL(o)

Example 4.2. Service usage policy in the
database provider domain using UCONpreA3 :

S is a set of users
O is a set of database services
R is a set of rights
ATT (S) is a set of attributes of S
ATT (O) is set of attributes of O
allowed is a usage decision function that allows
a user to access a database service o with right
r

M is a set of money amounts
ID is a set of membership
TIME is the current usage in minutes
member : S → ID
expense : S → M
usageT : S → TIME
value : O × R → M (the cost per minute of r
on o)
ATT (s) : member, expense, usageT
ATT (o, r) : valuePerMinute

allowed(s, o, r) ⇒ member(s) �= �
postUpdate(expense(s)) : expense(s) =
expense(s) + (value(o, r) × usageT (s))

4.2 UCON Model for Database User
Domain

In the database user domain, the access con-
trol system controls access by other users to a
user’s database. The other users are not neces-
sarily also registered users in the DSP (users
that have access to database services in the
DSP). Access in this domain is controlled by
the user who owns the database. The user can
freely define an access control policy for the do-
main.

As an example, we show two policies that can
be defined by the user in order to control ac-
cess to his or her database. In Example 4.3,
the user defines an RBAC (role-based access
control) policy in his or her database, using
UCONpreA0 . In Example 4.4, the user utilizes
trust management using UCONpreA0 .
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Example 4.3. RBAC policy in the database user
domain using UCONpreA0 :

S is a set of other users
O is a set of database tables
R is a set of rights
ATT (S) is a set of attributes of S
ATT (O) is set of attributes of O
allowed is a usage decision function that allows
other users to access a database table o with
right r

P = (o, r)
ROLE is a partially ordered set of roles with
dominance relation ≥
actRole : S → 2ROLE

Prole : P → 2ROLE

ATT (S) = actRole
ATT (O) = Prole
allowed(s, o, r) ⇒ ∃role ∈ actRole(s), ∃role′ ∈
Prole(o, r), role ≥ role′

Example 4.4. A user utilizes trust management
in the database user domain using UCONpreA0 :

S is a set of other users
O is a set of database tables
R is a set of rights
ATT (S) is a set of attributes of S
ATT (O) is set of attributes of O
allowed is a usage decision function that allows
other users to access a database table o with
right r

GROUP is a set of group names
cert : S → 2GROUP

ATT (s) : cert
ATT (o) : groupID

allowed(s, o, r) ⇒ (cert(s) �= �)∧groupID(o) ∈
cert(s)

5. Usage Control Architecture for
Data Confidentiality in a Database
Service Provider

The architecture of the UCON model dis-
cussed in Section 4 is illustrated in Fig. 7.
There are two control domains: the database
provider (DP) domain and the database user
(DU) domain. In the database provider do-
main, the access control system restricts access
by users of a DSP to database services. In the
database user domain, the access control sys-
tem controls access by other users to a user

Fig. 7 Architecture of the UCON model for data
confidentiality in DSP.

database.
As shown in Fig. 7, a database user system

that controls access in the database user do-
main is also a subject of the database provider
domain. Although, to provide access to objects
in its domain, the database user system needs
to access objects in the database provider do-
main, the database provider system that con-
trols access to objects in the database provider
domain does not have control over the objects
in the database user domain.

The database provider system and the
database user system utilize the server-side ref-
erence monitor (SRM) to control access to ob-
jects in their domains.

6. Conclusion

In this paper, we have proposed an ac-
cess control model and an architecture that
can be enforced in a database service provider
(DSP) by developing a Usage Control (UCON)
model and architecture of the DSP. The ba-
sic idea of the UCON model is separation of
the control domain in a DSP into two parts: a
database provider domain and a database user
domain. In the database provider domain, the
access control system controls access by users
to database services. In the database user do-
main, the access control system controls access
by other users to a user’s database. Through
this separation we can define an access control
policy for each domain independently.
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