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A Proposal of Distributed Network Monitoring
with Autonomous Group Formation

AKIRA UcHivaMA,t TAKAAKI UMEDU,t KEIICHI YASUMOTO!
and TERUO HIGASHINOf

In this paper, we propose a distributed network monitor with autonomous group formation
to detect various problems such as viruses and DoS attacks in wide area networks. In this
technique, multiple neighboring nodes where the same kinds of problems are occurring form
groups autonomously and share the information by the communication in each group. Logi-
cal neighboring relations can be specified between network segments even if they are located
in different networks for flexible monitoring. In order to increase the probability of success
in gathering information, our network monitor allows any member of the group to send the
shared information to the administrator node. Furthermore, by summarizing the information
in each group, it can reduce the control traffic around the administrator node. We have de-
signed and implemented several APIs as primitives to achieve the proposed technique. We

have confirmed effectiveness of our technique through ns-2 simulation.
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Fig.1 Physical/logical neighboring relations.
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Table 1 Provided APIs.
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Fig.2 Hierarchical structure of groups.
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Table 2 Primitives used by sensor agents.
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while (TRUE){
warning_type = warning.snort;
switch (warning_type){
case MS_BLASTER:
while (TRUE){
num_of _members = formGroup(‘‘g, h’’,
‘‘warning.snort == MS_BLASTER’’, 10);
if (num_of_members >= 5){
setCommand(‘‘g’’, Watch,
¢ ‘throughput.traffic’’);
info = getGrpInfo(‘‘g’’);
formGroup(¢‘h’’, ¢‘id == Manager’’, 2);
sendInfo(‘‘h’’, summary(‘‘info’’));
if (number0f (¢ ‘info >= 5Mbps’’)
>= num_of _members/2){
setCommand(‘‘g’’, Watch,
¢ “throughput.traffic(135)’’);
setCommand(‘ ‘g’’, Filter,
¢ ‘throughput.traffic(135) >= 50%’’);
info = getGrpInfo(‘‘g’’);
sendInfo(‘‘h’’, summary(‘‘info’’));
¥
}
}
break;
case BAGLE:

case MYDOOM:

}
}
03 DOoOoooo

Fig.3 Example scenario for sensor agents.
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Fig.4 Formation of a group with our middleware.
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Fig.5 Flooding in a group.
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Table 3 Simulation parameters.
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Fig.6 Simulation results of basic performance (average of 20 simulations).

0000D00000000000GROUP OODOO
000D00000000000000000000
000000000000000000000000
000000000000000000000000
0000 NOOOOlogN OOODODOOOODOD
000 GROUP ODODODODODODODOOOOODOOOO
0000000000000 00000000000
GROUPOOOO0ODOD01001.00000000
0Dooooon

0U6(b)0000000000ODOO 1000000
0000000000000 00D000000000
000000000000000D000000000
O0O0ODO0OGROUP OOOOOODOOOOOOD
0000000000000000000000000
00000000000 0000000000000
GROUP ODOOO0O0 0100000000000
00000000000 1000000000000
0D100kbps 00000000000 DOODO

OU6(c)001000000000D000O0DOO0
00000000000 0000000000001
00000000D0000000000000000
000010000000000000000000
000000000000000000000000
000000000000000000000000
000000 200000000000000000
000000000000 000000000000
4.2 0O00O0O0DOO

4.2.1 00O00OOODOODO
000000000000000000000000
SINET' 00DO0ODO0O00OSINETOOOO0OO
00 40000000000000000000 2,800
000000000000000000000000 3
0000000000000000000UDPOON0
000 50000000000000000000
00000000000 0000D0000D0ODDoS

gobooooooooboooooooooooooo
goboooooooooooobooooooboooo
goooooobooooboobooboobbOO
oo0boOOOO0OCcOOOOoOoOobooOoOoOoOoooo
OSINETOOOOODOOODOO7noooooo
goooooooooooOoOO0oOoOoO SINETOO
gboool1oooobooooboooooooooog
goooobooooooobooooooooooon
goooooooooooooooOs.oMbpstiiO
gobooooooooobooooocoooooboooo
goboooooooooooocoooooboooboooo
gbooooooooooooobooooooboooo
goooooooooooocoooooooboooo
goooooooo0o00o0o0GROUP OOOOO
gooooooooor0bOOoOoDbOObOObObOOODO
goooooooos0o00d
gobooooooooooooooooooooon
goboooooooooooooooooooooa
gooooocoboocobobooobooooooooooo
goboooooooooooocoooooooboooo
gbooooooocooooooooooobooooo
gobooooooooooooboooooooooo
gooooboooooooooooobo sooomma
gooooboooobooooooooboobooooo ot
goboooobobooobooooooooboobooooboboo
gO0s5.0MbpsDOO00O0O0O0OCOCOOOOOCOOO
oo
DboSOOOOOOOODOODOOODOOOOOOO
gobooboooooOooooobocoooobooOoboooo
gooooooooooooooooboooonon
gooobooooooboooooobo 40000000
gboooobooooooooooocoooooboooo
gboooooboooobooooooooooo
4.2.2 OO00000O0O0OOOOOO
O7@@0M)00000O0O00O0O0O0O0O0OO0OD0O



Vol. 47 No. 2

25 25

goooooooooooooooooo 453

# of Nodes with Problem ——
FLI
20 - Hierarchy ---- S 20

# of Nodes
# of Nodes

# of Nodes with Problem ——
(S — Iy FLEXA-down
Hierarchy-down ------

Hierarchy ------

# of Nodes
&

H H L L H i
0 5 10 15 20 0 5
Time (sec)

(a) 0000000

Time (sec)

(by0oooooo

L H L L n
15 20 0 5 10 15 20
Time (sec)

(0000000000

07 0O00OO0OO0O0O0OO0OO0OOOOOOOO

Fig. 7 Simulation results of detecting problematic areas.
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