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Defence Strategies for Cascading Failures on Scale-Free Networks
with Degree-degree Correlations

YUKIO HAYASHI' and TOSHIYUKI MIYAZAKIt

Cascades of overload failures triggered by small initial failures or attacks are sometimes oc-
curred and propagated to very large damage such as blackout of power grid, packet congestion
in the Internet, chain reaction bankruptcies, and so on. Since the damaged size depends on
the heterogeneously distributed load or capacity and the topological structure of network, it
is very important to study defense strategies on the scale-free (SF) structure that found in
many real networks. We investigate the cascading failures on SF networks with degree-degree
correlations which is one of the characteristics in social or technological/biological networks,
and propose a defense strategy based on emergent rewiring. Simulation results show that the
differences of damaged size appear on the networks according to the types of degree-degree
correlations, and that our proposed defense strategy is more effective than the conventional de-
fense strategy based on intentional removals, when the tolerant capacity of load is reasonable
and not so limited.
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Fig.2 Degree-degree correlation (knyn) and degree distri-

bution P(k) in SF networks generated by the CDD
model (the average values of 100 realizations at
N = 1,000 and (k) ~ 4).
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(ky~4 (k)=~8 (k)=12
CDD model Qe
o = 1.0 0.26 0.42 0.49
qu = 0.5 0.35 0.49 0.55
qv, = 0.0 0.42 0.55 0.62
CNN model u
0.51 0.75 0.84

000000000000()UDOOO0O0O0O0O (¢
gobooooooooooooooobooono 1400
ooooooooo (ky0oooooooooooo
¢ 000000 ¢ 000 (k) DO0O0DOOOOOO
020000N=1,0000(k)~400000000
0000000000000Y 0000200000
gobooooooooooooo3oooooboon
0000000000oU0ooooooooo ;) o
00o0o0ooo0oooO () b0ooooooooo
0000000000000000000 assortative



Vol. 47 No. 3

02 000000000 SFOOUOOOOOOOOOOoOoOOO
0ooo (;)ooooooooooog (c;)0 assortative
00 +00000000 (By)

Table 2 Characteristic indices for SF networks generated
by each model: average path length (l;;), average
clustering coefficient (c;), assortativity r, average
betweenness (B;).
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Fig.4 Basic process in the CNN model.
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Fig.5 Degree-degree correlation (knyn) and degree distri-

bution P(k) in SF networks generated by the CNN
model (the average values of 100 realizations at
N = 1,000)
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Fig.6 Examples of SF networks generated by the CNN
model (N = 300).
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Fig.7 Rewirings among the neighbors of an initial failure.
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