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Efficient Traceback Method for Detecting DDoS Attacks

TosHIFUMI KAI,+ HIROSHIGE NAKATANI,t HIROSHI SHIMIZU*
and AYAKO SUZUKI'

The amount of damage by illegal access is increasing with the spread of the Internet. Es-
pecially the DoS (Denial of Service) and DDoS (Distributed DoS) attacks cause system down
and often have serious impacts on the society. Various attacker detection techniques have been
proposed until now. However, they have not been put in practical use. We propose hybrid
traceback method that solves the drawbacks of the existing techniques. Its characteristics in
performance and easiness of implementation are discussed in this paper. Advantages of this
proposed method to the existing ones are clarified by some numerical models and experiment

on the test bed.
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Fig.1 Image of traceback system.
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Table 1 Existing traceback methods.
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Table 3 Operation step of AMS-II system.

D7+ —F 4 T END Ny bR ERSCHE
RPTY AV TT5
WBHDIPT FL 25 5H64bitD v ¥ 2 fE%E
HL, SbitBfi T8RE(T S/ A MNLT, =D
WENPE T F A, YoV T Uy
FDID7 4 —/L F(16bit)~<— 7 fEL L TEX
Ade

GID 74—/ FOEY 8bitlic 7 T 7 A v hEE
(0~T7) LHEEHERNO DR v FHEEERL
Gv) Q) A b #E6ES

00 iTrace 000000000 ODOOODOOODOO
goooooooooooobobooooooobooobo
goooooooooboooon

2.2 0000000

000000000000000000 AMS-IT%
goooooooooboOobO 3oooooooboo
gboboooooooooooocoooooooboooo
gooooooooooooooooooooooboo
00000 IPO000OO0D HashOOOOOOOOO
gooooooooooooooooooooooboo
gooooooooooooobooooooobooobo



1268 goooooooo

04 SPIEODOD
Table 4 Operation step of SPIE system.
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Table 5 Evaluation of existing traceback methods.
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Fig.2 Structure of two hybrid traceback methods and
step of our development.
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Fig.3 Operation image of the uTrace system.
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Table 6 Symbol list for numerical model of each

traceback system.
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Fig.4 DDoS attack model for the numerical analysis.
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Table 7 Minimum attack traffic which each method can

traceback in 10 seconds (Result of numerical anal-
ysis).
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Table 8 Specification of the test-bed.
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Fig.5 Network topology of the test-bed and distribution
of attackers.
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Table 9 Traceback time for each hop number of attack
path (Result of uTrace experiment on the test-
bed).
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Fig.6 Traceback time for each attack pattern (Result of
uTrace experiment on the test-bed).
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Table 10 Evaluation of proposal traceback methods and
existing ones.
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