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Abstract: In Okayama University, we replaced our administrative information system in July 2014. The
new system introduces a multi-factor authentication system. Users are to be authenticated with their IC
card and PIN code when they use their virtual desktop. Single sign-on for some applications is also controlled
using the multi-factor authentication system. Users are to be re-authenticated with their IC card when they
use some important applications. This report describes an introduction of multi-factor authentication in
the new system. A problem of the multi-factor authentication system emerging when it cooperates with
Shibboleth and its countermeasure are also described.
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Introduction of Multi-Factor Authentication Considering Cooperation
with Shibboleth in Okayama University Administrative Information
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Fig. 1 Operating principle of Shibboleth.
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3 [8].
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<!-- TUsername/password login handler -->
<ph:LoginHandler xsi:type="ph:UsernamePassword"
jaasConfigurationLocation="file:/

//opt/shibboleth-idp/conf/login.config" authent
icationServletURL="/Authn/UserPassword2">

<ph:AuthenticationMethod>PasswordProtectedT
ransport2</ph:AuthenticationMethod>
</ph:LoginHandler>

2 handler.xml DOFEH].

Fig. 2 A configuration example of handler.xml.

e I

<!-- Servlet for doing Username/Password authen
tication -->
<servlet>
<servlet-name>UsernamePasswordAuthHandler2<
/servlet-name>
<servlet-class>edu.internet2.middleware.shi
bboleth.idp.authn.provider.UsernamePasswordLogi
nServlet</servlet-class>
<init-param> <param-name>authnMethod</param
-name> <param-value>PasswordProtectedTransport2
</param-value> </init-param>
<load-on-startup>3</load-on-startup>

</servlet>

<servlet-mapping>
<servlet-name>UsernamePasswordAuthHandler2<

/servlet-name>
<url-pattern>/Authn/UserPassword2</url-patt

ern>

</servlet-mapping>

K 3 web.xml OREH.

Fig. 3 A configuration example of web.xml.
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Shibboleth IdP DEIETIE, TO XS ICHEHE DB T A
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requested AuthenticationMethods IC & E N2 MhoT 71 >
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%7128, RANCHEEAEZRD % SP ZFHT % 72 DICFEE
%, Mtz RDEVSP Z2FIHT 55 EI1CE, EVE MA
X BFGHMEOTI 2 L — M 2RI TE 5.

7%¥5, relying-party.xml @ default AuthenticationMeth-
od % PasswordProtected Transport £ EFELTHL T & T,
HIEHR Y AT LOARKET Z T W T LI 5 OFSGEE R
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Fig. 4 A flowchart of conversion process.

*3 FPRITIE, urn:oasis:names:tc:SAML:2.0:ac:classes: Password-
ProtectedTransport D& 9 XX TEHEL TV 5.
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