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A Visualization System of Multiple Logs
with Timelines for Intrusion Analysis

MASAYUKI EBATAt and HIDEKI KOIKE?

Log analysis is one of the most fundamental task of intrusion detection. In recent years,
since a number of computers and network security devices increases, it is required to analyze
multiple logs produced by them. However, log analysis is done with text-based techniques
and it is inefficient for analyzing of multiple logs. We developed a visualization system for
analysis of multiple logs which visualizes the frequency of events by timeline. We analysed
logs produced by a honeypot by using the system, and showed its effectiveness.
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Fig.1 A task model of intrusion detection.
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Fig.2 A typical text-based analysis method.
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Fig.3 An overview of data processing.
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Fig.4 An example of conversion into general log form.
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o00o0oooO0ooo0ooooooooooood
go0ooooooooooooooooooooo
goooo0ooOooooooooooooooooo
oo0ooooooooOooooooooooooog
00oo0obooooU0oOoooooooooooooo
o0ooooooo0oO0oUOoOoOooOoboooooo
o0o0oooOooO0ooOoooUooooooooooo
00000oo0oUoo0oooOoUooUoooUooO
godo0oo0ooUooOo0oooooooOooooooo

oo0oo0ooo0ooooooooooooood
go0ooooooooosoOooooOoooooood
00 LinuxO0OO0OOOOOOO 20040 60900
011 oo0o0oooooooooooooooooo
gooooooooOoOoOoOoOoOoOoOoOooOoOoooo
OJO00O0O0O0O0D sysloghiptablesOtcpflowO snort
00000000000 0O00O0OOiptablesO OO
00opoUooOooe60 110602000000000
o0o0o0oo0o0Uoo0oooO0oUooOoUoooUoOoo
o0000o0o00o0o0oOo0oUooOoUoOoUoOoO
go0oooOooooooOooooooooooooog
goooooOoOoO0oO0oO0oOoOoOoOoooooooooo
oo0oooOoooooooooooooooooog
ooooooo

ooooooooooooOooooooooood
ooooo9UOoe60 2000000000O0OOOO
g0o0oo0oooOoooOoUooOoOooOoOooooO
o0o00o0o0oO0ooo0oooooOooooooo
syslog iptables tcpflowO snort 00 000000



Vol. 47 No. 4

ooboooooooobooooooooooobooooo

1105

arelP [SrcPort] DstiP DstPort Protocal Matching Takle | Messane
203, 34325 206, 1 CP OUTBOUND COMM TCP
203..‘. 34325 206 1 |TCP OUTROUND CONMTCP
i) il 20334325 206 21 CP QUTROUND COMM TCP
/ 207, 34326 .. 21 [TCP OUTBOUND CONN TCP
il A1l | SrcPon | Dstl [DstPor__Size Mescage
=eel(0f6.. 3876 203 3432756337  |000O0O00OPADDOO|[F)~m "000008p
[ e, [203... 34326 066..p1 6 5ER. gaby
==k « Aoee. PL 203 34326 295 220 ftp.blowyamind.org FTP Server ready
&= {211 40649 202 1 [1685  USERfip
| SS N SrclP [SrePort] DstP [DstPort Protocol Signature Prmrnw IMessage
g )f:Ell 40649 203 J21 |TCP FTF RINFR /.J anernpn % SR
=22 =911 40649 203121 TCP FTP RMFE /. [ attempt 2 ‘""'f-"P"...
211 40649 203 |21 |TCP FTP RNFR ././ attempt 2 AR
211... 40649 202, 121 |TCP FTP RNFR /[ attempt 2 AR
L 40649 203 |21 | TCP FTP CWD overflow attempt il AP

09 O0O0OOO0O0O0O0OOO0OO0O0O0OODbOO0O
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