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A Protection Method against Massive Bounce Mails
Caused by Sender Spoofed Spam Mails
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NOBUFUMI SHIGETA,* SHIN MARUYAMAt4
and MOTONORI NAKAMURA15

Wide spread of spam mails is a serious problem on e-mail environment. Particularly, spam
mails with a spoofed sender address is very serious, since they make the MTA (Mail Transfer
Agent) corresponding to the spoofed address be overloaded with massive bounce mails gener-
ated by the non-deliverable spam mails, and since they waste a lot of network and computer
resources. In this paper, we propose a protection method of the MTA against such massive
bounce mails, which is suitable for relatively small sites. This method introduces additional
mail servers that mainly deal with the bounce mails, considering that the most MTAs sending
back bounce mails are likely to have never sent any mails to the target domain recently. This
causes the load of the original mail server to be reduced. According to the analysis of the
access logs in the the practical example we have experienced, we confirm that the proposed
method can fairly separate massive bounce mails from normal mails and can effectively protect
the original MTA against massive bounce mails.
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Fig.2 Delivery of bounce mails (redirected delivery).

Jo0o0ooooooooooooooooDooog
00000 MTAODODOOOD MTAOOOOODO
goboooooooboOoboooooooobooooo
020000000spam 00 MTAO spam 000
O0spam 000000000DO 2(1)00 Ospam O
OMTAOOOO MTAOOOOOOOOOQOOOOO
000 MTAOOUOOOOOQOOOOOOOOoOoOOO
jo0o0dd0ooOo0o0obooogebooooooog
go0oOoo0oooooooOoooooobooooo
00000 @MUooUuoooo MTAOOOODO
000000 MTAOOODOOOODODOO (3) 000
Jo00o0oo0o00oooooooOooooooog

00 4)00oooo0oooooooooo MTAOOO

ooooooooooooo ()
gooobooooooooooobooooooooo
200000C00000CO00DO100O0 1000
Ospam OO0 MTAOOODOOOOOOOOOOOO
00 100020000000 MTADOOOOOOO
gbobooOooooooooooboooooooboooo
0000000000000000000000000
3.2 0D00O0O0O0OOOO0ODOOODOO
goooooooooooooboobooooobobooo
O0spam 00 MTAOOOOOOOODOOODOO
goboooooooooooooooooooood
000 MTAOOOOOOOOOOOoOooooooOo
0000 MXOOODNSOOOODOO MTAOOO
OO0O00O0Ospam 00 MTAO IPOOOOOOOO
00 MTAOOOOOOOOOOOspam 0O MTA
0000000 MTAOO SMTpOOOOOOOO
gobooooooooooooobooooboDbooD 30
000000000000 MTAOOOOOOOOO



Vol. 47 No. 4

(1)primary MX
originating
MTA
(2)secondary MX

MTA2
(secondary)

victim domain

03 00oooooooooooo
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Fig.6 Configuration of the prototype system.
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Fig.8 The cumulative bounce mails and MX/ANY
queries at the start of the attack.
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