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Using SMTP Session Filtering and Greylisting to Counter Spam Mail

CHUN-XIANG CHEN," NOBUSUKE SASAKIt and TOSHIJIRO TANAKAf®

In this paper, we analyzed the feature of the virus and illegitimate mail header. The anal-
ysis results show that the difference between the legitimate and illegitimate mails (say spam
mail) is evident. Based on the analysis results, we elaborately designed a mail SMTP session
filtering and a greylisting scheme to counter virus and spam mails. The scheme is expressed
concretely as several rules. We implemented the rules with Postfix at mail server side. The
experiment results show that the countermeasure we have presented is quite powerful, and the
virus mail of 97% and spam mail of 91% have been rejected without receiving the contents of
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the mail.
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Table 1 Statistics of spam and virus mail header (%).
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Fig.1 Configuration of mail servers.
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Table 2 Implemented rules.

smtpd_recipient_restrictions = -1
permit_mynetworks, -2
reject_non_fqdn_sender, -3
reject_unknown_sender_domain, -4
reject_unauth_destination, -5
check_client_access hash:

/etc/postfix/client_WBL_lists, -6
check_recipient_access hash:
/etc/postfix/recipient_whitelists, ST
check_helo_access regexp:
/etc/postfix/helo_checks_regexp, -8
reject_rbl_client relays.ordb.org, <9
reject_rbl_client list.dsbl.org, ---10
reject_rbl_client sbl.spamhaus.org, Se-11
reject_rbl_client dul.dnsbl.sorbs.net, 2e-12
check_policy_service inet:127.0.0.1:10023, <. 13
permit ---14
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Fig.2 The number of spam mails received per day.
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Fig.3 The number of virus mails received per day.
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Fig.4 The number of system error mails per day.
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Table 3 The blocking rate of each rule in detail (%).
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Fig.5 The ratio and retransmission interval of the mails.
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