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Settings of Access Control by Detecting Sensitive Data Leaks in SNS

SHIMON MACHIDAY®  ToMOKO KAJTYAMAZ

SHIGERU SHIMADA®? Isao EcHizenb*

Received: November 29, 2013, Accepted: June 17, 2014

Abstract: Social Networking Service is rapidly becoming popular for all ages nowadays. Users communicate
by posting messages in SNS. On the other hand, posting messages through SNS increases invasion of privacy.
One of the reasons is SNS users themselves often leak their sensitive data unintentionally. In this paper, to
confirm leakage of sensitive information by unintentional posts, we evaluate the abundance ratio of sensitive
data in Twitter archive. As a result, we define and evaluate a classification table of invasion of privacy for
SNS that is based on classification according to contents of information which should be kept private, and
disclosure level as the first step to detect privacy leaks automatically. We also propose a system that provides
automatic configuration of disclosure target based on SNS egocentric network.
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Table 1 Classification results of information relating to inner

nature of individuals.

BaE sl T HH =R
HiE 1%
HRE 13%
IRV 10%
$HE [ 38 76%

Z—=HFEZD L) LEEENIET 572012, BRTENE
\ZIE C72hk 4 e BT 3 OHIM FHE 2 Ff o T b [12]. £
ZT, 2OX) %SNS —FORHELERII L Ly v
T AT T OJFHEIERIZ SNS THRAELTWD Z L 5§
AT 572012, Bk SNS L —F D #&MEHEE] 7], [11], [12]
Y LT, Twitter 7— WA 7ICBIF Ly T4 77—
¥ DFIEFEOREHM AT o7, WET— 1%, @ 14F
il (2012/6/19~2013/6/13) |Z3EFE & 7z HAGE Twitter
T —=NA T 137,877,745 1R & L7z, 2O Twitter 7 — 71 4
T LT, INSoRMEHEEIL Y, (1) HMADOHGIZEY
HIEHE LT “RFE, (2) HADLE DIRREIZE S 2 1
e LTO YREE & “LHORER, (3) MADREREHR -
AIERIICE T 21 e L Co “ATEER B & O “BE”
B LMo SR oL, ¥ v T4 7T =5 Ol
HWAEBIZ EOREFREL TV DO LR L7,

2.1 BEAOARDICEIT 3 IEHMDIRH
TAOHNLIZET B1EHE LT, “@MADZEEHBY %Kit

L7z, ¥F—=T—F3v Ty FUMHEDOY £ — MK LT,

SNS Z—HHEVHEMN L BERLELFD, FLEEEN LR

REeRomE12, MADOFEBBIPFEHINHZMETH L L

HWr L7z, $72, BRPEE - BEDELL T R0EE

&, RV ERE LT RN EHELE L, MADEH

BlC3Ewawbob Lz, WHEFIHIZLTTH 5.

(1) 137,877,745 14O Twitter 7 — 71 4 775 Wikipedia !
FHE(13] £V, FYAMKRULBOEFEIRSG, B
BEHAERF—T—FELT, F-TU—-FvvFV
TxAT).

(2) SNS &Rt FAN ML —FHGOEREZE T 5w
ZENGVEEZLENENY YT )4 — b -
URLH&EDY 1 — 2t b,

(3) SN/ 171231FD Y 4 — " 95, T2 F 412 1,000
ity 74 5.

(4) i SNz 1,000 oY 14— b & (1) HE, (2) B%E,
(3) A7, (4) EEIHED AETHHET 5. FEOEE %
O D720, 2 NIZE D) FREGEZT, 2 A
THR L7z A— bR IELWHZEE BT

R 113, LBRO4GEIHT 2HEFEELRL TS, fH

ANOFEHENL, BELBEDORF LD 4% L7z,

© 2014 Information Processing Society of Japan

F 2 MHADCEOIREICET 2 HHO 53 HRE R
Table 2 Classification results of information relating to phys-

ical and mental state of individuals.
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Table 3 Classification results of information relating to basic

and life situations of individuals.
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Table 4 Classification in accordance with information that
should be kept private in SNS.
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Table 6 Information classification table for invasion of privacy in SNS.
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