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Abstract: Domain Name System (DNS) plays an important role to map domain names to their informa-
tion such as IP addresses on the Internet. DNS is also used for malicious activities. In particular, DNS
cache servers which allow recursive queries from anywhere on the Internet can be the root cause of DNS
amplification attack, a kind of Distributed Denial-of-Service attack. These days, problems posed by DNS
amplification attacks become serious and there is a compelling need for effective countermeasures. However,
since the details of these attacks are not well studied or reported, it is important to observe and understand
their trends and characteristics. In this paper, we propose a concept of DNS honeypot - a method for observ-
ing malicious activities that abuse DNS servers. DNS honeypot is a system based on a dummy DNS server,
and observes malicious activities that abuse DNS servers on the Internet. The result of our experiment with
DNS honeypots shows that our method is effective for observing and analyzing DNS amplification attacks.
As a result of long-term evaluation experiment over one year, we also analyze the trends and characteristics
of DNS amplification attacks which our DNS honeypots observed.
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Fig. 1 Model of DNS amplification attack.
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Fig. 2 Idea of our proposed method.
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Fig. 3 Architecture of DNS honeypot and observation system.
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Fig. 4 Implementation of DNS honeypot.
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Table 1 Overview of observation points.
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Table 2 Overview of DNS queries that DNS honeypots

observed.
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FIZIP 7 FL A, NS L a— FIZHREY — Ok 2 F4)
FERT L. FORIZANY Z4BETHI LX), Wb
THIRTOLI— FOILEXZIIFT LI ENUHETD
D, AL UZICZE > TIEANY QBRI 508 139E
WICHWIREDSEL D2 DD 5.
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LTD
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Inc.
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Inc.
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Fig. 7 Source ASes of DNS queries (TOP 10).
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Fig. 8 Domain names that DNS honeypot observed (TOP10).
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} 3 DNS ==Ky PTBUMILZZ KA A Y H4OIEF A X L
Bi+
Table 3 Response sizes and amplification factors of domain

names that DNS honeypots observed.

RAA 4 e ﬁm{(gytiz)fXz %Ej)j%
isc.org ANY 3542 4541%
anonsc.com ANY i -
pkts.asia ANY 4056 5070%
aa3247.com ANY 4357 5379%
babywow.co.uk ANY 4610 5488%
irlwinning.com ANY 4061 4778%
ripe.net ANY 3266 4134%
fktkfkfa.com A 3993 4811%
fkfkfkfa.com ANY 4067 4900%
doc.gov RRSIG*? 11390 14603%

¥2 UDP /N7 v hDSA ma— RS M. BLITEIR o
PG, IEDNTy MY A RBRREEO S O %G L.
X3 BRI CERE L.

DNS JS& /"7 v DA MK

DNS TR/ > R DS A MK

Fio, %%y MDA MKIE, Ethernet ~ > & l4byte, P

~ & 20byte, UDP -~ # 8byte L /&L, ZH5HIZ UDP D
AN m— RERG DA MIEMAE S5 2 & TR LK.
%4 anonsc.com DIHE WA X% IEMEICHIE TE 7pinoioiz
O, AMFETIEAREE LTS,
5 BRLa—ROBTFBEAZERTH-OOHTHS.

i =

%100 [%]

R4 NG AL Y ZDIBEY A X L BElRE
HHIAE)

Table 4 Response sizes and amplification factors of general

(2013 4 11 A 25

domain names.

RAA 4 m o | REDK| R
google.com ANY 644 847%
facebook.com ANY 258 361%
youtube.com ANY 611 796%
yahoo.com ANY 446 610%
baidu.com ANY 476 648%
wikipedia.org ANY 366 486%
qq.com ANY 85 165%
live.com ANY 604 818%
linkedin.com ANY 927 1167%
twitter.com ANY 780 1002%

M 8 IZ/R L7z F XA Y HOERITHT HIEY A XB &
OHIRHEAER 312, W% FA AL Y ZOERIIHT S
IDETAXBLUOHIEREEZR 4 1IR7. 2B, TITI
Alexa 23] TRABSNTWDE ANRTA FT v F 7D B
0MEDO XA %% R N A %8 LTHH L.

DNS ==Ky b TEL LB SN N A A Y ZDIE
DT =5 A X, —HEi7% B A A V4O
KHEL, DNS 7 v THBIEALLT VWL DOTHLH I &
AR
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Fig. 9 Distribution of ID field’s values in IP header (from 10001

to 11000, axis of ordinate is logarithmic).

4.4 DNS 7I Uy ORI

AREiTIE, DNS N=—Fy FTEIHEIL7 DNS 7 1) 12
OWT, RHEETT FaVITEENDL T4 — I FEDS
WEATS . Ao THgE 35 01%, TP, UDP, DNS
DEFENY ¥, BILU, DNS A vt —=JIZ&EN57 1 —
VRETH L. 72720, IPANY FIZEETNLEEICIP T
FLZA, DNSDOX vt —=IIZ&FN5 FAXAAL 0 4BLOE
JRL a— FORNZ 4.3 HiTHMr L7729, KREITIIHHO
WG E L,

SHFORER, TP Ny #OID i, TTL{H, UDP ~\v ¥
DREEFICH — M5, DNS v &0 ID 5 193 % 5
FHER L7, UFCTH& 74—V NMEDOKEZE L 7 D % 31
¥ 5.

4.41 IPANyZDID1A

IPAy #IZ&EENLID 74—V FOFiIZ, TP /3% v b

D5rE, FREECTHIH &N D 16bit DT THAE. 2D
IDEDEIYB TIE Y AT LA DEEMEAFTH LD, #ilTD
MWE F, FCBEOMDIP /37 v k& ID OfE2 EE L %
W) BEEIRD LN T D [24] 720, FEED ID fEDS
ZEHLTEWHETHHESNAZ L3 WIETTh o,

DNS /N=—3Rvy N CEII L7z DNS 7 /87 v MIH
IN5IP Ay FOIDHEOHEGAO—EHER 9 |IIRT.
HIDMHEEET 557 v MEFHWICEB S Twizos, —
o ID fEASE A TRl S 7z, 4712, DNS-HONEY?2
T, EHEECER SN IDEIZHAIBTH Y, 256 Z&

ICHERR S, X9 TRT LA OHEPO ID HIZB VT HHE
OBAER AL N/, F 2T, SHEEICEN N7 1D
iz &3 DNS 7 L) % 50#7 L7258, H—H 2 0niddh b
#HPHO IDEDO A Z T 5 DNS 7~ THED L R &
nr.

4.42 TP~y ED TTL1&E

IPAYFIZ&EFENSL TTL 7 4 — IV KO, IP 37 v
FOFEY) DL E R 8bit DBMETH B, HIEDRE
ETIE, N7y b= EF1OKETAHEITEIZ1TD
TTLEA A SN, TTLAT0 127435 87 v MERHEES
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B 10 IP ~v %O TTL DG (i %)
Fig. 10 Distribution of TTL values in IP header (axis of ordi-

nate is logarithmic).

N5, ZOIHCTAZET, IPXTF Y Ay hT—2
LR ERICKR T2 EZFHIEL TS

Z o TTL OMEMEIX OS T & I TH Y, UDP /¥
7 MDA, Windows XP LD Windows OS 14 128,
MacOS X % Ubuntu 12.04 13 64 TH 5. BHEDA » ¥ —
dv NTE, 237y MOSHRAA MCEET A F TIREH
THEV—ZHIIRKRIOEBEEL VLI TBY, £ DE
BETIE, MEEE LT30 LD 2 OXEFME (BARHIC
&, 32, 64, 128, 255*1) AL OfEZERA L T\ 5 [25].

DNS/N=—FRv T L7z DNS 7 =) 37 v MIE
FNBHIPAY O TTLEOGAZE 10 1I2RT. K&
D, DNS ==Ky MCTEII S5 DNS 7 =) 0% < 14,
EMEE 64, 128, 255 E T A5 DD 3 DI TE LT &
WA, 7272, DNS-HONEY1 T, TTL OMEES
ZD3DZHTIEESHRVWDNS 71 b —EBAAE L2,
4.4.3 UDP Ny ZDRXEXTHR— &S

UDP ANy FIZETNAHEEILR— bFEFIE, 22—
Z S LomE M SN S 16bit DFH TH A, DNS
= NMANEHEE 53 HEAR— N TRLXIT LD, 74T
MITHEAT 2 K= MEFIE VAT LOFEEKGFTH YA
ETH5DH., WEDYAFLTIE, DNSF v vy aKf A=
YITBEOREDIZO, FEITLR— Mhaa 7 v ¥ LITE
KT B2 EDRDLNTWE [26], [27]. ZD720, BIS
N2WETIE, UDP Ny ¥ OREETLE— M FE5 DO
—HIC BB ETTH AL, 72721, TCP/IP v b T =2 D
FESOrIVNTHPENL TV ) T RE—=F (025
1023 %) (3fHH S v,

DNS N=—3Kvy P TE#I L7/ DNS 7 )37 v FD
EREILAR= NFFOGAO—F%E 11 1IR3, KLb,
DNS 7 T ) #I3iT & A L DR — NFF THEMIZHAR L
TW5 25, —HOKR— PFEFIFEICAASNhTWE Z &
WHERCTE D, HEICFHHENTOEZRETE—- V&
FETAHDNS 7 YNy NESGHLIZEZ A, FOE
FREETLE—-MESETAHDNS 7Y 7B LR S D

*1 8bit THEAE LA 255 TH L7280, 256 TIE7Z < 255 25FIH
N5,
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Fig. 11 Distribution of source port numbers in UDP header

(from 25001 to 26000, axis of ordinate is logarithmic).
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Fig. 12 Distribution of ID field’s values in DNS header (from
10001 to 11000, axis of ordinate is logarithmic).
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4.44 DNSAyHDID 71 —JVNE

DNS Ay #2&EN 5 ID 7 4 — )V FOfHIX, DNS O
R LR 2 3T T B 720 0 16 bit D TH L.
D ID EDELTIE Y AT L DEREIKGETH B, ST
OWEE, o DNS 7)) & ID OEAEHEL 2 VL)
LEEPLETH DL, T, BEILR— MEE LR,
DNS ¥ v v aRf A=V VB SR D70, IDHIZT
YELTEIRT B 2 EARD LN T WS [26], [27]. €Dz
B, B SN AEETIEDNS Ay FDID 7 1 — )b FIED
DRI =R 51T TH 5.

DNS /==Ky bTEIHI L7 DNS 7 ) O~y FI2E
FNAIDEOSAO—EER 12 1277F. DNS ANy D
ID filiiZ, IP ~» #® ID i UDP ~ v ¥ DEEILR— b
%?ﬁ WARTEEW 5 A% & > THEHT, —EBOMENME

BRI SN BMEADEH 72, 22T, HEIHH SN T
W7eflix DNS v O ID 1282 DNS 7 1) & 4341 L 72
LA, ZOIDMED DNS 7 ) O A% {kfE L CTHEHT 5
DNS 7 TWE L L S i,
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4.5 FERERICEATIER
4.5.1 DNS 7> 7HEDER & 454

DNS /N=—3Rv FHEII L7z DNS 7 =V ¥, #RilEE
IRLF D 2012 45 10 1L 1 HFE 189 7 =), 2013 4F 10
HBEX 1 H P34 7 ) Tho7z, BlL7z7 1)
BIZHICL > TELOEFPH L 0D, 1 HOFHE 7 T
U3 1 AERTHR 1,800 RSN L T w7z, T ASELI L
T\ DNS 7TV, DNS/N=—:FRvy k25§ % DNS
I DHRTHDBT®, ZFOFERD S RN 7 H N % 112
95 2 EITREEEAHS, DNS N —sK v N CEIl & 5 )
WA LY =2y NEOF =T VNNNIZHTIEE S LR
ETAHE, TO14EMTDNS 7 ¥ T X BHEDE
AL T B EERDLIENTEL,

T/, WEWNRE LD AS ICREELRRY ARSI,
INHDAS T HHEE AT LI-E A, BHE
12 d % { D DNS 7 L) OEEITLTH - 72 OVH Systems
1, 2013 FEDIL U2 & BRAIRTE T I £ Tk L T
FZIFTBY, WEHIZL > TR EITDbRTW
DB

DNS 7 ¥ 7HBIZFIH ENT W N AL 4 (F3) 1&
BHEONXAL 8 (FF4) LRREELT, Wb HEIEEIE
o7z, DNS 7 ¥ 7|21, isc.org X ripe.net, doc.gov
LEHOHMWTRHH SN THS N XA VEAHPEH XN
BbdHotns, FNLUID R AL VHLEIE LTV,
EFEDORNAAL I, DNSN=—FKv b TEHLEIZKLHIF
ENTWZ ez, 200 Ll EDIP 7 FL AR KE R
TXT L a— FAE& L LTESEN TV 20, HIEE
BIFFICEWLDTH o7, T2, TNHDRAA V4%
Web R IV Vv TR L&A, FEDMMIZERY

Ltk AR BOF A 2 EDTE Lol D2 Ens,
INLDRAAL VHIZBEZDBDNS 7 ¥ THED 72012
MEICHELEZDDTHAEHAITEZTVD
4.5.2 BT 4 - NEODT

44%?Et;5’ DNS /= —R v kC#EIHl L7z DNS
7T )IZE, IPANYyFDID 7 4 —)v N, UDP v ¥ D
aJajl:nL\~ F%.%ﬁ, DNS Ay D ID 7 14 — ) FHIZHEZ
R AN, HEIHHIN T2 7 4 — )L Mz
FODNS 7)) &0k L7225, DNS/HN=—FK v b3
BN L 2B oO—H T, BEDSWIEHLHAD T 1 —
»Fﬁﬁ%ﬁtfﬁméﬂfwt.:@74~»Fm®ﬁ

, WEENFH LRy VEONTry P EREETLTS
U77A®%ﬁ#ﬂﬂt%®f%5t&bi%z1w
T/, IPANYFOTTLES, ZOWHMEEZHEN T2 2 &
2L, RETLDO OSMED/Sr v FEETU T T LD
RIEIZT AL TED,

INS DM EED S Z 12X, DNS 7 v 7
BEAFETTHEINT 2T RBIEY — VD &) L ERDOLEE
%, DNS 7 ¥ 7HEO GO HPHGETE 5.
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X5 ¥—2%v b DNS/NZ—HKv D DNS 7 L) HO i
(2013 4 10 A43)
Table 5 Comparison of the number of DNS queries between
darknet and DNS honeypot (October, 2013).

g—7 B 1 B 2
%> b | (DNS-HONEY1) | (DNS-HONEY2)
DNS 7= 1) #9380 14,298,706 6,841,852
(31 HIH)
DNS 7 = #12 461,249 220,705
(1 ACE)

4.5.3 HF—7x vy NEUEIE DLEE

ZRENT Y M L TE o2 BE TRV T —2
2y MEINCBWTEII E 5 DNS 7 =) $ &, ZfE/%
oy MIHLTELWEEEZET DNS ==Ky MIB
WTHBHl SN 5 DNS 7 =) ¥ & i § 5. DNS /= —
ARy MI ISP BT CEET 545, ISP 254E1 0 HTHN
5IP 7 FLAL, ZO7 RLATIRE T ETHRA F2Tw
UL, F—=0 4y PeEBERDLIENTEE, ZDD
NSO ) BELETAZEICEY, DNS 7 1) 12%)
T 2ILEDOFBEDBIUFER TG 2 58, $74b5, DNS
:—?vb%ﬂﬁbt:kti%w%%@ﬁ?é:kﬁ

WREZEEZ L.
ﬁﬁﬁfi,DNSA:-%y%ﬁﬁMLtDNS7IU
&, nicter [21] ® NONSTOP [22] THflt &1 % /16 HAED
=273y byl L7z DNS 7 =) @ 2013 4F 10
H4oraHwviz. 2013 4E 10 H® 31 HIZ DNS "= — R v
MOSERIIL 72 DNS 7 =V %, BLU, ¥—=27 4 v bk>
FAEM L7 DNS 7 2 ) %% 5 12”9, 31 HEO 5 —
7 4w MEIIT, 53/UDP 48 0:#A51349 2,500 /5787 v b
HFAEL72. DNS 7 ZJI3& IP 7 N L A X0 L
THEY, 120IP 7 FLATL A AICEMT 2 DNS 7
B 380 X v b, 1 HB -0 IZIBREST S & 1208
Ty MEETHo7. —J, A—T UV NE LTEME
5 DNS N=— v b TiE, 20134 10 A2 1 B 34
FHODNS 7 ) @l L. ZoZ&H»s, DNS/HN=—
Ky 2R ETHIEICLY, DNS 7 ¥ 7Bzt b ¢
5% { OARIGEE B REIC R o 728 FE 2 TV 5.
mB, B RE Ly =273y NMIEHMICHZD,
A E RS R VIKEETH 2 DIk LT, ISP [al# Tld DNS
NZ—=HRy MIT FLADPE Y B THENDEE, flloa—
WL DR SN TV L0, BEICFE—DOENTOIEL
TRBWVD, ZOX) m4tboER2%E L TH DNS /N
=Ry NREISENT A DNS 7 =) BoE it EE &
Wz 5,
4.5.4 BEFHIBEMEIP P RLXADEREDOFE

MGEFEBR T, YMRIC5 2 5 B v EE L, &Bla<T
[f—1IP 7 FL AZxt L 1pps O HETHIRZ47-72. 2D
WEHHBHNCG 2 2B OV TRIAHTH 75, i
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{EHI# 7 b fk#E LT DNS 7 > 7208 L HEH S 2 @ E DS
ZEBAISNTND 2 Ehs, WBEHBHOAEYHERET
WZA =T ) VNN E BT DWBE D LT S L
FTAEEZTND, LEL, REFHED LD REMHIL L
R SN A IZHEy, BEEFDSHAENIC DNS W — DA
NEERT 5 ZEDFTHICEZLNL 20, SRIEEHN
REME E ZRMOREN L) BEEIC 2L LTINS,
T/, 42 FI TRz &) ICEBRMM A, BEE 1T
[Eom, Bl 2 Tids5 M, BllEOIP 7 L APEES
NTw5, IP7 FLADERICL), KBHEIHAGLT
LF =T NN (ZOREIEIDNS N=—Ky b)) D
IP7 FLAZBIBTER L 2B/, DNS/HN=—K v b
TIIBEPHMNSINGL AETTHE., EE, IPT FL
ADEREZICEBM S NS DNS 7 2)1%, 1 HdH7) 0~
BE7ZVRETHY, SNbEAFyrEE25N5.
L2L, 807 T )HDNSHNZ—FKy b THHI S S
% 572201344 AU, IP 7 FLAZLHEOKH#
1213, DNS 7 > 7T L 3% 2 5 N5 %8O L HIRTAERN
ENBLHI TV, ZOZ L, WEESY—T >
)V OSDER ERICER L TB Y, Z OGS LT
EHARTIERIEL TWA L 2RI LTV,

5. DNS 7> 7IEOEAIH

KETIE, MAEBRICBWTH LD DNS N"=—E v b
PE L7 DNS 7 > 7IWED 5 B, 2 DD BARAY 7 Fl)
R FITB.

5.1 ZEfl1: CloudFlare ([Z¥t§ 2 B 5

A& D9 A5 DNS /"= — K v M&, CloudFlare 1,
Prolexic # (1 Z=HM) # 3L LTI RAT 1 ¥ 7 —
Y 2% DDoS 35— E AT 5 4 v kT — 27 DI
WA EE IS S EEI LTV A. RETTIE, 2013485 HIC
i L 72 CloudFlare A & v s 77— 27 ~®D DNS 7~ 7,
BIZOWTEBRT 5.

ZOWEEIL 2013 4E 5 H 22 HFHT 5 #3443 (JST) 20
5 DNS-HONEY?2 CHill S 7z, BrExf41d CloudFlare
PHAETHEHEENDLEDDIP T FLATHY, F
HAanz ¥ A4 % ERiE www.58wgw.com (ANY) &
ripe.net (ANY) O 2HHTH 5. IWEDT 7 H 5, ripe.net
(ANY) (Zid TSIz R 5 2 & sl L7278,
www.58wgw.com (ANY) (ZHEERNBEAVNE iz, 7272
L, www.b8wgw.com DILEIZEENL IP 7 FL AL, I
BHEDIP 7T FLADI LD 20%IELTHY, QgL
{5 DERNH L DD EFTAIIEZTVD.

520D IP 7 KL AH»5 DNS N=—F v k~® DNS 7
I)H2OHRER 13 1IRT. ORI KR O/MKIE
FIREADD, 1 HEICDo TEFTERTWV. 20
CEDDNS 7D IP ~y ¥IZ&TENS TTLHD 5
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Fig. 13 Case I: Changes in the number of queries that were
observed in a DNS amplification attack against Cloud-
Flare.
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Fig. 14 Case I: Distribution of TTL field’s values in DNS

queries that were observed in a DNS amplification at-

tacks against CloudFlare.
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Fig. 15 Case II: Changes in the number of queries that were

observed in a DNS ampification attack to distributed

network.
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Fig. 16 Case II: Changes in source IP addresses of DNS queries

that were observed in a DNS ampification attack to

distributed network.
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