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Study of Information Security in the Supply Chain

TOMOHIRO KUBO™ YONOSUKE HARADAT?

Supply Chain is a major business model of enterprise collaboration, which aims to achieve superiority in operational efficiency
by optimizing individual competences of enterprises. One of important elements to determine efficiency of supply chain is an
“information”. Visualization and efficiency of information distribution, exchange, editing or storing across multiple enterprises
influence on the value of supply chain. In these days, visualization of information in the chain becomes more difficult, as the
chain becomes more globalized, fragmented and complicated. On the other hand, risk of breakdown caused by information
security vulnerability in one of enterprises in the chain increases. However, it was found that Japanese enterprises couldn’t apply
effective approach to control such risks, by analysis of questionnaire survey and disclosure information of listed enterprises.
Based on the result of survey of present risk management methodology from the other aspects, such as chemical materials,
human rights, so on, as well as information security, it is proposed that the framework to manage information risk in the supply
chain, in consideration about governance and characteristics of the supply chain. Solution to use cloud computing or international
standards will be effective in the situation where risk is changing.
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