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Detection of obfuscated JavaScript malware
using Mahalanobis-distance

TAKAMORI KENTARO! IWAMOTO MAI? OSHIMA SHUNSUKE? NAKASHIMA TAKUO*

Abstract: Increasing of JavaScripts of malware requires the automatic detection system for malware in these days.
Our research takes note of the occurrence probability both of obfuscated JavaScript malware and other JavaScript and
state transition of first order Markov source. As the results of pre-experiments, statistical significance was found. We
propose the detection method using Mahalanobis-distance with the probability variables of the rate of the number of
upper Nth of appearance probability of characters and the probability variables of state transition of first order Markov
source. As the results of experiments, the method of Mahalanobis distance with two probability variables was found
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the effectiveness method compared to the method using single probability.

Keywords: obfuscated JavaScript malware, Mahalanobis distance, Markov information source
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