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Abstract: This paper proposes a novel routing protocol called neighbor-disjoint routing protocol in wireless
multihop networks for secret sharing communication where data messages are transmitted along multiple
wireless multihop transmission routes. Here, all wireless nodes including wiretapping wireless nodes receive
data messages transmitted along at most one transmission route, i.e., they never receive data messages
transmitted along multiple transmission routes. This is realized by the proposed protocol which ensures that
there are no or less wireless nodes whose locations are included in wireless transmission ranges of intermediate
wireless nodes included in different wireless multihop transmisison routes. In order to assure this security
property, it is assumed that there are no wiretapping wireless nodes around the source and the destination
wireless nodes since multiple wireless transmission routes are neighboring. Simulation experiments show that
availability of neighbor-disjoint two routes is 90% over in cases that each nodes has averagely 9.6 neighbor
nodes. In addition, the ratio of areas where a node can receive data messages along multiple routes is only
about 0.5%.
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