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Group Oriented Hierarchical Access Control System

YUKI NAKAMORIt and HIROSHI NAGASE?

The hierarchical access control using the BLP (Bell and LaPadula) model is known as ef-
fective technique of the mandatory access control in a file system. Since this access control
restricts information flow to one-way from low level to high level, the system of high confi-
dentiality can be built. Moreover, SLA (Security Level Assihnment) algorithm is prepared
in order to determine the hierarchical level information for many files. The access control
design based on the BLP model operates only in a single computer with hierarchical access
right. Therefore, use in the real world is not considered where the plural groups with hier-
archical access rights cooperate or conflict, that is equivalent to plural BLP models. This
paper proposes the hierarchical access control technique when the group exisit. An algorithm
which extends the existing SLA algorithm is proposed to correspond to increasing demands
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of dynamic group formation issued in network community.
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Fig.1 The principle of hierarchical access control.
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Fig.2 Basic model of entity and access demand.
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Fig.3 Integrated demand graph.
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Fig.4 Integrated demand graph with entity number.
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Table 1 Mutual confidentiality demand table.
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Fig.5 Integrated requirement graph after label
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Table 2 Plural label table.
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Table 3 Mutual confidentiality demand table with label.
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Table 4 Mutual confidentiality demand table after
deciding the group.
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Table 5 Plural label table after deciding the group.
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Fig.6 Integrated demand graph after level assignment.
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Fig.7 Setting of the access between groups.
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Fig.8 Confirmation of setting by arrival matrix.
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Fig.9 Basic model of inconsistent demand.
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Fig.10 An example of demand including inconsistency.

gobobooobooooooooocoooooboooo
gooOooooobo200000000010000
gobooooooooooooboobooooooo 10
0000000ooO0o00oooO0o0O SLAOOoOO
gooooooooooooobooo
gboboobooooooobo9nboUooooOoD
go0ooo0oooo0ooo0ooAOOODOODOOO
BOODOOOOOOOOOOOOOOOOOOOOO
0o000oo0oo0ooo0ooAOOOOOOOOBO
goboooooooboobooooobooobobooooo
goooooooo
ooboboooooooooooobooooooooon
goooooooooboooobooooooooboooo
gobooOoooooooooobooooooooboooo
00000oooooooooooooooooooo
goboooooooooboobobooobooboooo
goboodobooilooooooooooooood
(G24)0000D00O0ODOU0OO0OOODO0OOOOO
gboboobooboooooocOooooobooooonon
gobooooobooooboooobobooo2000
gooooooooooooooocoooooboooo
gobooOooooooooooboooooooboooo
gbooooooboooooboo
gooobooooooobooooooobooobo
gobooooooooboobooooooooooobooo
goooooooooooboooboooooobooboo
0000000000Y0000000000000
gbobooobooooooooooooooooood
gboooooboooooooboobooobobooooooon
booooobooooobooooobooooooDo
goboooooouoooboocboOoooooobooo
gbooobooOoooooobooooooboOooooo
(G24)0000000O0U0OLOU0ODOUODDOUODOOD
goooooooooboooooooooobonbo
goooooooobooooobooooooonoo



Vol. 47 No. 6

ooooooboooooobocooooooooo
obooboooooooooooobooooooooo
00000000000 SLAO0OOoOOoOoOooo
goooobooooooboooooboooooooon
goooobooobooooooobooooooobooon
goobooboboobobooboooboob 20000
gooooooooooooooooooboooooo
gobooooboooooocoooooooo
goboooobooooooooooooooooon
gooobobooooooobooboooooooooon
goooobooooooooooooooooooo
goooocoobooooo20000000000A0
goooboooooooooooooboooboonoooo
ooobooooboooobooooooooooooon
6.2 ODOOOOOOOOO
goooooboooooooobooboobo 30000
ooo
e JOOODODO

— bboooooooooooooboooooo

goood

e JOOODODO

— 0ooobooooboocoooao
e JOOOODOOODONO

— 0ooooooooooooo
@doooooo
goooboooooooboooboobooooooo
gooobobooooooooooboooooooo
000SLAOOODODO00O00O0000000000
goooooboooooogo
SLAOO0OO0O00O0O0O0Ooooooooooo
gooooobooooooooobocoooooooo
goooooooooooooooocooooooo
0000000000000 O0SLAOO0OOOOO
goooboooooooobobooooooobooo
goooooooooooooooooob 1000
goooboobooboooooooooboobooooooo
goooboooooooooobooooooooo
goooooooooooooooobooooooon
gobood
gobooboooooooobooboooooobooobooon
oooooOooouoobooooooooooOooooo
gobooooooooooooobobooooooo
gooooobooooooooobooooooooo
gooooooobooooooooboooooooo
gooooooooooooobooooboooooo
gooobooooooobooooobooboooooo

goooooooooooooooooo 1927

gobooobooOooooooooooOoooooboooo
gobobobooooooooooooooboboooooo
goboooooooooobooocoOooooooboo
gooooo
ddddddoooooooooooooooooo
goooooboooooboooooooooooon
@oooooao
goobooooooooboooooooooooo
gbooooobooodoboooooooooooog
gboboooooobobboobodoboooooobooooog
gboooooboooooocoooo
gooobooooooooooobocooooooo
goboooooooooboobobooooobooboo
goboooooooooboooboobooooooboooo
ooo
gobooooooooooooooooobooon
00o0ooooooooooooooooooooooo
gboboooooooooboooooooooobood
gobooooooooboooooooooooooa
goood
@Uoooooooon
goooooooooooocoooooooboooo
goooooooooboocoooon
gooboooooooooooobooooooo
gboboooooooooooocoooooooboooo
gobooooooobooooboOooooooboonoo
goooobooooooooboooooooDbonoo
gbooobooooooooooooooboooood
gobooooooooboooooooooooooa
gbobooooooooooooooouooooboooo
OOoSLAOO0OO0OOOOoOoU0oOooooooooo
gobooooooooooooobocOoooooboooo
goboooooooooboooooooooooboooo
goboooooooooobooooooooooo
gobooooooboooooooobooooooboo
goooooooooooooooobooDbooo
gooooobooooooooobobooooooooo
gooooboboooooboooobbooooooooo
goooboooooooboooboooooooood
gobooooOoocoooOooooobooooooobo
goboooooooobooobooboOouoooobooo
goboooooocooooooboooooooboooo
goooooooobooboooooooboooboooo
gooooood
obooooooooooboooobobooobooo
goboooooobooooboooooooobooboo



1928 goooooooo

goooboooboobobooboobooooobboo
gooobooboboooboooboobooobooboo
oboboboboobooo
gboooobooooboobooboobooooobooo
gooobobooooobooboooooooboo
gooooboobooobooboo110pooboobooo
goooooooboooboooooooooboooobog
goooboobooboobooboooooboo
goooobooboooboobooobooobog
6.3 ODO0OOO0OOO0OOOooO
gooooboboooooobobboooooobooboo
ooo

e JI0O0IODOODOODOO

e JIOUOODOODLOODODO

e NODOODO

e JI0UIDOOODODOOODODO

e JOOODOODODO

gbooobo nObO0D000 e00b0O0DOODOO
gbobobo
goboooooobooobooobobooobo
gboooooobobooobooooboboon
O00000oU00o0o0oooUooooouoon) O
oogd
O00D00O00oOooOOoOooooSLAOOO0oOoOon
OO0000o0oOSLAO0DOOCOOOOOoOOOoooog
gooobobooooboobooooobobooog
000000000000 O(n+e) 0000
gbooboobooobobooobooboobooo
goooboobooboobobooooboobobooo
gbooboooboobbooboooboooooboo
goooboobooooboobooboooooboo
0000000 1000000 O(ni+e) 0000
00000000000000((ny+ns+---+nk)+
(e1+e2+---4e) 0000n +ng+ -+ ng
000000 O0bo0b xboooooo oobog
e1tex+---+e 0000000O00O00OO0OODOOOO
00 O(n+e) 00000000
goooooboooobobooboboo
OOoSLAO0O000OOOOoOdOooooooooood
O(n+e) 0000
gbooboobooooboobooboooooooo
gooobooboobooobboooboooooboo
g O(m4)DDDDDDDDmDDDDDDDDDD
oboooooboooobbboobooobooboo
gooboboobooboooobooboooooboboog
goooboooboobooboooooboooboag

June 2006

06 OD0O0O0O0DOO0OO0OO0OOOOOOO

Table 6 Simulation result of required calculating time.

ooooooo oooo ooooo oooooooo
ooo ooo oooooooo
100 0.018 7 0.000017
500 0.073 16 0.000051
1,000 0.257 25 0.000113

poboooobouobonObOoobOobOobOO
goooooobobooboobuooboboboo
goobobobbobobooboboboboboo
0000000000000 nO0OO0O0O mOOobOO
JjooDo0o0o0O0o0o0o0obO0oO0oDbOD 64000 60
oooo

000000000000000o0oo0o0g O(nte)
oooooooo

6.4 0000

000000bOO0o0obOoooobooobooooo
goooobobobbobobobuoobooboo
poboobobooboobooboboboboo
goooo0d0o0o0o0o0obO0oOooooo I BMOOOO
000000 Intellistationd CPU: Intel Pentium 4
3.40 GHzO O Red Hat Enterprise Linux 30000
Jooooooooobo coooooooooooon
OO0000O00bOoboOoooog 100050001,0000
Oo0o0ooob0bOOobOOobOOobOOobooboobooboo

n 0000000000000 00DO00O00DOO0OO
Oo0DO0o00oO0bObO00obOO0O0oOOoooOOoooooobo
goooobooboobooboboboboboo
m 0000000000000 00bOObOOoOooOOoo
OgOoboooobooo3obooboooboboooboono
OoodeUdb0O0ODbO0ODbOOODbODbODDODOO
goo0oboooobooobooooo

00 »OD0DO0000O0OOODODODOOODODOOOO
0oooo0ooboOo0 mUOOOODOODOOODODO
O0o000Oo0oO0oO0bObOOoOoO0oboObOOoOoOoobobooon

O06e00000000DODOODO 63000DODO0O
O0DO000O000OO00bOOoOobOooDbOOobDOooOono
goboobooobobbobobobuoobooboo
oooooOooooooooooooog o) O
o0ooooUooooo(rh)ooNPOOODOOON
goooobooobooboobobooboobooo
O0OnUO ed00OO00O0OO0OODOODOODODOOO
oooooag

gooo0ooboOoobooboboooboooooo
Ooo0o0o0OO0 mO0OOOOODODOOODODOOO
O0DO00O0OO0O0ODOOoO0ODooDOoOobOobooooOono



Vol. 47 No. 6

011 00000
Fig.11 Special case.
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Fig.12 State after deciding the group.
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