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A Study of a Seamless User Authentication Protocol
on Wireless LAN Systems

MIRANG PARK," NAONOBU OKAZAKItt and YOSHIMASA BABAf®

Rapid deployment of wireless technology has led to rapid growth of high-speed wireless LAN
(WLAN). For constructing a ubiquitous network, the high-speed WLAN attracts attention as
an infrastructure for global access. However, some issues are impeding further adoption of the
technology, in particular, security problems including user authentication, message compro-
mising, connection hijacking and handoff problems of moving users. In this paper, we discuss
a seamless user authentication method of mobile terminals in WLAN. To achieve a fast IP
layer handoff between Access Points (APs) and mobile terminals and sharing of a session key
between users, we propose a seamless pre-authentication and key distribution protocol based
on cached Pre-Shared Keys and FMIPv6 messages.
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Fig.7 Seamless user authentication protocol in inter-ISP
hand-off.
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