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A Report on International Conference NDSS2014

Hiroaki ANADA'!'  Koichi MOURI™  Akira YAMADA™

NDSS (Network and Distributed System Security Symposium) is a top conference on the security of those areas, which is held at
San Diego every year. Authors attended NDSS2014 that was held in February 2014.The conference, as well as SENT (Security of
Emerging Networking Technologies) workshop, had a tendency that there were about 30 percent (20 presentations) which were
related to cyber-attacks and about 20 percent (14 presentations) which were related to mobile security, in 63 presentations in total
including 8 in SENT. In this paper, we report abstracts about content of presentations on cyber-attacks and mobile security, and
on topics to which we listened with interest.
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2. NDSS2014 #i=
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2.1 BHED—YavT
NDSS2014 (25632 H, 2 A 23 H (H) #HICEY U—7
vavIRHEShL. AEIFIKROZSTHD.
® Security of Emerging Networking Technologies (SENT)
® Usable Security (USEC 2014)
SENT (2 OWTIFEE L3 HF L7z,

2.2 NDSS2014 OEEER, 7Vt T MER, BmEY,
Session #§RL & ERDIEM
NDSS2014 (2 H 24 B (H) 72526 H (k) © 3 Hf
WCE-> THfgs i (K 3).
22,1 XA
EE RO H 2 & TRESRT
Steering Group
® Thomas Hutton, San Diego Supercomputer Center
(Co-Chair)
Lynn St.Amour, Internet Society (Co-Chair)
Lujo Bauer, Carnegie Mellon University
Kevin Craemer, Internet Society

Deb Frincke, National Security Agency

Yongdae Kim, Korea Advanced Institute of Science and
Technology

Engin Kirda, Northeastern University

Tadayoshi (Yoshi) Kohno, University of Washington

David Molnar, Microsoft Research

Clifford Neuman, University of Southern California

Paul Syverson, Naval Research Lab

Doug Szajda, University of Richmond

Giovanni Vigna, University of California Santa Barbara
® Helen Wang, Microsoft Research
General Chair & Local Arrangements Chair
® Thomas Hutton, San Diego Supercomputer Center
Program Chair
® Lujo Bauer, Carnegie Mellon University
Publications Chair & Historian
® David Balenson, SRI International
Publicity Chair & Conference Coordinator

® Kevin Craemer, Internet Society
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2k, BAMNSLOBIAE L, NICT, KDDI, & Li@hf, 7
MERT, ALREREmBI PRI R FBRREN & 21 4B
STV, AREELAEDE A THoT.
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2.3 Session #A & REDIAM

NDSS2014 @ Session k2 FLllnR 7.
Keynote Speech
Session 1: Network Security
Session 2: Software and System Security
Session 3: Security of Mobile Devices |
Session 4: Web Security
Session 5: Privacy
Session 6: Authentication and Identity I
Session 7: Crypto I
Session §: Authentication and Identity 11

Session 9: New Applications, Attacks, and Security
Economics

® Session 10: Security of Mobile Devices 11

® Session 11: Malware

® Session 12: Crypto II

FEOMmE LT, & 63 DR LT, T 1 VbR
R 148 THY, 20%58 & £ 0 o7, £ 72 Mobile Devices
Dy varB oo TV, ZhIEZ ZHED,
PC D LENA MR A~D YT N (A~w— T3, T
v MR, F) XL TWAEEZXOLND. £, A
N—PER 20 THY, 3ERETH-7Z. 4Dt Y=
> (SENT2014 %% 2, NDSS2014 28 12) ®HIZiX Network
Security & 8 Malware 7¢ &, A N—IRE (2@ BART 5
tyva BRI TV,
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3. Presentation

AHEITIE, FEOPHHELERERONI LHIFZ R,
ZOBME LTk E s T 5.

SENT2014

“Cellpot: A Concept for Next Generation Cellular”, R.

Borgaonkar, S. Liebergeld, M. Lange

(Telekom Innovation Laboratories & TU Berlin)

NE=—R Y MIEBERRE(DoS WH)RNRIET 7 & 2%

DIEREZINET DA, T xHE kL
(Cellular Network) (Z2W T HBA% LAIH & DR TH

Sl BT — X BEOME %% &7 Quality-of-Service

Attack Fx2 70 v 7T HMKREBRFTFLIZEDZ L THS.

ERUTHEMEE N EE LA R LB ZD.
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Keynote

“Hacking the Human: The Science of Human Pentesting
Perfected”, C. Hadnagy (Social-Engineer, Inc.)

V=N TV=T VT OFEEDFX— ) — A —F
Tholz. AC—NZXY =¥ N2 Y=7 ) 7T
28X VT A BW-FMEACRETRELIZAMTHS.
EBRCY =y N V=T ) T RERTH D Z LA
HTHDN, ZNEFWENOOT 7a—F (FEHEHE X
VL BEZERI S HT) B OV BRI L 0 b TR Z = LT,
== RTVEVNETH .

Session 1: Network Security

“CyberProbe: Towards Internet-Scale Active Detection of
Malicious Servers”, A. Nappa”, Z. Xu®, M. Z. Rafique”, J.
Caballero®, G. Gu®

( a): IMDEA Software Institute, b): Universidad Politecnica de
Madrid, c¢): SUCCESS Lab. Texas A&M University)

53 P DoS BB (DDoS BB 2 A L#NT D EE H 5 I — 1 %,

2014 Information Processing Society of Japan

Vol.2014-CSEC-65 No.29

Vol.2014-I0T-25 No.29

2014/5/23

WBAZ T HHNCHEBIICELEET2RETH o 7=,

“probe” EMEIEN D/ NTy NETr—R¥ ¥y A ML, H—

NORE%E LD FET, C&C H—,3 exploit —/3, web
front-ends, redirect h— NZFE A KD LT 5.

“Amplification Hell: Revisiting Network Protocols for DDoS
Abuse”, C. Rossow

(VU University Amsterdam, Ruhr University Bochum)

ARFZE T, RDDoS (Reflective Distributed Denial of Service)
Zx T BB BUT OV T, UDP ICES< 7' b 2L & HE g
WAL T, BENICHBEEZA57 e ha L zrL T
W, MBEOT e Ak, @BEOVP—ERICEELT,
P2P ¥ —E X F—Lh-Ry FMalbaiEh Tz, K,
D7 EIE A MR L TR E R RICA 2 5 Amplification
BIZOWTHMA L, WBIZEHSALIEELRHZ 7 1 |k
aVE 14 FEELER L. HEIERIE, NTP(Network Time
Protocol)®D 4,670 (ER I K TH 7=, IHIZEE ST, BH
="~ DfnEbhE, BIORy NV —7DEEBLV
KENZ K-> T, BHINDFREMED & DA A~ ORFIEZ H#E
ELTWe., KEROEANZYZ 77 F7 L7 23 &K
400Gbps D NTP (2 £ % DDoS B A BIHl L7 & 3£ L T
7ele®, FEICKRH A/ EERThH T,

Session 2: Software and System Security

“ROPecker: A Generic and Practical Approach For Defending
Against ROP Attacks”, Y. Cheng?, Z. Zhou”, M. Yu®, X. Ding” ,
R. H. Deng?

( a): Singapore Management University, b): Carnegie Mellon
University)

Return-Oriented Programming (ROP) & IRiEN 2 FiEE,
BbHDa— FeBBAGOFERICEY AL Z &<, H
HIDWUHZ RS D2HEFETHD. ZOWBEHET~
<, DROP, ROPDefender, ROPGuard 72 £ D FENHREE X
hTnd, Lal, WIhoBEbRicy —Aa— R
WHETHo720, XA FVEERIBMLETHT720, &
=Ry RRRENWREOMERH -7, KR TRES
TV % ROPecker I, x86 X— A D7 1t v HC#E# S
TU % Last Branch Record (LBR) & FRIEIL D, 47l % Foék
T OMRBATER L, FEITRICETREY m— 2508k LD,
ROP R A DEIE (WP =y FEMTND /NS a— R O
FEITOHEE) 2HHTA2HD0THSD. Linux (278 h¥ A
TaEIEL, T OB EHERICOWTOFMEA R I T
W5, AT, ROPIRMBBREINTNDLZLITHHA
ATH S5, LBR OMEMFI L L THBILZR.
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Session 5: Privacy
“The Sniper Attack: Anonymously Deanonymizing and
Disabling the Tor Network”, R. Jansen”, F. Tschorsch?, A
Johnson”, B. Scheuermann®
(a): U.S. Naval Research Laboratory, Washington, DC,

b): Humboldt University of Berlin)
TCP/IP (2331} D Rk ik DEA L 2RI 5720 D TOR
(The Onion Router) (ZER L7, EAMEZEDOE XA
7 DoS WL, ZTDOMBORETH -7, TORIZHON T
DS THHBFENERINL TR, AL
TOR O7' 1 hailEiF 5 A€ ) OEMGIECH 24T
TEPFEECHD. AEY OBERRFEHRAEZHEIZE TR
FU~YF =V YR TOR A% kill +5 K H2#FHES 5.
FERE L TBEREIALNIRD.

Session 7: Crypto I
“Decentralized Anonymous Credentials”, C Garman,
M. Green, 1. Miers
(The Johns Hopkins University, Baltimore)
Decentralized 72fRFAEDOHFAAE BT HETEHE L AT A

ZRE LI 5 2R A 2 R L 2R TH - 72 (K 5).

f5il & L T Bitcoin # %4 & 9 %. Anonymous Credential 13,
FHEH 1980 FREFTICHPASNTZT T4 v FEL DG
AL TRESNEZLOTHD.Z0, B OFAFEK CIX

traditional 72 EEHICETH 7Y I 7 4 UA, T2 3, 4
1TV @ decentralized b Ol & f{l&9 5 Z & T, Bitcoin &
LoigERE <, KEMNICIRVBZ DL 1ZhoTnd e
DR HEFF- 7=,

Anonymou‘rCredenrl‘ils

Related to our electronic cash proposal
[MGGR13]

5 %2 HDOHREND (Decent. Anonym. Cred.)

Session 8: Authentication and Identity II

“Authentication Using Pulse-Response Biometrics”, K.B.

Rasmussen®, M. Roeschlin®, I. Martinovic”, G. Tsudik®

(‘a): University of California, Irvine, b): University of Oxford)

ARWFZETIE, B RAERRIESFRE LT, AMEDOREIC ’fE
WEREZEMAT- & EDEEMMAT 2 FRERE
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a— RIZKHFFEOMIMANCRIAT 2 Z &0, munWZatk
DROHND VAT LDF—R— KO ANRFIZEFEIIZER
AT DL AMEL TV, BRIEEDISEIC L 2 EKR
FETTHE, ABICH L CHMEBRRERBERE AV, 0.1mA,
100nsec) =Mz 7= & &, EAICEHBEOKIGEZRT Z & &G
ALTWS. mXHOERTIE, HHRT—¥Ey Moxt
LT 100%DFEEEZRLTERY, FEM%OBRERICE T
T8UNDREAER L TWVD. Frs LTiE, fEkizn
HUWAERRGEAIER L TWAELE, PIN: NXATU— KD
£ 0 At OBEFRRAE S R ESRIL T 5720 :ﬂ%?%éﬁ%
ANt EZOND. IEL, BOERM%OFERRIC
mf%ﬁﬁ?ﬁofwé_a%,mm-@g-&%@hm
LWV o TBREEA RIS KT D EMEMENRE L 2V 25 Th D.

K6 H2HDOFA by arhnd (Bitcoin BE)

Session 10: Security of Mobile Devices 11
“AppSealer: Automatic Generation of Vulnerability -Specific
Patches for Preventing Component Hijacking Attacks in
Android Applications”, Mu Zhang
(Syracuse University)
Android 7 7Y r—3 3 »IZ1%, Component Hijacking & I
IENDMEFIHERIA R SN TWD . T s N ITFI
Maens &, EFHRCALEFHRL O VT 4T T =X
DIFRRLULEANCORPRD ZLPRHMOLNTND. 2D XD
RMEFRET D HAABEIEESN D RETH L3, Hx DORfFH
PZFER LNy FEAERT 2 OITREINA 025, 72, B
FHEDPWEIFVESDOKISITIEN TV D EIXR LWz, B
%%Eﬁmﬁé@mﬁiwfﬁ&m.é%t,%ﬁﬁ%f
%%%ﬁ’iof%%ﬁﬂT“ﬁ%%ﬁbfwkﬁw
REMEZ A D 2 2 LR SRR L. 2ok )
&%% 5, EREEENT L BT 2SR T, BET
BIER Yy FAERKET DU AT A AppSealer R L T 5.
AppSealer 1%, ¥ —Z =2 — RO\ Android 77V 7 —3 =
TR L TH RNy FEERTDHZLRART, Ny Foh
A RXZNESMR, RNy FITLDA— "~y FEMb Iz
T2 EVo M EzR LTS, EREL TR
AppSealer % Java T 16,000 {TRE CEBHIN TN D. Eﬂﬂﬁ
TiL, 16 OEEDREFTEICHISAEETH S Z L 2R LT
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L. NyFOYARZIT TV r—varD)—Aa—R0D
15S9%FEICHIZ BN TWND . F—r3y R 2%RE I/
S>TW5. Android 77V 7 — a3 LIZBWT, RNy FH
AR A RS TN DA TEHAL.

Session 11: Malware

“Nazca: Detecting Malware Distribution in Large-Scale
Networks”, L. Invernizzi®, S. Miskovic?, R. Torres”, S. Saha®,

S.-J. Lee”, M. Mellia®, Giovanni Vigna®, C. Kruegel®

( a): UC Santa Barbara, b): Narus, Inc. c¢): Politecnico di
Torino)

DDoS WEIZHWNT, vV T =T RPCICF UV ra—REi
57 x—RZERL, ZOBERGEMIT UL 25k
DEFThHole. A F =Xy FP—EAT B, FDX
D 7R KRB 1R 78 Hi ok 5 F3EFH TR SRR 72 15T, DDoS
KBz TRIHKD L D122 5.

“Persistent Data-only Malware: Function Hooks without Code”,
S. Vogl, J. Pfoh, T. Kittel, C. Eckert

(Technische Universitidt Miinchen)

WRO=NT =T MhbarCa—Z e TohiRi#EKES LT
1L, tripwire, EX 27 7 — N, ATV TEDORZ v 7 {FFE,
t—7 1R, WOX, 7 FVRAZEMDT ¥ 2Mbi 8 s
5. —HT, WELEH I, A% v 7 EO shell code £
TOEDITTa s T Nhy s 2 e flEd 2 FER,
Return-Oriented Program(ROP)?D L 9 72 ME7 & — 7 exploit
b 5. ROPIE, 70T ha— FaekhiaxFIchlii>
v — % BET 5 72 % data-only exploit & & = i1, HLEEHIHT
LW Bk ofREMEZFBELCLES. LarL, data-only
exploit [ZFEITa— REFZRLVDO T, KEMIZEE Lk
DT EIFELW. KB EOTEE LT, EEe T
VI T DN TINVRFTIETH LA, EoL T
BWEA 9. KEwX T, KEERI72 data-only /L7 =7
73, rootkit D TEILTE HFEMEZRL TND. ZO LD
72, FIEPFETDILETRE TVDHATHRE THD. F
7o, ABOWENRICGENTHD.

“Neural Signatures of User-Centered Security: An fMRI Study
of Phishing, and Malware Warnings”, A. Neupane, N. Saxena,
K. Kuruvilla, M. Georgescu, R. Kana

(University of Alabama at Birmingham)

AT, 2—FhLEF=2 VT OEBHELE LT,
X2V T 4Bl EERE L MIEEOMBKRE
fMRI(functional Magnetic Resonance Imaging)
EEAFALTHEL T\, 3 SOWMXEZEREO—
DOTHDH. WHEIIX LT, IMRIEEOHT, 74 v
THA RERZTHZ LX) T A BENLIEREH
HED ENH 2O EEEMSE TV, LT, £h
ZTNORBICBIT 2MOEHZREST 22 LIk T, %
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EROITEN L IXNOIEENOBR A A L. REO/KE, X
2 VT T AEOBICE, BERRE - B - 584
WL D MOTRBNERITE /2. e LTI, #Fge e
L TRERRE D ZWNE D00, EESEIZBWNTHIH SN
TW2 fMRI 28X =2 U7 ¢ OWFFEIZEH L TV 280855
flic& s, 4%, 2—VFHLOEX=2U T OFFERICEBN
T, 60T - EFSBICRT 2RI Al
b EBbhs.

X 7 a—t—7 LA 7 DOETF

Session 12: Crypto II

“Efficient Private File Retrieval by Combining ORAM and PIR”,
T. Mayberry, E.-O. Blass, A.H. Chan

(Northeastern University, Boston)

FIFZETIE, TI7A4 N —ZEBE LI FERIFCRE N T,
AREREIZ X 5 Shi 512 X % ORAM(Oblivious RAM) & fiE 3k D
PIR(Privacy Information Retrieval)& #lA &b 5 Z &12 &
ST, hFah#ET 5 Path-PIR &9 FRAZE L Tz
SCEIRIEN T2 3 DOIFERDOND 1| 5 Th 5. ORAM I,
Y= MANCER SN DFEE AP NES VR, 7747 b
WEMMNCT = X—=2A K4 ¥ 7 m— F LU TR
DRENRD 7. —JF, PIR %, MFEHKEIC X - THELE
INdied, 7)) TLICY— AN ETT —F =2 2R(C
xt U CHEE AT ) LEN B 72, Path-PIR [, PIR 17—
H = A DEFED RN S WIGEICRN R L &,
AHEEIZ LD ORAM PNEZRFAHIRTE LT L 2FHL
THNEMREREFEBR L W, 774N —%2BE L1
THHRESL, HEERNEINIEET 27 7 U FRIENFERE
FTOHBECEW R ICHERNET —~Th Y, EkiE
ICHRTEWEHREZR O - logn2 N)EZEHLTWHZ L
NEHTES.



& OB AT E Vo0l.2014-CSEC-65 No.29

. 1.2014-10T-2 2
IPSJ SIG Technical Report Vol.201410 2051}1\;(5)/22

t £ pY

NDSS2014Web -1 b :

http://www.internetsociety.org/events/ndss-symposium-2014

et

X8 HEIHOZUT 47 ONE RETFULR)

4. ¥R TIU

NDSS Iy hT =27 RS AT LEX 2 VT 41
DWTHREMRD Ny 7 LB 4 INE T 5 DI it 77 [E B
EHETHD. £2, BMBEOZES CKE, BN, 77
2 D, K axrsvaEVCLEAERTHS. &
El> NDSS2014 T, A Ftviar (¥ 6) 13150 4%
DBEMTEY BBV, Fla—v—7 LA 7 TIEIEHEEE
ANDFEFBENZ - THLHADETORNEER LD Z &0
TE (K 7). BE, VANRN—HBPA~Y— M7 4, B
FLEWol Y ZIZOWTERARH - RiE T2 &0
Hisk 7=,

2B, REIOBMEARIZ 201542 A8 AL 11 HTH
L ENRKBICT I REanz (1K 8). HAFIXFELY
vF4zaThHD (X 9).
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