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Evaluation of Drive-by-Download attack prediction using Naive Bayes

TakASHI ApAcHI! KazumMasa OMOTE!

Abstract: Recenty, a damage by drive-by-download attacks is increasing, in which after the user browses a
compromised website, a malware is automatically downloaded into her/his computer using exploited vulner-
abilities. Although there are several countermeasures against drive-by-download attacks, effective one does
not have been proposed so far. In this paper, we focus on attack prediciton using exploited vulnerability
group. Exploited vulnerabilities can be partially related, hence we classify vulnerabilities into same group
by similary charactersitics and predict attacks from such vulnerability groups. To the best of our knowlege,
our proposed method is the first one to predict attacks using such grouping method. We use two kinds of
machine learning algorithms, K-means++ for grouping vulnerabilities and Naive Bayes for prediting attacks.
The accuracy of prediction are improved from the results of our evaluation. We use D3M dataset from 2010
to 2013.
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£ 1 CVE-2009-0927

Factor FTA
Score 10.0
AccessVector NETWORK
AccessComplexity LOW
Authentication NONE
Confidentiality NONE
Integrity COMPLETE
Availability COMPLETE
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Factor b 5 58k B
Score 0.0-10.0 B
AccessVector Local, AdjacentNetwork, Network BOETLX 5
AccessComplexity High, Medium, Low WS DM X
Authentication Multiple, Single, None WO D FRAEE A
Confidentiality None, Partial, Complete FEE A~ D R
Integrity None, Partial, Complete TRV DHE
Availability None, Patrial, Complete A AMEANDRE
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BEOT—RIFBEALED

20060003 51 NETWORK HIGH 58
20063730 9.3 NETWORK | MEDIUM 9
20090927 10.0 NETWORK Low %
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728 TR B DY, FRKEN TR Z720, SHEIM
AEDEEEZERLIRO.
E1BRBEOEE TN I XL ROFOETELOH %
Algorithml & 1 IZFNEFNRT. &I, 7T AR
(ClusterCardinalNumber) * K-means+-+%(Z THEHAT 5
#HHE (ClusterInit) Z#D 5. KIZ, ZIV—E VT
BEORWIEFFMEFRAIER % R % (ExceptCVEID) L, &4
OHfFHENEH I N B % T — X128 (AddDetec-
tionCardinalNumber) 9 %. 57— X%, EBHEERI? T
FlDFz, TVITVZXLZHEHT I ENTE RV, £
2T, XTH%EMEIZEE (StringTolnteger) 3 5. %L
T, BT -2 75 AKX, #IHMEZ K-means++
(KmeansEx) 12518 & UTE 2 5. MasMEEHRIZE £ D0
TENENDT—ABED T FTARIZEST 20 EIREL,
H—2 7 ARIZBELTWSEODUME %2 RO &
BB, ZDd, HHE L TEL2DHEELET S0 7 X
X %% (CVEID.ClusterOrdinalNumber) %55 Z & 23T
5.

Algorithm 1 Grouping

Input: CVEInformationList

Output: CVEID.ClusterOrdinalNumber
ClusterCardinal Number < 10, ClusterInit < 1
Cluster Data < ExceptCVEID(CV EIn formationList)
Cluster Data < AddDetectionCardinalNumber(Cluster Data)
Cluster Data <= StringTolnteger(Cluster Data)
CV EID.ClusterOrdinal Number <

KmeansEx(Cluster Data, Cluster Cardinal Number, ClusterInit)

return (CVEID.ClusterOrdinal Number)

5.2.2 55 2 KR

TN—¥ 7 UkiR &% % D URL QTR 5%
Br—X2EHERL, A —TRAA2WEHALTERE24T
5. FETF—REE, FA—TRAATHETFHET IV
EHETLLDODDOT—RTHY, WELYyYa Bimk
TIARKn, YIVT T XU ra—RNOEHEEMNL -
mx (n+1) 55, 7T XLKOETHERD
#% Algorithm?2 & X 2 IZZNZNRT.

K-means+-+i&IZ &> TEH U &4 fiEtED 7 5 2 &
%5 (CVEID.ClusterOrdinalNumber) & 4% ® URL
DFENTAER (AnalysisResultOfURL) ZHW5. & 55
MENEHINZIGEIZE, TUWDRET 27 7 AXDNf
SENERI N L, ZOERET —XITE#BT 5. 72
ZU, SEIEFRNVX—AETIVEHANTWSZH, 1 DD
WEBIZTHALZ 7 AXOfgMHEREHRS Nz LTS 2
FEAHINZE WS ERIZZEET I eATERNI
WCHEMT 5. ZULT, &IV =7 Z Y o —
REInzzm& 5 haRT 2 HEIEREFE T — 2IEMNT
5. Zhx4TO URL OffFFERICT LTV, 28T —
& (DataForNaiveBayes) Z{E$ 5.
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& 3 ik U A Ras g mo 6l

CVEID Score | AccessVector | AccessComplexity | Authentication | Confidentiality Integrity Availability Num
20060003 5.1 NETWORK HIGH NONE PARTIAL PARTIAL PARTIAL 58
20063730 9.3 NETWORK MEDIUM NONE COMPLETE | COMPLETE | COMPLETE 9
20090927 10.0 NETWORK LOW NONE COMPLETE COMPLETE | COMPLETE 96

Algorithm 2 Making Learning Data
Input: CVEID.ClusterOrdinalNumber,
AnalysisResultOfURL

Output: DataForNaiveBayes
for CVEID in AnalysisResultO fURL.ExploitedCV E do
if CVEID.ClusterOrdinal Number not Used then
DataForNaiveBayes < true
else
DataForNaiveBayes < false
end if
end for
return (DataForNaiveBayes)

53 FR7z—X

52HCEHB LUZETNVIIRL, TAMNT—XZEMAL
TEBIZKEFHZITS. FHRRIE, Vo T7XY Y
O— RPEE DR EERVIERD 2 DOONERE LT
ohd. UL, FHIERMMEWEAICIZZOREOER
DR N EX S5NE 720, HD—TDORMEREDOMERIX
RV ZTORT A= KRR ISRNET 5.
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6.3 MEREFTIM

PEREREANIZ 1X, D3M T — & & v hd 2012 4 & 2013 4
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FNR, FPR, Accuracy ® 5 2% H\5.

TPR (True Positive Rate) I, ¥l w 7 XU >a—
RWFETLEFHIL, EBRIZX T o— RPHEL -
EThH5. 72, TNR (True Negative Rate) &<V 7 =
TR a—RKBRFEELRVEFHIL, EBIZZY v o—
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RORFE L o ERERT. vz T7Xyva—NR
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6.4 FIE
6.4.1 FEH(E

Waggih i, Wepawet 12 & > THIE T 548, duzidpEssid:
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T/, TN—Y T RITDIODIZBE L B HETHER R
% NVD X b i Zf7->THK.
6.4.2 23

5.2.1 HiCFLIRDHE 1 BB I L b feggto 2L —
Yy 7 EITWV, 522 Ml TRl L7258 2 BB O FHE Iz &
D, FA =T R4 XE2HHT2-dDT—X%2ELKT S,
IN—Er 7T, FEROBENRDEN 727 T A
ZE10 T D, TUTC, FA—TRAX2HEHL, HE
FHIET NV ZHET 5.
6.4.3 Tl

6.4.2 I CTHERLUZHEFHETVIZHLUTT AT —
REBHL, FHELEOEILEZITS.

6.5 ER

K4k, BEORBEIUE TN -V T 2iTo254
ODHEFHREETHD. RBLEERETHS FNR 1%, 7
W= TZE>THEO% R -oTWBZ edbhrd. %
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TN—=¥ Tl | JV—ErIHh
TPR 0.59 0.78
FPR 0.00 0.10
FNR 0.41 0.21
TNR 1.00 0.91
Accuracy 0.80 0.85

x5 HMAADEDOHEE

fie A
TPR 0.59 | 0.40
FPR 0.00 | 0.15
FNR 0.41 | 0.60
TNR 1.00 | 0.85

Accuracy | 0.80 | 0.63

LOEEDOHEFHTIIBENHEFTERZL. LrL, i
S EARDR R > TW 2 LTH, WBFHIZIHFENDNEE

HOMEIZHE VLD LR\, SEOERD XS I
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BT EITOIRE e EZ NG,

8. F&dH

AWFZE T, Maggt: R O'ZF D 2N — ¥ > 27 % F\W7z Drive-
by-Download WED ¥ HIFE%2#REL, DM T—X & v
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UL, #RE UTFENR A E L, £72 TPR b +07%%
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