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A Proposal of Privacy Protection by Separation Package of Android
Application

SHINYA KOBAYASHI" TOMIAKI SUZUKI™? JUNYA KANI™
HIDEAKI KAWABATA™ KEISUKE TAKEMORI™ MASAKATSU NISHIGAKI™

Recently, sensitive information leakage by Android malicious applications becomes more and more serious. This is due to
difficulty of data-flow analysis in Android applications. In this paper, we introduce a mechanism to limit the propagation range of
sensitive information in an Android application codes by properly separating the internal structure of the codes into “zones”. As a
result, it can be confirmed that the Android application is in accordance with the privacy policy just by static analysis of the
message passing between each zone without sophisticated data-flow analysis. Therefore, consistency checking between Android
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application and privacy policy would also become easier.
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public class BcReceiv extends BroadcastReveiver {
@Override
public void onReceive(Context context, Intent intent) {
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String tel = intent.getExtras().getString(“tel”);
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