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Visualization of query log of authoritative DNS server
for attack analysis and detection

KENRYU WATANABE! KazuNo MATsur! MINORU IKEBE? KAZUYUKI YOSHIDA®

Abstract: Attackers sweep networks and look for target hosts. For example, the attacker queries MX record
to authoritative DNS server for spam sending. Moreover, the attacker queries PTR record to the DNS server
for host sweep. In this paper, we aim to detect some attack using queries-log of the authoritative DNS server.
Therefore, we analyzed MX and PTR records of queries-log in Oita University. We use a Hilbert curve to
map the first and second octets of source IP addresses that sent spam and queried MX record. And, we
counted up the daily PTR records of queries-log.
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BRERE LU TWABEHVRASND, 65 FEHIZHIT
THERZLTHED, 1 Hd7 b OREEEAEG NS
HHIE RN o7, FAMERKEIL, PTRV2—F%2E
TR THRAIATEETH D EEZ5NDH, BEEHD
AEINTG A =R & U5 RO 53 TIEBEHE 2 BB R A S
EHRRTBHILIXTE o7,

5.2 SEDFEE

REXDIHAER LD, spam Ry MIEGELUZ8VDH
LTV RA—Y5DMX LI— NORE&EESE XU spam
REEEZBULEZ. 260y Ra—PFIE KA MKIZIP
7 RUVALBONBEE T EEATVWDZ 0L o7z,
ZDZEn5, A=Y — "D spam HIKIZHVW SN S
S25R(Selective SMTP Rejection)[9] D & 5 L — L& v
NEERTHZ 2T, TV N2—¥15%EINDS spam
EHEBDNS Y =D 7T ) a7 NoRilT s I e MNTE,
MX L 3— RORE&EEBME T spam 2EWid 25 Z &3l
ThoreHEAOND., £z, SREOZHTIX, MX L a—
FORMAER L spam EEFEEFEDIP 7 KL A% 10 HE & WD
M cHFL Lo E L2, X RO T — X 25844
UGB EDWTHOMT 2BERH B, £z, SHEILIP
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TRVADE 1 ATy b, 22X 7Ty badfie Lk
EAL 16 ¥ M DWW T b ERAAZD, AL 16 € b
OFFULTIHEBRDO WA Y VT —JIZFHETZIP 7R
VAT A2 —BUL7ZIP 7 RLATHY ZE UTHRATL
E5HEENDHDE. DD, SERIFTHELTSEY FEE
EHEHTBHILT, HirzlitBGonsREEZ ML TWL.
E7z, SRIHW spam EFHEDT — X%, A—IHPF—N
T DRk % 72 spam MIRDERE THREBIN/ZEETLIP T
RLUA%FEEDRETHHALTWAS 728, £O spam &
ROBB TR EINZEONETIEIFE/LTWARV. ZD
728, %% spam SRDBEBTHHINZIP 7 KL R &, M
B DNS Y —1AD MX L a— FOREED L IXEDM
DL I— ROMERITEVWIENS »HET 5.

PTR L 3 — F O3 TIiEM 2 A A MERRKEZ T 5
EETCIP 7 R U ADBI X 2y, RA MERE BRI
57-DDRHERE UTIEELEATHTHS. SHRIZEE
BT, MORITA=REZBUoH%E2 LT
e THRAMEEDOKFE *HIET.

AKX TIEMX LI—=REPTR VI—REXHE L
M, FOMDL I—RE2HHNT 2 Z L TRAFERBIED
EZONBZD5HBAITLTWL.
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