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A Proposal of File Access Control Software Agent
Toward Using P2P File Sharing System in Safet

Kout Kipa, -ttt HISASHI SAKAMOTO,tt HIDEO SHIMAZU'
and HIROYUKI TARUMIttt

In recent years information leakage problems via P2P (peer-to-peer) file sharing systems,
such as Winny, emerge as a social issue. Countermeasure systems that prohibit the use of P2P
file sharing systems have been launched. However, we consider the solutions are NOT feasible
according to analysis of the use of P2P file sharing systems. In this paper we propose a file
access control software agent that provides users to use P2P file sharing software in safety.
The agent is installed on each PC including those for private use. It monitors all file accesses
and blocks them from unauthorized applications. For example, ONLY Microsoft Word and
Explorer are allowed to access *.doc files. Users have been sharing files such as MP3 files, AVI
files and so on using a P2P file sharing system. On the other hand, users have confidential
files that should not be shared on P2P file sharing system. We can avoid such inappropriate
sharing by blocking accesses to confidential files. The agent monitors GUI operations and
analyzes process behaviors to detect such critical accesses. We have experimented and con-
firmed that the agent can detect illegal accesses to confidential files without inhibiting P2P
file sharing systems for their private use.
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Fig.1 State transition of computer viruses.
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Fig.2 Types of computer viruses attacking P2P file sharing system.
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Fig.3 Countermeasures for information leakage.



204 goooooooo

O0o0o0oooooOo pCOO0OODOOODOOO
gooooobooooooooooboooOooooo
oooooooooooooooooooooooon
ooo0oopCOOOOO0O0DODOOOOOOODOOO
oooopCcOO0000O0O0O0O0O0O0O0O0O0O0O0O0O
goooboooboooooooobooooooooo
gooobooboooooooooobooboooooo
goooooooooooooooobobooboboboooo
gooobobooodoooooooooooooooon
0000000000 pCOOOOODOOOOOO
goooboooooooooooooocoooooo
goooooooooooooobocoooooooo
goooooooooboooooo

gboooooooobooooboobooooooooo
P2POOCOOOODOOCOOOOOOOODOODOO
oobooooooo

3. DOOoOoon

3.1 0000
goooooooooooooooooooooo
ooOD0ooo0O0o0O0mOooooo0obooocoOon p2p
gooooobooooooooooooooo 100
pCOO0O0000O0O0O0O0O0OOCCOOOOCODODOO
oooooooooooooooooobboooooo
Oo0O000ooooooob p2PpODOODOOOOOO
gobooooooooboooooooboboooooon
3.2 0OO0O0OO
Ooo0oo0oooo0ooobooooooooopce
gobooobooooo
O0ooooooOopCOOOOOOOOOOOOOO
goooboooooooooooocoooOooooo
goooboooooooooobooooboooooo
goooobooooooboooooboooooooon
goooooooooooooooooobocooooon
goooooooooooooooboobooooooo
pCOOO0OCOO00OODOOODOOODOOOOOODOO
goooooooooooooooobooooooo
gooooooboooooobooooboooooooon
0000000000000 0000 ADOOO BO
000 coooooooooo boOooooOooo
goobooooooooooboobooooooooo
gooooooooooooooooOooooooo
goooooooobooooobooboooonoooo
oooooo
goooooooooooooooooooo

e JO0O0OODOOODODOOODO

Jan. 2007

goboooboooooooooboooooboooo
pP2PpO0OOOOOOOODOOOOOOOODOO
goooooooooooobooooboooooo
O00o000oo0oooOoooooAvVIOOO
goooMpP300000O0O0O0DOO
o JO0O0OD P2POOOODOODOODOOODO
goboooooooooobooooobooono
goooooboooooooooo
goooooop2pO0O000COOCOOCO
gobooooooooobooooooooooo
gboooooooobooooooo
pCOOO0U0O0OO0OOOOOOOOOOODOOOO
goboooOoooooooobooooooooon
gbooooboooooooooooooon
gobooobooooboooobooooooobooo
jooooooooobooooooooooooo
goprCcOOOoono
e JOOOOOOOOOOODODOOOOOODODOO
gooooboooobobooooooooog
e PCO 100 OSOOODDOOODOOODDOO
oooooo oSoooooooooooooo
goooooooOoOoooOobooooOO00 XpoO
gooooobooooon
e PCOOOOOOOODOOOOOOOOOOOO
o JO0O0O0OOOOOODOOOOODODOODO
gobooooooooooooobooooooono
goooooooobooooon
3.3 0OOoooon
P2PO0O0OOOOOOOOOOOODOOOODOO
goboooooooooobooboooobooboooo
00o00o0oo0o0ooOo0oooO0O ADOO0O BOO
gobooooooooooooboooooooooo
gooooo cooooooooooooooon
o0ooo0o p2pOO0O0OO0OO0OOODOOOCOOOOO
gooooooooooooooobobooooboo
goooboooooooooooooooboooobo
goooooooooob100000000000
gobooooooobooooooooooobooad
gobooooooooooooooboooooooon
gobooooooooocoooboOoooboobooobo
gobooooooooooboobocoOoooooooboo
gobooooOooooooooboooooooboooo
gbobooooobooboocooobooooooooo
pPCOOO0O0O0O0O0O0O0O0O0O0O0O0O0O0OCOODODOO
goooooooooooooooboooooDboobo
gooooooooooooobooooooooo



Vol. 48 No. 1

goooobooooooooooooooooooo
gobog

goooooooooooboobooooooboooo
gboooooooooboooooboooooonn
pCOOO0O0OOOOOOOOCOOOOOOOOO
gooobooooooobooooooobooboDboDo
goboooOmooboooooooboooboobooon
goboooboooooooooooooooon
goooooboooooooooooooooooon
gooooobooooooooooooooooon
uoboooobooooboocoooooooboooonon
obooodooo obooooooObODbOOOOOoo
goooooOOoOooooooooooooobooooon
goboooooooooooooobooooooon
ooooooooo3oooono
o000 booboboboooooooogo
goooboooooobooooobooooboooon
gobooobooooooooooboooooooon
goooobooooooooooooooooooon
gobooobooooooooooboooooooon
gooooboooooooooobooooboono
gooooooooooooooooobocoooooo
ooooooooo3ooooobooobooooo
gooobooooooooboboooooooooo
oobooobooooo

34 0OOOOOODO

goobooooooooooboooooobooooo
ocobo0oooooooop2pO0OCOOOO0OOOO
goooboooooooooooooooooooon
oobooooboooooo
0000000000000 oo0oD ADOOO BO
oooooooooooobooocooooooobo
gooooboooooobooooooooboooooo
goooboooooooobooobooooooooon
goooboooooooooooobooboooooo
gooobobooooooooooboobooooooo
gooobooooooooooooboobooooo
gooobooobooooooooooooooooon
oooood

00000 cooooooooooooooog p2p

gooooooooooooooooobooOooooo
gooobooooooooooobooooboooooo
oo0O00oO0oooooopP2PpO0CDOOO0DCDODOOOO
oooooooOoOopP2pO0O0OO0DOOODODOO
goooobooooooooooooooooooo
goooboooooooboooooooooobooobo

goooooooooooooooooo 205

goboooooooooooocoOooooooboooo
gobooooooooooocoOooouooooboooo
gooooooooooobooooooooboonoo
gooooooooSoooooooooooooo
goooooooooooooboooooooooboo
goboooooooooboooboooooooobo
gooooboooooooop2pO000OODOOOO
gobooobooooooooooooooooooa
goobooooooop2pOO0O0O0O0O0O0OCOOO
gobooooooooboooooooooobood
gbooooooooboooboooooboooobooooo
j2000000000000D0CO00O000OO0OO0
Op2pO0000000O0OOOOOODOOOOOO
gooooooooooboooonoooooOooooo
gbooooboooooooboooon
P2p00000000000DOOODOOOOOO
goooobop2pO0000000O0O0OOOOOOO
ooooooppO000O0O0OO0OO0OOOO0OOO
goboooooooooooooooooooood
ooooMP30OO0OO0OO0ODAVIODDODOODOOOOO
0000000 pP2pO0OO0DOOOOOOOOOOO
gbooboooocoooboooboOooocooooooo
gbooooboooobooooooooooo
goboooooooooooobooooooboo
gooooooooooooooooobobboboooo
3300000000000 0bOb00O0oO00obooO
goooooooobooobooboooooooooooo
gboooooooooooooon
gooboooooooooooobooboooooon
oop2PpO00000O0COOOOOCOOOOOOCOOO
gooooooooooboocoooooooboooo
gbooooboooooooooboooobosouoooon

4. 00000OO0O0bOOoO0bOo0oobOon

4.1 00O 0O

goooboboboobbOb400000000D0O0DO
goooooooobooooobooooooboboonoo
goooboooooooooobooooooobooaod
goboooooooooooobocoooooood
jooooooooooooooomuooooooo
gobooooooobooboooooboooOoooooo
gobooooooooooooobooooobood
goooOoooooooboooooooooooooo
goooooooon

goboooooooboooooboooooboobooooo
goboooooooboboooooooobobooooo



206 goooooooo

FTIVr—ay

T YRR

RITAR) RS
FEBER

RITAPYRE
BEY—IV

AT R

ESZ SN

TPANVRT L

04 0D0O0OO0DOOO
Fig.4 Functional blocks.
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