Vol. 48 No. 2 goooooooo Feb. 2007

goooobobooboobIPOO0DDOOO
guoouoboooooobod

O o o ot o o o of oo o of
O O o of O o ot o o o offt

oooooooooooooOoooo0 IpPO00O0OO0OO0C0OO0O0O0OOCOOIPOOOCOOOOO
goooooOoooooOoOoOoOoOooooOoOO0 IPOOOOOOOOCOOOOOOGOOIPOOO
gooooooooooooOOoOoOOOOOOOO0OCOOCOOOO0O0O0OO0O0O0O0OOoOoOoOoOooo0oo
gooooooooooooooobooooOoOoOOOOOObOOO0ObOOOOODOOOOoOoooooooo
goooIpOO0O0O0COOOOOCOOOOOCOOOOOCOOOOOOCOOOOOOO0O000O0
gooooooo IpO00O0OO0OO0OO0O0COOOO0DOOOOOOCOOOOOOOOOOOOOOO0O0O0
gooooooo0ooooOoo0oo0ooo IpO00O0C0OOO0OO0O0O0OOOOOOOOCOO IPOO
goooo0oO0ooOoO0oO0oO0boO0o0oOoO0000O0OO0000C0OO0OO0OO00b0OOO0O00O0O01IPOO
gooooO0oooooOo0o0oooOo0OO00OOoOoO0OO00CcOoOOO0OOOO0COOOOO0OO0IPOOO
gooooooooooooboOooooooOoOOObOOOOOO0O0OOOoOoboObObOOOoOoOooooooo
goooooooooOoO0Oo IpPO00O0O0OO0OO0O0O0COOOOOOOOCOOOOOOCOO0O0O00O0
go0o0o0oooooooooooooOoOoOoOOOO0OOO0O0OO00O0OOOoODOooooooooooo
goo0ooooOoo Ip0OOO0O0O0O0O0O0O0O0O0O0OOO00O0OO0OOO0O0COO00OO0O00B000

A Design Method of Self-supporting Scalable IP Core
and Application to Elliptic Curve Cryptosystem Design

MASAYUKI SATO,"? TSUGIO NAKAMURA, HIROYUKI HATAKENAKA, 1
NARITO FUYUTSUME," HIROSHI KASAHARAT and TERUO TANAKAft

The next generation large scale IC is expected to be the collection of various IP cores, where,
standardization of interface between each core, reusability, ease of use, and scalability, are un-
avoidable. In this paper, we propose a design method of IP core which has the architecture
of scalability on arithmetic processing. For the input with any digit number into the core, it
scales the least necessary procedure and returns the results with maximum efficiency of time
and power expenditure. The scalability in this paper, does not means that in design proce-
dure, but means a feature of design product (IP core), without external control circuit, and
limitlessly adaptable to any digit numbers. We call the feature as completely self-supportable.
As the proof of feasibility of the method, we show the result applied for designing an elliptic
curve cryptosystem which is adaptable to any key-length.
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Table 1 Control code of addition, subtraction, multiplication and division.

871

Control Code Addition Subtraction Multiplication Division
00 augend only minuend only multiplicand only | dividend only
01 addend only | subtrahend only multiplier only divisor only

10
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and augend
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multiplier
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and dividend

11 addition of one word for appointment of IP core
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Table 2 Clock cycle of basic self-supporting modular

multiplication module.

Frequency Divde Stage (a =0, b =0)

Bus Width
Bit Length [bit] 8 bit 16 bit 32 bit
128 93 53 33
256 173 93 53
512 334 173 93

1024 654 333 173
Freq. Divde Stage (a =0, b=1)

Bus Width
Bit Length [bit] 8 bit 16 bit 32 bit
128 131 75 47
256 243 131 75
512 468 243 131

1024 916 467 243
Freq. Divde Stage (a =1, b=1)

Bus Width
Bit Length [bit] 8bit  16bit  32bit
128 153 89 57
256 281 153 89
512 538 281 153
1024 | 1050 537 281
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Fig.8 Structure of ECC accelerator.
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Table 3 Evaluation result of a self-supporting

modular multiple module.

Bit Area Maximum

Length | [gates] (slices) | Frequency [MHz]
33,430

32 (2,093) 41.813
65,535

64 (4,110) 41.249
120,379

128 (3,412) 39.268
238,245

256 (14,742) 39.866
451,162

512 (26,622) 36.792

04 0O0O0O0OODODOODOOODOODOOO
Table 4 Evaluation result of a ECC accelerator.

Bit Area Maximum

Length | [gates] (slices) | Frequency [MHz]
281,363

32 (16,203) 39.320
505,918

64 (26,622) 22.421
1,010,261

128 (45,039) 16.470
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Table 5 Comparison result of modular multiplication (256 bit).

Area Freqency | Clock Compute
[gates] (slices) [MHz] Cycle | Time [us] Platform Remarks

238,245 Self-Supporting
This Work (14,742) 39.86 173 4.34 Virtex-4-10 8bit x 8 modules
Tenca, et al. 7 5,719 192.0 558% 2.90%* ASIC 0.5 pm 8bit PE x 16
Tenca, et al. 7) 20,893 166.6 519% 3.11* ASIC 0.5 um 32bit PE x 8
Satoh, et al.®) 3,228 363.6 2,278 6.27* ASIC 0.13um | 8bit bus width
Satoh, et al. 8) 96,224 137.7 66 0.48% ASIC 0.13 pm 64 bit bus width
Crowe, et al. 9 (5267) 44.91 5.75 Virtex-11-6
Ors, et al. 13) (1548) 100.4 772* 7.69 Virtex-E-8
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