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A Proposal of a Detection Technique on Stepping-stone Attacks
Using Connection-based Method

DAISUKE TAKEO,! MASASHI ITO,t HIDEKAZU SUZUKI,*
NAONOBU OKAZAKI'T and AKIRA WATANABE?

Attackers usually use Stepping-stone attacks in order to hide their identity. To detect these
kinds of attacks, timing-based method is conventionally used that detects the correlation of
the traffic between receiving packets and sending packets at the Stepping-stone. However,
this method can detect only remote-login chains and it takes tens of seconds. In this paper,
we focus on the fact that a Stepping-stone always begins a TCP connection after receiving
command sequence from the attacker. We propose a connection-based method that detects
two specific TCP packets are within a certain period of time. The two packets are, a TCP
SYN packet which is transmitted from a Stepping-stone to a target, and a remote-login packet
that is transmitted from an attacker to a Stepping-stone. The proposed method can detect
not only remote-login chains, but all kinds of Stepping-stone attacks immediately. We imple-
mented our proposed connection-based method in a network monitor device and confirmed
that the device effectively detect the attacks.
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Table 1 A classified table of timing-based methods.
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Table 2 Specification of the terminals for experiment 1.
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Table 3 Results of stepping-stone detection time
(Without background load).
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Table 4 Specification of the terminals for experiment 2.
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