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New Bi-directional Anonymous Routing Schemes
over Dynamic Networks

JIN TAMURA," KAZUKUNI KOBARAt and HIDEKI IMATt

In Bi-directional Communication over Dynamic Networks, the same route which had been
used for sending massage might be unusable for the reply message. However, especially in
Anonymous Routing, it is not easy to change the route, because even the destination of the
reply message is hidden. There are many existing schemes, but no schemes are well considered
about this important point. In this paper, therefore, we overview and analyze the existent
schemes from this point of view, and propose new flexible anonymous routing schemes. Then
we have a comparative study to find out the best combination for Bi-directional Anonymous
Communication over Dynamic Networks from three points of view; anonymity, availability,
and operational costs. As a result of this work, we succeed to show comprehensively good
effect compare with Original Onion Routing Scheme which is the most popular anonymous

routing scheme so far.
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goboooooobooooooooboboOoboOooo
SO N3—=N2—-N1OOOOROOOOOOO MOO
goooOo0o0oo0ooooOooO0o0O0000 NIOODoO
NiooOooooooooooo soooooooo
gooooooooooobooooboooooobonoo
goooobooooooooboooooooDbonoo
oN2000COON200O0OCOCOOOOOOOOO
gooooooooooboobOOoooo NsOODO
goNsOOOOOooooooooooooooobooo
oooooMOOODOO ROOOOCOOOOOOO
RO MOODOOODODO
000000000 MixOOOoOoooooooo
gobooooooooboooboooboooooooooo
gooboooooboooboooobooooon
22 0JO00O00O0O0DOO
00o0bob0OoO000o0b0OD0OMixnet0OO0O00ODO
gboboooooooooooooooooooood
goboooooooo 20000000000000
goooooo
e /. 0000OOII.OOOCODOOII.OBODODO
goooos3bobooboooooooooooo
goboooobooooobooooooooboooooon
o JOOOOOOOOODOOODOOCOOODOODOO
gobooooooooobooooobooooono
gobooooooooooboooooooooDo
goooobOooooooooooono
goobooooooooboobooboooooooon
ooooooooooooooooooooooood
gbobooooooobooboooooooboob 1000
gbooooooocooobooooooooobooooo
gobooooooooooocoOooooobobooboooo
gboboobobooooooooobooooooooboooo
gbooooooocoooboodoboooooboooo
gooooooooobooooooooboooonn
goooooooooooooobooooooooo



Vol. 48 No. 2

O =%

(™). F=Fr—%

| PiNiDZ2ARAR

| K Ky SEPiEDIER

#EE Ho=K; (K (K (K g (Kr M)
H R =Kh1 (Kbs (Kb6 (Kbs (KbR (MR )))))
02 000000000DOOO0O0O0O0O0OO0000O0
Fig.2 Onion Routing scheme and its headers.
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Fig.4 Sliced Onion Routing scheme.
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