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Abstract: In recent years, cyber attacks through websites such as Drive-by download attacks or phishing attacks increase rapidly.
The attackers acquire personal information of users illegally by these attacks and inflicts economical damage. We aim to detect
malicious websites which cause economic damage. We analyzed features of the network address part of the IP address class to
distinguish unknown malicious websites. In addition, we evaluated the proposed system by cross-validation. IP address of address
class B and IP address of address class C had aging characteristics of malicious IP addresses. Therefore, features of each fiscal year
were reflected in discrimination in training data of the classification. As a result, the classification accuracy could be improved.
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DEMHERTINERDS.
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