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Secure Multiple Association Control Protocol for VPNs

YOSHITAKA NAKAMURA,! TOMOYA KITANI,#t AKIRA KIMURA,*
HirozuMi YAMAGUCHI," AKIO NAKATAt and TERUO HIGASHINOt

Virtual Private Networks (VPNs) have been widely employed to establish secure connec-
tions among network sites. Due to the increase in the number of sites constructing VPNs,
some sites may wish to associate with two or more VPNs simultaneously. However, there
is danger of causing the information leakage in multiple associations of VPNs. Thus, it is
desirable to verify that such multiple association does not violate access regulation called
“policy” which is defined in each VPN. However, in the existing VPN architecture, it is not
assumed to control such multiple association. In this paper, we propose a policy-based pro-
tocol that controls multiple association and keeps VPNs secure over existing VPN protocols
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and architectures.
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Fig.1 Multiple association.

0000 VPNOODOOOOOOOOOOOO0OO0OO
0000000000000 VPNOOOOODOOD
00000 VPNOOOODO VPNOOOOOOOOO
00000000000000 VPNOOOODOOD
OoOvVPNOOOOODOOODOODOOOO

01000000000000 10000000
0S5 O0VPNAOVPNBODDOOO S, O VPN
BO VPNCOODOODO Ss 0 VPN AOVPN BOO
OO0 VPNCOOOOOOOOOOOOO

2.1 000 VPNOOOOOOOO

0000 VPNOOOVPNOOOOOODOOOO
000000000000 00000000000
000000000000000000000000
00O00000%0000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
oooo

OOOMAVPNOODOOOODOY 00000000
0000 VLANOOOOOOOOOOOOOO0o00o0
0000000 VPNODOOODOOODOOOOO VPN
000000000000000000000000
0000000000000 000000 VPNOD
000000000000000000000000
000000 vePNOOOOOOOYd9 oooon
000000000000000000000000
000000000000000000000000
00000000000000000000

2.2 00000000

0000000 VPNOOOOOOODOOODOOO
000000000000000000000000
O0o0o00Oooooo

00000 200000A0BOCO 300000
00000000000 VPNOODOODOOOOOOO
AOBOBO COOOODOOOOOOOOOOAD
CO00D00000D00000D00AODOOD VPN
0BOOODO VPNOOOOOOOOOOOOAD



414 goooooooo

Pt
.
o

’

#VPN C D1f#RA

g YAh9 4 ERALT
& | VPNA O AR 212
FEY HATREMEA B D

",
~,
0
.
0
o,

0
.

.
.....

02 0000O00O00O0ODOOOOoOoo0Oo
Fig.2 Information leakage.
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Fig.3 Overview of architecture.
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Fig.4 Multiple association graph and its relation to
reachability.
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Fig.5 PE-Graph.
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Fig.6 Overview of proposed protocol.
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Fig.7 Notification of reachability.
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Fig.8 Correction of unreachability notification.

0D00D000000000000 REQ(s,v,t)0
00000000 PEYOOODOOOODOODOODO
00000000000p =p0000000000
o0o0000oo0o0oooo0ooobo pEOOODOOOO
0000000000 /0OyesD0O0O0O/Ono000OO
goodoOoDoOooOooOooooo »veVOooooo
Neighbor(p,v) 000 VPNOUOOO PEOOOO
gooobooD sgboomDbooO IDooooo VPN
g000o0oog veNO IDODODODOODODODOOOO
vPNOOOOOOOO
OPEOOODOODOOODOODOO()OODOOD
ooo0oo(@)oooouoooooooooooooo
(30000000 bDO0O00O0OUO0O VPNDO
0000000000 (490oooo veNOOOODO
goooO400000000000O0O0O0O0O0OCO0
gooooboooooooooo
(1)0(2) 000 REQ(s,v,t) 000D0O00DO
goooO0o0O0o0000ob0dOno0ODOODOOOOOO
goooobooooooooooooooobonoo
gooboooooooooo pEOOOOOOODO
gooboooooooobooOo0oo PECOOOOO
ooo0000o0000 PpPEOOOOOOOCDOOOO
gooooooOO0O0000o0o00000oooO PEDO
O0no0O0O0O0OCOOODDOOOOOOO0O0O0O PE
O0O0yesUOOOOOOOOOOODOOOCOODO
goooooo pPEOOOOCOODOODOOOODO
gooooboooooo
(3)0(4) 000 REQ(s,v,t) 000000000
0000s00000 PE(s)U0v0O s00000s
0000000000000 ¢ 000000 PEO
O Neighbor(PE(s'),v) 0 PE(s) 000000000
sOvO000000O0OO PE(s)ybO00OOOOODOO
PE(s)0 v00 sO00DO000O0PE(s) 00000
0000000 00000000000 VPN
0000000000000 U0DUOOPE(s)0 v O
000 PE-OD0O Gee(v)y DOOOO0OOO00O0OOOO
PE(s) O Neighbor(PE(s),v) 0000000 p/ 00
000000 PEO pp € Neighbor(PE(s),v) \ {p'}



Vol. 48 No. 2

00 00O O Neighbor(pp,v) 00O PE(s) DOOODO
p’ 0000 Neighbor(p’,v) 00 PE(s) DOODO
0 O Neighbor(PE(s),v) \ {p'} D0ODOO0OOO
OO0w v OO0000000000000000 p
00000000 Neighbor(p,v1) O Neighbor(p, v2)
0000000000 0000 Neighbor(p,vi) OO
O Neighbor(p,v2) 0000 DO

4.7 PE-OOOOCOOO

ooooobooooooooooOoDODOOPEDOOO
gooooboooooooboooobocooooooon
gooobooboooooooooocoooooooo
oo00000000000 PEOOOOOOO PE-
OoO0oooOOoo0obooO0oooOoO0ooOOooOO0ooO PE
goooooboooooboooooo

OooopPEOOOOOOODOOOODODOOOOO
goooooooooooboDobo0o PE-OODODDO
goboooooooobooooboooooooooo
0¥ 00000000 PE-O0000O0OO000OOOPE
coooOoooooooboooooobooooDO PEOO
gooooooooooboooooooood

5. 0000

gobooooooooooobooboooobooo
oooooo

51 0 0O0OA0O
ooooooooooooobObODbObO PEOOOOO
gooobobooooooobobooooooboboon
gobooooboooobobooooooooooon
oooooooooOobooloonDbo PEOODOO
goo 1oo0io000000D0O0O0ODOOOOOOO
oo0000oooO0O00OPEOOOOODOO 00500
ooooooooooooopEOOOOOOOOO
o000 xoOoooooobooobooooooo
gxo.o0ol0oo0oooooobooooooooon
gooobooooooooooooobooboooooo
goboboobooooooooooooooobooooo
goboooooooobooooooobbooooboo
5.2 0 OO0
gobooooooooooobooooooo
(1) DoOUOoOooOoUoOoooooOo

(2) PEOOOODOOUOOOOOODO
O00oooooooopPE0OOOOOOOOOOO
oooOoOOO0oOoO0 pPEOOOCOODODOOOOOO
gobooooooooooooooboooboooooo
gol1ooooooooooboooobobooooon
gooobooooooooooobooboooooo

oooooooooooooo veNOOOOOOOOOOOO 419

14000 . \ . . .
PE:CE=1:5(average)

PE:CE=1:5(worst) -

12000 PE:CE=1:10(average) -

PE:CE=1:10(worst) -

PE:CE=1:20(average;

10000 PE:CE=1:20(w

8000

6000

Response time(msec)

4000

2000

S e
2 et

0
0 200 400 600 800 1000 1200 1400 1600 1800 2000
# of total CEs

09 0DOOOOoOO

Fig.9 Response time for requests.

gbooboooooobOoboooooboooooooo
goooooooooocooon
goooooooooooooooooooooo
gooooobo4e0000000000C0O0DDOO
gooooooooooo0o pPEODOOOOODOOO
gobooooooooboooooooooooood
gobooooooooboooooooooobood
gbobooooobooooboooboooooobooonon
5.3 ODOOOOOO
OCEOO10001,0000000000000PEDO
Oce00000000 1:501:1001:200000
gooooboooooooooooobo9obOoOoOon
go000ooxOoOO cCcEQDO=00000M0myO
goooooooooooooooooboooooPE
oo0ooo0o0oo0o0 CcEooOooooooooood
0o000oo0ooooooooooog CEDO 2,0000
gobooO3bobobooooooooboOoobooooo
O0oo0ooooo pECOOOOPEOODODOOOOO
oooboO0o0o0o pEOOOOOOOOOOOODO
gooooooobooooooooooooobooo
gboooooooooo
54 PEODOOOODO
goooooooooopPEDOOOOOOODDO
o0oooooooooooOoooooo@@) PEOO
10000000 PEOOODOO CEOO 1000 100
0oooooOoooo((@)U PEOOOOO CEODO
1000000PEODO 1000 10000000000
go0O200000000 PEOOOOOOOODO
oo0oooOooooooOoooooooo CEoOoO
OCEUD 10% 0 CED0O0OODOUOOoOoO

gboooooooobooobooooobooboon 0

000xO0O0O0O0O0CEOQOyOOOOoOoooooOo
goooooooioeo00O CEO 1000 PEOO



420 goooooooo

Case(1) ——
Case(2) ===

0.9

Necessary amount of memory area(Mbyte)

0.8

100 200 300 400 500 600 700 800 900 1000
# of total CEs

010 PEODOOOOOOOO

Fig.10 Necessary amount of memory area.

OoO0oooooO0o0O0 100 PEO 10000 CEO
0000000000 1.2MbyteDOOOODOOOO
goooboooooooooooboooooooo
gooooQoOoOopoO0Oooooooooooo cE
O0oo0oOo0ooooooo ceEdoOoOooooon
PEOOOOO CEODDOOOODOOOOOOOOOO
goooboooooooobooobooooooooon
CEU 10%0000 CEQ IDOUOOODOUOOOOO
O00001IPEOOOOODO CEOOOOOOOO
oooo0oceE0ooDOOoOoO0OoOooooooonoo
goooboooooooobobooooobooboooobo
goooooooooooooobooocoooooon
oobooooboooooooooboooooo

6. O 0O O

ooooobooooooooooooooo VPNO
goooobooooooooooooooooooo
ooooooooboooooooboooooooo
oooooOOoD0O vePNOOOOOOOOODOOOO
goooboooooooboooobocoooonoooo
ooooOO0O0OPEOOOOODOO VPNOOOOOO
goooooooooooooo PpECOOOOODO
gooobooooboooooooboooooooo
ooooooo

ooooooooboOooOoOoo veNOODOODO
oo0O PE-OOOOOOOOOPEODOOOOOOO
goooooboocoooooo

U0 OoOooooooooooooboooooobo
gooooooooo

g 0 0 0O

1) Beak, S.J., Jeong, M.S. and Park, J.T.: Policy-
based Hybrid Management Architecture for

Feb. 2007

IP-based VPN, Proc. 2000 IEEE/IFIP Net-
work Operations and Management Symposium
(NOMS 2000), pp.987-988 (2000).

2) Kindred, D. and Sterne, D.: Dynamic VPN
Communities: Implementation and Experience,
Proc. 2nd DARPA Information Survivabil-
ity Conference and Ezposition (DISCEX II),
pp.254-263 (2001).

3) Barrere, F., Benzekri, A., Grasset, F. and
Laborde, R.: A Multi-domain Security Pol-
icy Distribution Architecture for Dynamic IP
Based VPN Management, Proc. 3rd Interna-
tional Workshop on Policies for Distributed
Systems and Networks (POLICY 2002), pp.5—
7 (2002).

4) Hamed, H., Al-Shaer, E. and Marrero, W.:
Modeling and Verification of IPSec and VPN
Security Policies, Proc. 13th IEEE Interna-
tional Conference on Network Protocols (ICNP
2005), pp.259-278 (2005).

5) Honda, O., Ohsaki, H., Imase, M., Murayama,
J. and Matsuda, K.: A Prototype Implemen-
tation of VPN Enabling User-Based Multiple
Association, Proc. 9th IASTED International
Conference on Internet € Multimedia Systems
& Applications (IMSA 2005), pp.59-64 (2005).

6) Beigi, M., Calo, S. and Verma, D.: Pol-
icy Transformation Techniques in Policy-based
Systems Management, Proc. 5th IEEE In-
ternational Workshop on Policies for Dis-
tributed Systems and Networks (POLICY
2004), pp.13-22 (2004).

7) Lamport, L.: Time, Clocks, and the Ordering
of Events in Distributed Systems, Comm.ACM,
Vol.21, No.7, pp.558-565 (1978).

8) Chandy, K. and Lamport, L.: Distributed
Snapshots: Determining Global States of Dis-
tributed Systems, ACM Trans. Computer Sys-
tems, Vol.3, No.1, pp.63-75 (1985).

(00180 5 021000)
(00180 110 2 000)

D0 00000000
00 1400000000000
7 000000000 1600000
~/ 000000DO0O0O0000000
‘ . 0000000000000000
© 0D000000000000000
D00000000000000000000 180
D000D00000000000




Vol. 48 No. 2

00 Oooooooo

00 400000000000
ooooopooo 1 8sooogod
oooooooooooooood
ooooooooomooiroo
oooooooooooooood
O00000oOoooooooooooooood
O0000oooooooooooooooood
00000000000000000Ud0U0UO0OIEEE
Member[

oo O

gb10000000000O0
ooooooooobo 1 8ooooo
gooooooooooooooo
oooooooooboooooooo
ooovepNOOOOODOOOOO

o0 ooodoooo
goeooooooooooon
goooboooobi1ooooboooon
goooobooooooooooooo
oooooooooooooo 11
A - b gooooooocoooooooon
goboo0oooooooooooooobooboooon
goboomoobOoooOoooooobooooooon
goooooobooooboobooo

oooooooooooooo veNOOOOOOOOOOOO 421

o0 O0o0o0oooo
obo40000000000O0O
ooooooooooooooon
Prus gboooooobobooooo
ooooooooocoooooo
“~ gboboobobomooobooooo
gbooboooooooobooooooboooobooooo
gbooooobooooooo

00 Ooboooo

00 sMO0000oooooogoad
goooooooosooooo
JoooooOoooooooooo
0o0o0ooOoooooo 20060
go0oooboooooooooo
goobooo0ooooboboo0oOooooobooood
goooobooboooboobuoobooboooo
00000O0OO0ACMOOUOUOIEEE Senior Member[




