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Feature-abstraction Framework to Construct Dynamic Birthmarks

and some Experiments

KoicHIRO HAYASHI, 2 MOTOYASU KAEDEt and YOSHIHISA MANO*t

We propose a framework to construct dynamic birthmarks for detecting the program thefts.
In this framework, birthmarks are constructed by combining two operations, the extraction
of some feature from run-time information, and the abstraction of the data with the feature.
Since this framework makes us consider each operation individually, we can expect gaining
various effective birthmarks from one run-time information. Actually, we have constructed
some birthmarks using this framework, and demonstrated its effectiveness.

1. 0odoano

00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0Oo0O000oOo0o0oooooY?ooo0o0ooon
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000®00000000000000
000000000000000000000000
0000000000000000000000000
0000000000000000000000000
000000000000000000000000

fO000ooooooooooo
Graduate School of Mathematical Sciences and Infor-
mation Engineering, Nanzan University

++ 0000000000
Faculty of Mathematical Sciences and Information En-
gineering, Nanzan University

Y 0ooooo0o0o0o0o00n
Presently with INTEC INC.

1799

000000000000000000000000
01000000000000000000000
000000000000000000000000
00000000000oooooooooooY? o
001000000000 100000000000
000000000000000000000000
000000000000000000000000
ooooo

00000000000000000000000
000000000000000000000000
002000000000000000000000
0Y0000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
O0000MMOD0 4 00000000000000
00000000000000000 1000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000



1800 goooooooo

goooooboooooooooocoooOooooo

dotoooooooboooooooooooooooao

oboo2000000000000000000A0
gobooooooooooooo3oooooooon
goboooooobob4b0000o0O0b0Ob0b00oooon
goooobooooooooooboooooooooo

oob0s000 40000000000000D0O

goooboboboooooooooocoooooooon
goooboooooooooooooboooooooon
gooooboooooooooooooooooon
e 00O 50000D00D00O0O0ObOOOOOO0
goooboooooooooooboooooboooro
gooobooooooooboboooooobooobooon
0000000000000000000® 0000
000000000000 0000 Jawva0O00O000d
goboooooooobooooooobooooneg

2. 00O00OO0O0oOo0obOOoO0O0oOoobOooon

00000000000000000000000
0O0000000000000

2.1 00000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000 0000000000000
000000000000000000000000
oooooogoog

00 10000 00000 PO P O0ODOOO
20000000000 1000000000P' 0
POOOOOOOOOOOO P <=y POOOO
00000000000 P <#wep PO0OOO

e PO POOOODOODO

e PO POOOODOODODODODOOO
P <=wep PP 000 P <=y POOOOODO
000O00OPO P O0OODOOOOOOOOOO
2.2 00000000
00000oo0ooooooooYY? 0000000
000000002000000 EO E' 0000
0000 2000000000000000000
00000000000 F=FO000000000
E4 E 000000000
0020000000000 f(P4) 000000

Y 0000000 Java00O0O0O0OOOOOOOOOOOO0OO0
go0oo0o000000000000O000O00O0000O0O00O0

"0 QpoOO0OO0O0C0O000000000000000000
gooboo0o0o0ooOoOoO0OO0O00OooOooOOO0O0oooon

Apr. 2007

POO0:0000000000000000000
f0000000000000000O0000000
00 QOO0O0D00020000000000000
OO0f(P4 0 PO+0000000000000
00 100000 P <=pep QOO0 Q <=peps P
= f(P,i) = f(Q,9)0
00200000 P <Zmep Q 00 Q <Fhest P
= f(P,i) # f(Q,9)0
000000D00000D000000000000
0000D00000D000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
nfulufalulufalaln
0000D0000000000000000000
000000000000000000000000
000000000000000000000 200
000000000000000000000000
000000000000

3. DOoO0Oooboooooobooooobon

000000000000 2000000 f00
0000000001 00000000000000
000000000000000000000000
0000000 fO000000O000O0O0O0O0O00
oooY?0000000000000000000
000000000000000000000000
oooooooooooo?®o

3.1 00000O0O0O0D0O0D0O00O0O
000000000000000000000000
00 3000000 00 T = trace(P,4) 0000
00 PODOO ¢0000000000O00O0O0OO
00000000000 T = {t, -,t,) 00000
00 PO 00000000000
004000000 OO0 S=(s1, -,5,)0X DO
00000000SO0O0 XO00OO00OO00OOo0oOoo
000000 S/X = (siy,++,8:,) 0 SO000 X
00000000000 2000000000000
(1) 1<i1 < <in<m

(2) {s;,}00000 X0OOOOOO {s;,} 000
POOOOOODi0000X 000000abs(E)
00000 ebs 00000 EODOODOOODOOOD



Vol. 48 No. 4

000000000000000000000000
00000000000
00 1. 0000 E = trace(P,4)/X 00000
002 0000 f(Pi)=abs(E)00000
000000020 f000000000000
000 200000000000
3.2 00000000000000000000
Myles 0V 0 Java 000 D00000000000
0000000000000000000000000
0000000000000000002 0 Windows
OSO0D0D000000D00000000 Windows
APIDODOOOOOOOOODOOOODNOOOOO
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000°000000000000000
000000000000000000000000
000000D000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000
00000000000000000000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
00000000D0000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000
00000000000000000100000
00000000000000000X000000
00000000es000000000000000
000000000000000000000000
000000000000000000000000
00000000000
00000000000000000000000
000000000000000000000100
000000000000000000000000
000000000000000000000000

ooboooooooobooooooooooobooooo 1801

goboooodoooooooobooboouooooboooo
gboooboooboooobooboooooboooooooo
gbooooooooooooooo

4. JO00oobOOoooobooobooooboobod

J00o0odooOooDOooooboooboooooo
goodood0ooooooooooobooboooo
41000000 49 0000000000O0O0OO
go0o0oO0o0oO0ob042000000000000O
goobobooobooboboboobobboboo
gooo0obOooboobooboboboboobooo
gooo0obooobooboobboooboobooo
OooDo00o0o0ooobOooooboobooooo
gOooDo00o0ooOobOoOobDOoboooboobooooo
OooDodo0oobobooOoboooboboboooono
odooOooOooopPOD0DOODO:0000X
o00obOoOoOoooooooooa

4.1 O000O0OO0OOOOO0ODOOOObDbOObOOoOoboO

000000 4)000oooooooooooooo

gogboooobooboboobobbobooo
gooo0oboooboooobobouooboobooo
oooobooobooboobouooboobooo
OooooDobooooobooooooooogreo
gOoooooOobooOooOoOooooobooobDoono
gooDo0ooOooooDoooooboDoobooooo
0ODODO0O0OO00O0O0OODO0O0O0OoO0ooooOo
O0DO0000OO0O0bOOo0obOOoOobOoOoboooono
gooodboobobboboobobboboo
oood

a. gJOoogo

00000 trace(P,i)/X = (a,b,c,a,b,c,d, e, d,e,
a,b,c,a,b,c,d,e,d,e)y 0000 D0O0OO0OO0O (O)O
"0 (0)00U0000O0n0O00D00O0OO0 nOO
00000000000000 ((a,b,c)"2(d,e)"2)"2
O0DO000O00OO00bOO000oOobOoOoboooono
0000000 eO0b0cO0dOennnno(()2()"2)"2
po00obOoOoOdboObOoOoOoooooooa

b. 000D

0000 trace(Pd)/X 000 X 0000000
gO0bo0oooboooooobobuooboobooo
gOoooOoboobOoboo200b0o0booboooo
gooodbooboboboboobobobobooo
gooDo0ooOoobOoobooooboDoobooooo

Y 0S0O APIOODOOOOD OSOOOOOOOOOOOOOO
gooooooooooooo

U0 ppooooO000000000Oif000000000000
gooboooOoooOoooooOO0O00O0oooOoO0OOoO0Ooooon



1802 goooooooo

goboooobobobooboobooboboooo
000000Y00000000000000000
go0oooOoobOoboDoobooobooooboooo
goodo00obOooDoooooboooooobooo
go0o0obOooDo0obooboooboooooooo
00o00Do00o00bOobooOobooOoooobooo
do0ddooboOoooo0oooo0ooooooooo
gooboobooboooo

4.2 JUO000O0OOOO0OODOObOObOObOOO

gogbooboboooboobobobobooboo
goboooobobobooboobooboboooo
gobo0oboooboobooooboobooo
gooboOo0o0oobooooooono

a. 0JO00oO0O

00000 trace(P,i)/X = {(a,z1,b,¢,d, z2,23,¢€,
f,%4,9,25,--) 00000000000 {z:i}im12...
0 {abec--}0000000000000000O
000000000000000000(4,1,3,2,---)0
gbobobooobooboobooboboobooo
gooobgoo

OO0 s0000000 OO0 S=(s1,---,8m) 00
0YODOOO S/Y = (s, -,s,) 0000500
0YOOOOOO mvs(Y)OOOODOO

intvs(Y) = (tg — i1, -+, %n — in—1)

gdoe0D0O0OO0O0OOOODDODO POOOOO
0000000 X, Yi,---,Y, DOOOOOOE =
trace(P,1)/X01; = intvep(Y;) 1 < j <p) 00O

ooooo (I,---,I,)0 E0OQ Yi,---,Y, 00
gooboobooboooo
uboon E:<$1,-",$m>DE/Y3‘:<5L'j1,"'7$jn>

00000 60000 [; 00000001000
000000000000000000000000
0000 Y, 000000000000000000
000000000000000000000 60
000000000000000000000000
000000000000000000000000
000000000000000000001000
0oo {(z,,-,z;,) 0000000 z;, 00000
0000 «;, 000000000000000000
000000000000000g, 00 z;, 000
000000000000 =;, 00 2;, 0 o;,_, O
0z, 000000000000000000000
000000000000000000000000
00000000000 trace(P,d) 0000000
0 E000O Y, --,Y,00000000 p0000
000000000000000000000000

Apr. 2007

Je-di o Js-Ja Jn ~Jn1

xj, xj, %, xj Xj . E =trace(P, i)/ X
Ij =intog(Y}) =<j2-j1, Js-J2 » * *
01 0oooo

Fig.1 Interval sequence.

“oJn cJn1>

gooooboooooooooooooooDbono
gobooooooooooobooooooooood
goboooooooooboooooooobooood
00000 Xooooooooooooooooo
o000 pOOOOOODODOOOOOOOX OO0
gboooooboooobooooooooooo

b. 0000

ooooo yn,---,Y,00OODODOOOODOD X
gooooO0ooooO0 e0O0O0DO0ODB Y,---,Y,
goooooooooooooob ;000000
goooooooooboboooooooooDooo
goboooooooooooooooooooood
goooboooooobooboooooooooooog
Yi,---,Y, 0000000000000000Javal
0000o0o0oooO ApPIOOOOD APIODOOOO
0O APIOOOOOOOOOOOOOOOOOOAPI
goboooooooooboooooooooooooo
gooooooooorsobboooooonO FOO
000000o0ooooo00oo0oooon0 X 0 API
go0ooooooo ApPlOO0O0OOOCOOOOOOO
O0APIOOU0OOOOOUOOOOOUOOOOO
gooobooooooooooobooooooood
gbobooooooooooooboooooooood
goboobooooooooboooooOoobooboooo
ood v,---,Y, 000000 APIODOOOOOO
O APIODDO0OOOOOODOOOODOOOODOOOOO

c. 0O0O0O0OOOOODOOOO

PO P O0ODO0ODO:O00000 X,Y4,---,Y,
000000FE=trace(P,i)/X0FE =trace(P,i)/ X0
I; = intvp(Y;)0 I = intop (Y;) (1 < j <p) 000
0000000000 (h,--,L,) 0 (I,--+, 1)) 0
gooooooo 200000000000 700
O0R; = SR(I;,I}) 000 Ry,---,R, 0000 1
000000000PO POOODOOOOOOOO
gooooood

007020000000 A = (a1, ,am)0
B=(b, -,b,) 0 20000000000000%

Y 0000000000 000000000000000000
gooooooooo



Vol. 48 No. 4
LA,B(m,n)DDDDDEI A, BOOOOOOOOOODO

Lim—1,n—-1)+1

L(m,n) = (am = bn)
’ max{L(m,n —1),L(m —1,n)}
(am # bn)
200 A0 BOOOO SR(A,B)00DO0OOO
SMAB%:z%%%Q (1)

4.3 OU00O0OOOOOODOObDbOObOOO

gobooobooboooboboooboobobooo
gobo0obobooooboobooboobooo
go0o0o0o0oboo0obooboooboobobooo
gooboooooboooooooobooooooo

a. 0JO00oO0O

00000 trace(P,i)/X = {a,z1,b,¢,d,x2,x3, €,
f,24,9,25,--) 00000000000 {2;}tic1a...
0 {abec- ---}00000000000O0DOOODO
O0k=4000000000000D00 k+10
0o0o0ooooo {« }00000O0ODOOODO
(1,2,2,2,2,3,2,2,--)\00000000000000
goobOoooobooobooboooo

00 80k-gram OO0 OO0 S = (s1,---,8m)0
Y 0000008/Y = (siy, ,s,) 000000
KOr (k>0,1 <r<m-—k)0000 “ip_1 <
T < ip)A(ig S T4k < ige)’000004 = 00
int1=m~+ 10000000000 pbegDOODOO
oosooo [rr+k 000 YO kgram 00O
numg*(Y)=q-p+100000

00 90 k-gram O0OO0O OO S=(s1,-+-,8m)0
00000 YOK, = num3®(Y) (k> 0,1 <r <
m—k)0000SO00 k000 Y O k-gram O
00 snumf(Y)DOODODOODO

snum’(Y) = (Ku,--, Kunor)

00 100000000000000000 PODO
00000{00000 X,Y3,---,Y, 000000k
0> 000000F = trace(P,1)/X0B; = snum/(Y;)
(1<j<p 0000000 (Bi,---,Bp) 0 EO
00 k000 Yi,---,Y, 000000000000
ooooooo

E={(z1, -, 2m)0E/Y; =(xj, -, xj,, x5, )0
1<r<m-k00000 100000 B; 0000
00000 200000000000 »000000
00 k0000000000000 Y; 000000
30000000numy™(Y;)=3000000000

ooboooooooobooooooooooobooooo 1803

J1 Tl xj, Xjg Xjg TTt+3

r

X E=trace(P,i)/ X
n

numlrék(lﬁ‘) =3

02 k-gram 00O
Fig.2 k-gram number.

OO00k-grem 000 B; 0 000100 m—k0O
gbobooooooooooooooooooobod
ooobooo0o0000 kgrem O0O0O0O0O0OODOO
oooO0o0o0oco000 1000000000 k-gram
goooOoooorOOO0OO0OOCODOOOOOGOOOO
goboooooooooboooboboOoooooboooo
goooooOoooooooocoOoooobooooo
0000000000000 k000O0oO0ooon
goooooooOooooooO kgrem OOODO
k-gram 00000000 COCOOOOOOOOOO
gbooooobooooooooooobooooooon

b. 0000

OO0 100000 w,---,Y,00000000
o0 kgrem 000 B, 000O0O0O0O0O0DOOCOO
00o000004200000000000000O0O
Yi,---,Y, 0 APIOOOO0OO0OO0X O APIOOO
000000 APIDOODOOOODOOODOOOODOO

c. 0O0O0O0OOOOODOOOO

PO P O0ODO0DOO00000 X,Y4,---,Y,
Ooo0O0000kKk0> o0OO0oOoDoOOoDOoOoooo
E = trace(P,i)/ X0 E' = trace(P',i)/X0B; =
snuml (Y;)0 By = snuml, (Y;) (1 < j < p) O
000D0000D00000000 (By,---,B,) O
(B;,---,B,) 000000000 20000000 (1)
0000000 Q= SR(B;,B;) 000 Qu,--+,Q,
0000 1000000000PO PPOOOOODO
gooooooooobooo

44 0O000OO0OO0OOOOODOOOODOOO

goobobooooooobooooooooboooo
goboooooooooooobooooooboooo
goboooooooooboooooooooooooa
gboboooboooooooooooooooood
goboooooooooboooboooOouooooboooo
goboooooooobooooooooooboooo
gbooooooocoooobooboooooboooo
goooooooooboobooooobooooooboooo
gbobooobooooooooobooooooooooo
gooooooooooooooobobooooboo



1804 OoOoo0ooooooa Apr. 2007
2d 2d 2d 0004200 43000000000000000
AV AN
vt Y woww & wez ' v taxuvE=tracdP,i)X Yy,---,Y, 0 APIODODODOOOOOO0X O APIO
;) ;) ;) 00000000 APIOOOOO0O000000O0O00
Bj=NIY,, L RIEY) = {t w o, w, o}
L toon 000000000000000000000000
Fig.3 Neighborhood set. JO0000000o0o0oOoOoooboooooooood
c. 0000000000000
a. 00000 0000000000000000000000

00000 trace(P,i)/X = (a,z1,b,¢,d, z2,23,¢€,
f,22,9,71,--) 000000000000 x; 000
00000boO00bO0O0bbOd=2000002, 0
0000000 d000000000 {zi}iz12,.. O
00000 { 21,22 } 00002, 00000 { 21, 22,
23} 000023 00000 {a0,25 } 000000
gooooOoobOobDooboooboooooooo
gooooooboobooooboooooobooo
0d0oDbOo0oO0o0ooboOoooooono

0011000000 00 S = (s1,-++,8m)00
Y,Yi,---,Y, 000000S/Y = (si,, ,8i,) O
O00F(s;)) 1<j<m)000 s; 0Y,-,Y,
gooobooboobooodn s;bobooooon
0o00D0o0000do> oooooooosS ooo
ddoooono vw,.---,Y, 00000 YOOOoOOoOo
N[Yi,---, Y, ]%(Y)DOoooooo

N[Y1, -, Y §(Y)
={F(s;):1<j <m,1< Ik< n,|j —ix| <d}

0012000000000000 P OOOO
00D0: 00000 X,Y,---,Y, 000D000d
0> 0000D0000E = trace(P,i)/X0S; =
NY1, -, Ylg(Y;) (1 < j < p) 0000000
(S1,---,5,) 0 EODO 4000 Y,---,Y, 000
000000000000

03000 120000 §, 0000000000
00 EOO VY:,---,Y, 0000001000000
000 t0ulvDwlz0ydz00000000¢0
w000 Y; 00000000000 ¢0«w0000
00 d000000000 t0udvdwlz 0000
00B; = {t,u,v,w,z} 0000000000 12
000000D00000D0000000000000
000000000000000000000000
0000 d0000000000000000000
0000000000000000000000

b. 0000

00 1200000 v,---,Y, 000000000
000000000000000000000000
000 S§; 0000000000000000000

0 130000000000000 NR(B,B') 00O
00 100000000000 PO P O0OOOO
00000000000000
001830000000000000000 PO
P O0ODO0DO0: 00000 X,Yi,---,Y, OO
0000d0>00000000E = trace(P,i)/X0
E' = trace(P',i)/X0S; = N[Ya,---,Y,|%(Y;)0
S; = N[Yi,--,Y)5(Y;) (1 < j < p) 0000
0000000000 B = (S1,-++,5,)0B =
(S1,---,S,) 0000 NR(B,B)OOODOOOO

2> 0 185N Sjl

NR(B,B') = 2=~ 7
751+ 157D

(2)

5. 0000

000ooo400000000OOooooODoOOO
Jooooooooooooooooooooooo
oooooooo

5.1 0000000000 O0ODOO

000000o0o0oooooooooooooooo
00000o0oooooooooooong JavadOO
000000000000000000 SandMark
joooUooooooooDoooooooooooo
00oooooooooooooorcgOooooon
gooooooOoUoooooooooooooooo
00000ooooooooooooooooooon
joooooooooooooooooooooon
Joo0ooooooooooooOooooooooo
ooooooooooo

5.2 00000000

jdepend-2.9.1.jar0java2html.jarOtar.jar 0 30 0O
goooOoogoorerOO00ODOODOOOOOOOO

Y SandMark 00000000000000000000000
gooboOooOooooooOo0oOo0oOooooOoO000oooooon
0000000000 000000O000O0000C0O0OO00O0
goooooooooooooOoOoOoOOO0OOO0O0OO0O0O000
goooooooo

00000 http://www.clarkware.com/software/
JDepend.htmlO http://www.java2html.de/0
http://www.trustice.com/java/tar/0

0o



Vol. 48 No. 4

ooboooooooobooooooooooobooooo

1805

01 000O0O00OO00o0oooooao

Table 1 Resilience of interval birthmarks.
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Table 2 Resilience of slide buffer birthmarks.
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Table 3 Resilience of neighborhood set birthmarks.
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04 DO0O0ODOODOODOOOOO
Table 4 Credibility of interval birthmarks.

001 0o 2
AB B,C C,A | AB AC AD B,C B,D C,D
0.00 0.00 0.22 | 0.00 0.17 0.00 0.00 0.00 0.00

05 O00O0OODODODODOODOODOODOOO
Table 5 Credibility of slide buffer birthmarks.

001
AB B,C C,A
0.00 0.00 0.22

0oo2
AB AC AD B,C B,D C,D
0.00 0.17 0.10 0.00 0.00 0.00

06 UD00O0DODOODODOODOOOO
Table 6 Credibility of neighborhood set birthmarks.

001 002
AB B,C C,A | AB AC AD B,C B,D C.D
0.03 0.03 0.18 | 0.07 0.34 0.24 0.09 0.05 0.19
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