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Log Summarizing Method for Real-time Event Recognition
in Network Management and Its Evaluation

MASAHIRO NAGAO,! GEN KITAGATA,"t TAKUO SUGANUMA®tt
and NORIO SHIRATORI*t

In this paper, we propose a log summarizing method to help in network management to
recognize a network event. Our method can accurately extract only necessary information to
recognize the network event in real-time by introducing the stepwise information extraction.
This feature can help the network manager to handle the event quickly with less management
cost. With our experimental results, we show that our method has the ability to reduce more
than 60%—-90% unnecessary records compared to traditional method, without losing any nec-
essary information. Additionally, our method can process a log, containing massive records

in real-time.

1. 0 O00anO

00000000000000000000000
000000000000000000000000
000000/00/000000000000000
000000OD00000000000000000
000000000000000000000000
000000000000000000000000
oo¥90oo0o00000000000nnoon
000000000000000000000000
000000000000000000000000

t+00000000000/0000000
Research
Graduate School of Information Sciencel Tohoku Uni-

Institute of Electrical Communication/
versity

{1 0000000000 b0O0o0o00o0oo0
NICT Tohoku Research Center

1606

gooobooooooooobooobooooooooo
oooooooocooboooooo
gobooboooooooooooocooooobooobo
goboooooooooooooobooboooooo
oooooooobooooooooooocooooon
goooboooooooboooobooooooboobo
gooooooooooooooooboboooooo
gooobobooooooooooobooooooooo
goooboooooooboooooooooooobon
gooobobooooooobooobooooooooon
ooooobooooooobooocoocoooooooo
gooobobooooooooooboooooooo
oooood
gbooooooooooboooooooooooDo
1)00000oU0oU0o0ooO0o2 1)DoUuoUooo
goooboooooooooooboooooooo
ooooooo200000000000000DO



Vol. 48 No. 4

gobooooboooooooooocoooboooooo
gooobooooooobooooocoooOooooo
gooooooooooooooobooooooooo
goooboooooooooooboooooooo
gobooooooobooooooboooboooooon
goboooobooobooooo

ooooobooooooobobooobooogoon
gooobooobooooooooooooooooon
gobooooobooooooooooooooooon
gobooooobooooooooooooooooon
gooobobooooooooooboenobDOOoODOO
U9booooooooooooooooooooao
gooooboooooobooooooooooooon
goooboooooooooooocoooooooon
gobooobooosbob0obooobooboonbo
goooboboooooooboboooooobobDbo
goooboooooooooooobooboooooo
gooooood

2. 0000

2.1 000000O000O0O0O00O000O000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000000Y?0
2.2 0000000000O0O00O000O0O0O0
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000000000
000000000000000000000000
000000000000000000000000
0ooo®P90000000000/0000000
000000000000000000000000
000000000000000000000000
000/000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000

ooooooooooboooooooooooboooooo 1607

gboboboooooooboooobocOoooobooobo
gboobooooobobooboooobooooooooo
gboooooooooocooon

23 0OO0O00O0OO0O0OO0OOO0ODOOOODOOOOO
goboobooooooooooobooooooooo
goboooooooooooobooooooobooboo
goooooooooooooboooooooonoo
gobooooooooobooooooooooa
goboooooooooooooooooooboooa
gbooooooooood

3. DO0OO0OOoOoooo

3.1 0000000
00000000000000000000000
000000000000000000000000
000000000000000000000000
00000000000000 32033034000
0000D00000000000000000000
000001000000000000000000
0000001 00000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0oooooo
000000000000000000000000
000000000000000/00000000
00000000000000000000
000D00D00D000D0000000000000
0000D00000D000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000 10000000000000

3.2 00000000000000000000

oooo

01000000000000000000000
0000D00000D000000000000000
000000000000000000000000
000000000D0D00000 (A)O(B)O 200
0000 (A)0D00000D00000(B)00000
0000000000000000000HTTPOO
0000000000000000(A)O HTTPOO
00000000(B)0 HITPOOOOOO000OO
0000000000000000000000



1608

goooooooo

Apr. 2007

61.100.180.13 -
61.100.180.13 -
61.100.180.13 -

total sample count: 95
new cluster: 0
frequency: 7.41111111111 -> 19 /min

2005/06/05 (Sun) 06:19:17 - 06:19:26: [count: 79 / 95, freqency: 0.0388888888889 -> 15.8 /min]

- [05/Jun/2005:06:19:17 +0900] "GET // adm/awstats/awstats.pl HTTP/1. 1 400 377 "
- [05/Jun/2005:06:19:18 +0900] "GET // awstats.pl HTTP/1.1" 400 377 "-

- [05/Jun/2005:06:19:26 +0900] "GET //webstats/awstats.pl HTTP/1.1" 404 304 "

"Mozilla/4.0 (compatible; MSIE 6.0; Windows 98)"

01 00000000

Fig.1 An exapmle of log summarizing.
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Fig.2 An example of categorizing records by clustering and selecting significant clusters.
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Fig.3 An overview of the log summarizing system based

on proposed method.
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Fig.4 An overview of the log summarizing module.
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Fig.5 Conditional parameters for selecting significant
clusters.
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Fig.6 Experimental environment.
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Table 1 The reduction in the number of records of access_log and error_log when

anomalies related to the number of HTTP access were detected.
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oooo access_log error_log

gooo 1D 1 2 3 4 5 6 1 2 3 4 5 6
(A) 0000000000000 4,537 | 1,450 | 4,692 | 3,480 | 4,442 | 2,986 | 581 | 179 | 350 | 272 | 245 | 230
(B) 00OOOOOOOO 543 116 683 355 382 966 | 214 98 56 19 12 93
(c) 000000000000 499 79 492 295 332 832 | 183 95 47 16 10 7
(D) 000D00000000000 6 3 3 3 3 6 12 3 3 3 6
(E) (c) 00000000000 0 0 33 0 0 31 16 47 16 0 0
(F) (c) 00000000000 32 0 0 0 49 26 0 0 0 0 0
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Fig.7 The ratio of remaining records of access_log when
(B) in Table 1 is assumed to be 100%.
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Fig.8 The ratio of remaining records of error_log when
(B) in Table 1 is assumed to be 100%.
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Table 2 The reduction in the number of records of access_log and error_log when
anomalies related to the number of HTTP bytes and packets were de-
tected.
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