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A LAN Access Control System with Protection of
Restricted Services from Guest Users

NARIYOSHI YAMAL® KIYOHIKO OKAYAMA,! MASAO KIZAWA, 0
MAsAYUk1 Do, 51 KEITA KAWANOt and YOSHIHIRO OOSUMIt

LAN access control systems are often used at many organizations such as universities, to
provide network accessibility to both insiders and guest users. However, most of existing LAN
access control systems have some problems such that guest users can access some services re-
stricted to insiders. In this paper, we propose a LAN access control method by assigning
to user terminals a kind of external addresses such as private addresses. By applying NAT
function conditionally depending on whether access to an internal server or not, this method
makes it possible to protect restricted services from guest users, without modifying any con-
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figuration of existing servers.
confirmed to be effective and practical.
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According to a field testing, the proposed system has been
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Fig.1 Target network environment.
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Fig.2 A problem on access control of restricted services

from guest users.
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Fig.3 A structure of the proposed system.
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Fig.4 Behavior of the proposed method in case of access
by guest users.
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Fig.5 The structure of the prototype system.
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00110 divert natd ip from 192.168.200.0/24 to not 150.46.0.0/16
00120 divert natd ip from not 150.46.0.0/16 to 150.46.xx.yy

65535 allow ip from any to any

06 NATOODOOOOO ipfwD0DDOOOO0OO
Fig.6 Initial ipfw rules on the NAT router.

00010 allow ip from 192.168.200.2 to me

00020 allow ip from me to 192.168.200.2

00110 divert natd ip from 192.168.200.0/24 to not 150.46.0.0/16
00120 divert natd ip from not 150.46.0.0/16 to 150.46.xx.yy

65535 allow ip from any to any

07 NATOOODOOOOOODD ipfwO0OO0DOD
Fig.7 Modified ipfw rules on the NAT router.
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00010 allow ip from 192.168.200.2 to me

00020 allow ip from me to 192.168.200.2

00110 divert natd ip from 192.168.200.0/24 to not 150.46.0.0/16
00120 divert natd ip from any to me via interface

10123 divert natd ip from 192.168.200.123 to 150.46.0.0/16

65535 allow ip from any to any

08 D00DOO0OOOO0OOOOO ipfwODOOD
Fig.8 ipfw rules for mixed users of an insider and a guest.
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