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Development of Secure RFID System

SHINICHI SHIOTSU,' ISAMU YAMADA,* SATOSHI INANO,t
AKIRA ITASAKI' and MASAHIKO TAKENAKA?®

Recently, Radio Frequency Identification (RFID) tags are examined for various usages. Ac-
tive type of tags which incorporates a battery is being applied to a person to detect the
person’s position. Usually, the active tag always widely transmits ID at constant intervals.
Therefore, there is a security issue that the radio signal is easily observed from a place away
by an uncertain party. The party can easily perceive the existence of the user who has the tag.
We report here that we designed a new active RFID tag system that solves such a security
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issue.
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Fig.1 The issues on the security for conventional active

tag.
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Fig.2 The flow of the attestation process between
reader/writer and tag.
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Fig.3 Timing diagram of reader/writer and tag.

0000/00000000D0obO0oUoooooo
gobooooooooboooooooooooood
gooOoooOooooobOOobobDOoon0OO £15000
gbooobobooooooooobooooobooboooa
goooooooboboboooooooboboooo-o
gboooooooboo3oboooooobobooooo
gb2000 10000000000000O0O0C0
gooooooooooooooooooobonoo
g20001000000000-000000D0O0
gooooooooooooooooooboobonbo
oboo0od3d x200 =600 00000000

gobooooboooooooobooooooooon
gooooooooosoboboooooooooa
goooooooooomoooboobodoooooo
gbooobooobooooobooboooobo-0o0o
goooooooDO0O000O00000000 RFID
g0doooooooooooo Iboooooooo
goboooobooooobooooobo Ibooooo
gooooboooooooooooooooDbono



Vol. 48 No. 7 0000 RFIDOOOOOO00 2303
02 O0Oodo 03 oooooooo
Table 2 Common specification. Table 3 Reader/writer specification.
HH R EHH NE
2T R 2N {E AA B PEER USB, LAN, WLAN
(A %9 10m VE USB o 7L USB
K 315MHz # USB /AU —X (T,
— R ﬁm IR TR DCSVAC 7 ¥ 74
HEES (MRS FL HE) USB o7 LA USB /S A/ —
@EHA FSK J72( ” ' 100mm x 80mm x 25mm
S PEER X9 0]
BEL—1 38 4kbps ~HE - T7FEEd)
ESET SRR B J7A(DES) USB F> 7Ll 77mm x 25mm x Smm
F IR DR EEE
04 OOOO
000000000000 000000000000 Table 4 Tag specification.
000000000000000000000000 f; — éﬁﬁ&( )

e ) F o LR Z L (DC3V
000000000 MO0000000oonooono = -

EFES 34mm§34mmx5mm
0000000000000000000O0O0OOn (B <)
00000000000000000D0000000
000000000000000000000000 .

B
0000000 DDOOOOODODODOOOO0OO0O0O0O0O0 H—i Y—&51%

gooooooooooooooOoOOObOObOOoOO
goobooooooooboooooooooooon
goboobooobooooOooobOOoobOoOomoon
goooboooooooboooooooboooooobo
gooooooooooooobooooooonoooon
ooooooood
goboboooooooooooooooooooo
gooobooboooooooooboboboooooo
goooboboooooooobooobobooooooo
gobooooobooooooooooooooooon
goooboooodoooooooooooooooon
goooobooooooooooooooooooo
goooboooooboooooooobooooobo
gobobooodouooobooooobocooOooooo
goooooooi1oo0oo0ocooooooooon
goboooooooobooo1ooooooo
ooooo 3s1sMHzO000O00D0O00O0O0O00OO
gooobobooooooooooobobooooooo
gooobOooob0oDbO0oo00OD 1IomO0O0OOO0OO0OO
gooooooooooooooobooooooon
gooooooobooooooooooooooon
goooobooooooooooooooooooo
gooood
ubooobooooobooooobOoboooobooon
Oo00o0o0oooooOooOobESOOOOCOOOOO0O0
000000 /00000000oooUoooooooo
goboooooooobooooooobbooooboo
oboooooobobo 200000000000

f1 59

[ _-§§:T§72

s z
o e N &E.jrﬁ
RF

ERE |V
| RF S

a3

04 0OO0O0OOOO
Fig.4 System configuration diagram of reader/writer and

tag.
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Fig.5 Photograph of reader/writer prototype and active

tag prototype.
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Fig.6 Comparison of output signals with conventional
active tag and secure/new tag prototype.
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Fig.7 Random encryption inspection.
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Fig.8 Electric current distribution in a representative

state of a tag.
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