TE LB 2 T
IPSJ SIG Technical Report

Exploit Kit REIA S J +F v DEIRENTIZE D < BEIMER

selrpE—" AR &AL
%I‘?%Eﬂi*

e
AN

Web 77 UHRT T A OMEFTMEE - THEL, = —HFIZK A TIC~v AU = TIZEYSE 5 Drive by
Download WEERFAT L TV D, TOFATOERIIZT= I AT a4 FIESLY XA L7 RE4TH Web Y1 hEEFIC
KE4LEHE72 BlackHole Exploit kit =2 Phoenix Exploit kit & \\ > 72— DR 5 L E 2 bND. I TARTIEY
v RAR v 7 ZWT Exploit kit (2 X 0 HEME Web ¥+ M &L, Kix B O Y 74TV b T 78R THIEICK
DEFLNBBEONEZBR L, Exploitkit EHD Y 7 X F v 2 HEMWER T 5 FEEZRET 5.

Automatic Generation of Exploit Kit Signature Based on Sandbox
Analysis
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Drive by Download attacks which exploit browser and/or browser’s plug-in are prevailing. Exploit Kits are heavily used to
construct malicious web sites for Drive by Download attacks. In this report, we propose a technique to automatically generate a
signature to detect Exploit Kits by actually creating malicious web sites in a sandbox using the Exploit Kits and accessing them
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with various browsers to monitor their characteristic traffic.
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armitage 100/100/100 95/100/100 0/0/100 0/0/100 0/0/100 0/0/100 0/0/100 195/200/700 98%
Eleonore Exploit Kit [100/100/100 100/100/100 100/100/100 |100/100/100 |10/10/100 0/1/100 1/1/100 412/412/700 100%
fiesta—2 97/100/100 0/0/100 0/0/100 0/0/100 0/0/100 100/100/100 {0/0/100 199/200/700 100%
g—pack 100/100/100 100/100/100 0/0/100 0/0/100 0/0/100 0/0/100 0/0/100 200/200/700 100%
ice—pack-3 100/100/100 0/0/100 5(95)/100/100 |9(91)/100/100 [11(89)/100/100 |0/0/100 0/0/100 125(275)/400/700 | 31%
my—poly—sploit 100/100/100 0/0/100 0/0/100 0/0/100 0/0/100 100/100/100 {0/0/100 200/200/700 100%
Seo Sploit Pack 100/100/100 98/100/100 100/100/100 |100/100/100 |100/100/100 1/1/100 98/100/100 (597/601/700 99%
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1 HARDOKFHIRFLD Web ¥4 k2 Gongda FEH Y — /L% » MZ
FAENns

http://www.symantec.com/connect/ja/blogs/web-gongda

2 Web N—Z2D~ /Ly = 7HHGRE « T T 4 v ZRIBY AT A
DR

http://www.symantec.com/connect/ja/blogs/web-1

3 W ORETRNANL =T ¢ T AXT L& BlackHole
Exploit Kit
http://blog.webroot.co.jp/2011/12/28/%E6%9C%80%E6%96%B0%E3
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4 contagio malware dump

http://contagiodump.blogspot.jp/

5 An Overview of Exploit Packs (Update 20) Jan 2014
http://contagiodump.blogspot.jp/2010/06/overview-of-exploit-packs-up
date.html

6 CVE-2013-2511
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2551

7 Malware Domain List

http://www.malwaredomainlist.com/mdl.php

8 Fhilmiie, J\AARZK, FrELA% “HEE URL BEOAREIEICEH L7
URL 7 4 V& U > 7 ORLEERTE” 1CSS2013

9 THERAL, AREEk, %ERGH BN Web o MRROTZDOE
S EIEFF OB EE” CSS2012

10 #H#FE, 4 KB — “Drive By Download BB (2%t 4% HTTP
~ v ZIERIZIS R FIE DRSS CSEC2013 DPS2013

11 AEREGA, MBS, S ERAT “Exploit Kit O RF# A V7=
£ Web ¥+~ ORREFIEOIEE” CSS2013
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TN s BT ra— REENRT L— AU — 7 O#5E” CSS2011

2014 Information Processing Society of Japan

Vol.2014-DPS-158 No.35
Vol.2014-CSEC-64 No.35
2014/3/7



