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In order to decode the encryption communication of malware and to analyze the contents of communication, it is
required to specify the method of analyzing the malware which is the decoding method and extracting an
encryption key, and the decoding function uses. Malware analysis took time and effort, such as work of the
analysis itself, and creation of analysis tools, and quick analysis was difficult. This system decodes the encrypted
communication which malware performed using decoding method and malware signature which were obtained
from the result of having analyzed known malware are used. Decoding methods and malware signatures are saved
at a malware information database, and it becomes possible to correspond to multiple malware by calling from
malware communication analysis tools, and raises the efficiency of malware analysis.

Examination of a malware communication analysis system
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