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Implementation and evaluation of
a malicious process detection method

Takumi Yamamoto " Kiyoto Kawauchi " Shoji Sakurai "

Malwares' communication detection methods based on communication characteristics have been proposed. However as malwares
are getting more sophisticated and legitimate SWs' communication is getting diverse, it becomes harder to correctly tell
malwares' communication and legitimate SWs' communication apart. Thus we have proposed a method to check if a process
generating suspicious communication is malicious or not. This method focuses on malwares which impersonate a legitimate
process by injecting malicious codes into the process. This method extracts two process images. One is obtained from the target
process generating suspicious communication. The other is obtained by executing the same executable as the target process in a
clean Virtual Machine. Then the two process images are compared to extract injected codes. Finally the codes are verified
whether the codes are malicious or not. This method does not require defining characteristics of legitimate processes in advance.
In this paper, we implemented a prototype system of the method and carried out a preliminary experiment with four malwares
and four legitimate SWs. One false positive and one false negative were happened. In addition, we found it took considerably
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long time in heap extraction. We will devise the accuracy and the speed of prototype system as a future work.
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heap heap
data data
text : text

0040C9D8 PUSH EBP
0040C9D9 MOV EBP.ESP
0040C9DB ADD ESP-90 0040C9DB ADD ESP-120
0040C9E1 XOR EAX EAX |\ | 0040C9E1 XOR EDX,EDX
0040C9E3 PUSH EBX #% /| 0040C9E3 XOR ECX,ECX
0040C9E4 PUSH ESI 0040C9E5 PUSH EBX
0040C9E5 PUSH EDI 0040C9E6 PUSH ESI
0040C9E6 XOR EDIEDI 0040C9E7 PUSH EDI
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0040C9D8 PUSH EBP
0040C9D9 MOV EBP,ESP
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heap heap

data data

004FB068 PUSH EBP
004FB069 MOV EBP.ESP
004FB06B ADD ESP.-90 004FB06B ADD ESP-120
004FB071 XOR EAX EAX H 004FB071 XOR EDX,EDX
004FB073 PUSH EBX . /| 004FB073 XOR ECX,ECX
004FB074 PUSH ESI 2 004FB075 PUSH EBX
004FB075 PUSH EDI 004FB076 PUSH ESI
004FB076 XOR EDI,EDI 004FB077 PUSH EDI

004FB068 PUSH EBP
004FB069 MOV EBP.ESP

text text
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: 00614075 PUSH EBX
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x5 77— FAEY OMHIZE L RF[E]
A, {yn“\“f k n—RLTW5 FATAIREIR A E Y %ﬁﬁﬁ%fxf%u e
T—T N DLL O # ik (v —7LISh) ik (v —7)
Explorer 0.163 0.119 0.914 694.334 695.535
calc 0.087 0.009 0.198 5.513 5.808
iexplore (72t 2X) 0.044 0.034 1.037 1975.132 1976.249
iexplore (Bl7'm & R) 0.034 0.035 0.458 16.368 16.896
services 0.110 0.009 0.100 15.345 15.566
#£6 MAEXNRAETY (EHTmER) OMMICE L RERHF]
T o % 4’#‘/ﬂ<°:— | m=FLTW% %ﬁﬁfﬁ%iﬂyj%v %ﬁﬁfﬁ%fm?v 2
TF—T N DLL D1 i (B —7 L) fiEi (e —7)
Explorer 0.244 0.138 1.291 1263.502 1265.177
calc 0.131 0.008 0.181 5.560 5.881
iexplore (7' mt&R) 0.031 0.051 1.090 6317.984 | 6319.159
iexplore ($17'm - %) 0.089 0.074 1.218 49.188 50.572
services 0.105 0.008 0.161 10.713 10.990
K7 BEGEATY (ER7n ARV TET AT 27O rtR) ORMEICE L -REH ]
A 4%‘/%\‘"—]\ n—RLTW? FEITAIREIR A E Y %ﬁﬁﬁ%fxf%v e
T—7 N DLL O # ik (v —7LISh) ik (v —7)
Explorer 0.653 0.142 5.078 935.458 941.348
calc 0.148 0.015 1.639 3.801 5.609
iexplore (7' mt&R) 0.093 0.012 0.252 0.283 0.643
iexplore ($17'm & %) 0.105 0.055 1.216 2.391 3.770
services 0.103 0.032 1.632 2.453 4.225
K8 T U= AEY ROBARNRAEY (E#HTmER) OHKETEAT— RO
B~ o % FEELTcEAN= | FPE LIEARIERTE | A= — REF EA 71— FgdT A RHIE
— FOEKME] | A=— FOXKMAE] | EORFHE[F] D[] (7]
Explorer 0 0 0.159 0.000 0.159
calc 0 0 0.076 0.000 0.076
iexplore (7 1t %) 5 0 0.330 1.770 2.101
iexplore (Bl~7 1t R) 1 0 0.171 0.002 0.173
services 0 0 0.061 0.000 0.061
K9 TUT L= AEY ROBEMRAEY (VU707 ntR) OLEEENT— RO
A =T O oA %ﬁibf:\&]\ﬂ %ﬁbf:ﬁifiﬁ HEA=— R | A= — R o
— FOE[H] A=z — FOE[E] A DEEH 0] DR [FP]
Explorer 131(131) 8 0.240 18.005 18.245
calc 103(103) 5 0.078 11.748 11.826
iexplore (771t 2X) 1(1) 0 0.029 0.407 0.436
iexplore (Bl~7 1t %) 1(1) 0 0.049 0.408 0.457
services 1(1) 1 0.064 0.385 0.449
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